Model Agreement

13 U.S.C. Section 6
(No Funds Exchanged Data Acquisition)
MEMORANDUM OF UNDERSTANDING 
THROUGH WHICH 
THE U.S. CENSUS BUREAU IS ACQUIRING 
[Description of data being acquired] 
FROM 
[Name of other party]
Agreement No.   


1.
PARTIES AND PURPOSE

This Memorandum of Understanding (MOU) establishes an agreement between the U.S. Census Bureau (Census Bureau) and [Name of other party] for the acquisition of [description of data being acquired].

2.
AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which permits the Census Bureau to access, by purchase or otherwise, information to assist the Census Bureau in the performance of duties under Title 13, United States Code.  
[If other party is a Federal agency] The authority for [Name of other party] to enter into this agreement is [Identify other party’s legal authority to enter into agreement].

3.
TERMS AND CONDITIONS

[Insert the terms and conditions of the agreement, including delivery requirements]

4.
CONTACTS

The contacts of each party to this agreement are:

[Name and Title of Census contact person]

[Address of Census contact person]

[phone number of Census contact person]

[fax number of Census contact person]

[e-mail address of Census contact person

[Name and title of other party’s contact person]

 [Address of other party’s contact person]

[Phone number of other party’s contact person]

[Fax number of other party’s contact person]

[E-mail address of other party’s contact person

The parties agree that if there is a change regarding the information in this section, the party making the change will notify the other party in writing of such change.

5.
DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS
This agreement will become effective when signed by all parties.  The agreement will terminate on [Insert termination date], but may be amended at any time by mutual consent of the parties.  [NOTE: Generally, agreements may not last longer than five (5) years.  If the agreement will last longer than three (3) years, the following sentence should be included in the agreement:  “The parties will review this agreement at least once every three years to determine whether it should be revised, renewed, or canceled.”]  

Any party may terminate this agreement by providing 

 days’ written notice to the other party.    If the agreement is terminated, neither party shall be responsible for any costs incurred by the other party prior to the termination.  
6.
RESOLUTION OF DISAGREEMENTS
Should disagreement arise on the interpretation of the provisions of this agreement, or amendments and/or revisions thereto, that cannot be resolved at the operating level, the area(s) of disagreement shall be stated in writing by each party and presented to the other party for consideration.  If agreement on interpretation is not reached within thirty days, the parties shall forward the written presentation of the disagreement to respective higher officials for appropriate resolution.

7.
CONFIDENTIALITY
The Census Bureau assumes an obligation to keep all data received from other federal and state agencies and commercial entities in confidence and to use the data for statistical purposes only in accordance with the provisions of Title 13, United States Code.  Upon receipt, all data acquired as a result of this interagency agreement will be treated as if they have, at a minimum, protection at the appropriate risk level in accordance with NIST FIPS 200 and Special Publication 800-60.  
The Census Bureau complies with all current NIST standards and publications in accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are fully assessed against NIST Special Publication 800-53r3 “Recommended Security Controls for Federal Information Systems and Organizations,” as well as Special Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by the Department of Commerce Office of the CIO as well as the Department of Commerce Office of Inspector General as part of the oversight responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 199 “Standards for Security Categorization of Federal Information and Information Systems” and NIST Special Publication 800-60 “Guide for Mapping Types of Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent assessments are done based on the final categorization.  
The Census Bureau maintains a policy regarding the reporting of and response to losses of protected data in accordance with OMB Memorandum 6-19 and M-07-16.  Known or suspected losses of protected data are reported within one hour to the United States Computer Emergency Readiness Team (US CERT).  Once the Census Bureau becomes aware of a known breach of [agency name] data, the Census Bureau will contact the identified [agency name] contacts to discuss the actions and potential remedies in regards to the incident. Census can only agree to confidentiality/disclosure provisions to the “extent permitted by law.”].

8.
APPROVALS




  [Signature of person who has authority to bind the Census Bureau to the agreement - See PPM Chapter B-1 on Signatory Authority]

[Typed name]

[Typed title]

[Typed office at Census]  
U.S. Census Bureau





[Other party’s signature – must be an official with authority to bind the agency]

[Typed name]

[Typed title]

[Typed name of other party’s agency]
� Bracketed text that is in bold, italicized typeface indicates information that will be different for each agreement.  You must replace the bracketed text with the required information.








