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Achieving the Right Balance

— Commerce Office of Privacy and Open Government (OPOG) Programs

First Things First
— Freedom of Information Act (FOIA) and the Privacy Act (PA)

Examining the Privacy Landscape

— An Overview of Key Privacy Laws, PA Policy Objectives, Agency Requirements, OMB
Guidance

Understanding Personally Identifiable Information (PII)

Understanding Privacy Requirements of the Open Government Directive
Finding Privacy in the Commerce Open Government and Strategic Plans
Moving Forward

Questions
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Office of Privacy

) Open Government

ey First Things First!

FACA ¢ Directives/Administrative Orders

Both the FOIA and the Privacy Act

give you the right to request access

to records held by agencies of the
federal government.
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tfice of Priva
ren Government

Key Privacy Laws

» Privacy Act of 1974 (5 U.S.C. 552a)
e Freedom of Information Act (FOIA, 5 U.S.C. 552)
e E-Government Act of 2002

* Federal Information Security Management Act
(FISMA, 44 U.S.C. § 3541)

e Trade Secrets Act (18 USC 1905)

« Additional privacy laws regulate other areas, such as
government access to bank and other financial
records, identity theft, trade secrets, health records,
and education records.
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http://www.usdoj.gov/04foia/privstat.htm
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107.pdf
http://www.sba.gov/foia/foia.pdf

Privacy Act Policy Objectives

e Expands 15t party access to information- individuals have
an increased right of access to agency records maintained
on themselves unless an exemption applies.

 Restricts 3" party access to records- meaning that the PA
prohibits disclosure of PA information to 3" parties
unless one of twelve exceptions apply.

* Some common PA exceptions include: “need to know” within agency;
disclosure required by the Freedom of Information Act; routine uses
(which must be listed in an applicable SORN); disclosure pursuant to a
court order.

e Provides for the amendment of inaccurate information
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Privacy Act Agency Requirements

« Maintain only relevant and necessary information
e Collect information directly from the source

e Provide a Privacy Act Statement when collecting
Information

« Publish new and amended System of Record Notices
In the Federal Register

e Establish rules of conduct for those who work with
records protected by the PA

 Establish appropriate administrative and technical
controls on PA Information
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OMB Privacy Guidance

 M-03-22 Guidance for Implementing the Privacy
Provisions of the E-Gov Act,

 M-06-15 Safeguarding Personally Identifiable
Information (PII)

 M-06-16 Protection of Sensitive Agency Information

 M-06-19 Reporting Incidents Involving Personally
|dentifiable Information

 M-07-16 Safeguarding Against and Responding to the
Breach of Personally Identifiable Information (PII)

e M-11-02 Sharing Data While Protecting Privacy
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http://www.whitehouse.gov/omb/memoranda/m03-22.html

Understanding Pl

 Personally identifiable information (PI1) is not always
easy to recognize. OMB has defined PII as

— “information which can be used to distinguish or trace an
Individual’s identity, such as their name, social security
number, biometric records, etc. alone, or when combined with
other personal or identifying information which is linked or
linkable to a specific individual, such as date and place of birth,
mother’s maiden name, etc.”

* PIl Is essentially, any information that permits the
Identity of an individual to be directly or indirectly
Inferred
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Understanding P11 cont)

Sensitive PII

« PIl which iIf lost, compromised, or disclosed without
authorization, could result in harm, embarrassment,
Inconvenience, or unfairness to an individual.

e SSN, date of birth, etc.

e Medical, criminal, employment info

e Biometric information such as fingerprints

* Context can make otherwise ordinary PlI sensitive
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Open Government Directive

OMB M 10-06
e Transparency:

— Promotes accountability by providing the public with information about what the
government is doing

 Participation:

— Allows members of the public to contribute ideas and expertise so that their
government can make polices with the benefit of information that is widely
dispersed in society

e Collaboration:

» Improves the effectiveness of Government by encouraging partnerships and
cooperation within the Federal Government, across levels of government, and
between the Government, private institutions and the public
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v Open Government

Open Government Directive (ont)

With respect to information, the presumption shall be in
favor of openness to the extent permitted by law and subject

to valid:
* Privacy,
« Confidentiality,
* National Security,
* Or other restrictions.
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e Publish Government Information Online

 OMB Open Government Working Group
establishes Privacy and Security
Working Group — December 2009

— Review existing department/agencies 7
privacy practice S e

— Recommend privacy best practice
and way ahead for Open
Government information publicatio
Data.gov

— Determine impact of Mosaic effect
on Datasets published in Data.gov

* Implement share best practices for
privacy and mosaic effect review (2010)
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Bureau/Operating Unit (BOU) OG Plan
required additional information

Open Data

Privacy
Whistleblower Protection
Websites
Transparency
Public Notice
Records Management
Freedom of Information Act (FOIA) Requests
Proactive Disclosures

. Congressional Requests

. Declassification

. Participation

. Collaboration
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4 — 2018 Strategic and

en Government Plans

FY 2014 - 2018
Strategic Goals and Objectives

TRADE AND INVESTMENT

Expand the U.S. sconomy through
increased exports and inward foreign
investmaent that lead to more and
better American jobs

1.1, Increase opportunities for LLS
companies by opening markets globally
(ITA, NOAA, NTIA, USFTO]

12 Increase LLS. exports by broadening
and despaning the LS. axponer bass
(BIS, EDA, ESA, ITA, MBEDA, 05}
15 ! rd foraign
the United States
14 ngthen fair com

ternational trade fo firms
and workers by addr
resclving foreign unfair trade practices
and enforcing international trade
agreements [ITA)

INNOVATION

Foster & more innovative U.5. sconomy —one ththbomrnlmnu
improving, and commerdializing products and technologies that lead to
higher productivity and competitiveness.

his
t acoelerate

gh-value manufacturing sector through

Grenw a mare productive, &
technology development and

pannerships and
commercialization {}

sT)

25 to aceelerate the ¢
ing services to and in
UEPTO)

I ..ncll'ccawclyol-o regional econor
of value-added goods and servicas by prov
in businesses and communities (EDA, ESA, MB WA, NIST,

Strengthen the Nation's digital economy by championing policias that will
|

on-intensive sconcmic se
o invent, improve, and cc
p Dr‘u..lsa"dsﬂ vices (EDA, NIST, USPTO}

ENVIRONMENT

Ensure communities and businesses have the necessary
infermation, products, snd services Lo prepare for and prosper

in a changing environment

nreparedness,
by building a Weather-Heady

sponse, snd re

4 ru,.n wralh- f v water

servations (NIST,

Improve govemi
curnmuml\f e

coessibility nnu u,nlu ty
i tar govarnment, business
and the public (ESA, NIST, NOAA, NTIS)

ces, decision-
within the

4.2 Improve data-based
making, and data sh

34, Foster healthy and sustainable

ecosystems through improved managemaent and partnersh

35  Enable U5 busi

e 1o adapt and pros;
anwironmental and climate-informed salutions (ESA, ITA, NIST,

ring resources, habiets, and 43

by dewvelo

wath ether parts of the
federal government [BIS, ESA, ITA}

he business community to
ely, accurate, and relevant
data products and safvices for customers
ESA, NCAA}

[NOAAY

NOAA)

OPERATIONAL EXCELLENCE

Deliver better services, solutions, and cutcomes that benefit the American people

5.1 Strengthen orgenizational capebilities to drive customer-focused, cutcomes-driven mission performance (08, All Bureaus)

Moate: ESA in

£A) and the Consus Buren,

Open Government Plan 3.0

« Ties Open Government directly
with Strategic Goals (SG)

« Data and Privacy protection key
elements

>
>

YV V V

Make data easier to find, access, and use;

Collect and manage data more efficiently
and less intrusively;

Protect data confidentiality;
Protect personal privacy; and
Protect national security interests.

nd Open Governm




Moving Forward

o Continual review of existing laws, policies and procedures
o Track outcomes of National attention to Privacy

e Consumer Data Privacy in a Networked World

« Big Data and the Future of Privacy

e Consumer Privacy Bill of Rights
* Increase the awareness of the consumers and producer

* Open conversations with public, industry and government partners
to ensure understanding of the continual evolution of privacy

requirements

Commerce Office of Privacy and Open Government
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