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3.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM
THE WASHINGTON STATE DEPARTMENT OF HEALTH, OFFICE OF NUTRITION
SERVICES

Agreement No. [0094-2016-PAY-008]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Washington (WA) State Department of Health, Office of
Nutrition Services for the acquisition of Women, Infants, and Children (WIC)
Administrative Data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the WA State Department of Health to share WIC data and enter into
this agreement is Section 17 of the Child Nutrition Act of 1966, 42 U.S.C, § 1786 and
implementing regulations at 7 CFR Part 246. WIC regulations at 7 CFR 246.26(d}(1)(ii)
limit the disclosure of WIC recipient information to those directly connected with the
administration or enforcement of the WIC program. The Department of Agriculture Food
and Nutrition Service, through a Memorandum of Record signed on August 18, 2014,
has determined that the Census Bureau is directly connected with the administration of
the WIC program because Census will provide to the state copies of its tabuiations of the
data for the state to use in administering its WIC program.

Additional authority for the WA State Department of Health to enter into this agreement
is RCW 43.70.040, which provides for the WA State Department of Health to enter into
contracts to carry out its purposes.

TERMS AND CONDITIONS

Pursuant to this agreement, the WA State Department of Health, Office of Nutrition
Services, hereinafter referred to as “the WA State WIC Program”, will transfer records to
the Census Bureau from the administration of WIC, hereinafter referred to as “WA State
WIC data” and as described in Attachment A of this agreement. All data that the WA
State WIC Program agrees to provide the Census Bureau remains confidential. To the
extent provided by law, confidentiality of this data will be maintained under Title 13
U.S.C, Section 9, and the Privacy Act. To the extent provided by law, only Census
Bureau staff and Special Sworn Status (*S$S") researchers will have access to the data.
Any data, records, or other information shared through this research agreement will be
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protected from unauthorized disclosure and will be used solely for statistical purposes.
When the Census Bureau publicly releases information related to this research, it wiil not
be disclosed in Individually-identifiable form and results will meet Census Bureau
‘disclosure avoidance guidelines. The Census Bureau will link the state data to census
data, survey data and administrative records data. The Census Bureau will use the
linked data for research and operations to improve data collection and record linkage
methods for surveys and decennial censuses. The Census Bureau will also utilize the
state data to provide new and improved estimates of population characteristics related
to program participation.

a. The WA State WIC Program agrees:

iv.

To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of WIC for the years 2004—2021, as described in
Attachment A.

To provide adequate documentation and suppart of transferred files for
the Census Bureau to he able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, and record
length. :

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the WA
State WIC data. Record linkage identifiers will not contain any WA State
WIC data or direct identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data, Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers will not have access to Social Security Numbers,

"To allow the Census Bureau staff and Special Sworn Status (55S5)

researchers to use the WA State WIC data at the Processing Sites listed in
Section 4 of this agreement for the projects listed in Attachment B and for
additional projects as permitted by Section 3.b.i of this agreement.

b. The Census Bureau agrees:

ili,

To the extent provided by law, to grant access to the WA State WIC data
only to Census Bureau staff and SSS researchers at the Processing Sites
listed in Section 4 of this agreement and only for the projects listed in
Attachment B or those approved in writing by both parties.

. To provide the WA State WIC Program, within six (6) months of the time

the data is processed and provided to Census Bureau research staff,
selected tabulations of the WA State WIC data linked to the American
Community Survey,

To the extent permitted by law, allow WA State WIC Program the
opportunity to review and provide comments of pre-publication copiles of




any report or other document containing information derived from the
state data pertaining to WIC and resulting from use under this agreement
of the state data. If no comments are received from the WA State WIC
Program within fourteen (14) days. from delivery of pre-publication
documents to the WA State WIC Program, the Census Bureau shall send a
reminder notice to the WA State WIC Program. If no comments are

received within three (3) business days from delivery of the reminder

notice, the WA State WIC Program will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

4, CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement, to prevent unauthorized use. '

Processing Sites: Bowie Computer Center
Suitiand Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behaif of the WA State WIC Program and the
Census Bureau, respectively:

WA State WIC Program POC:  Chris Halsell
Operations and Planning Section Manager
Office of Nutrition Services
WA State Department of Health
P.O. Box 47886
Tumwater, WA 98504-7886
{360) 236-3638
chris.halsell@daoh.wa.qov

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy. ara@cens ov

The parties agree that if there Is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.
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5.

6.

FUNDING

The total amount to be paid by the Census Bureau to the WA State WIC Program via
Electronic Funds Transfer (EFT) is $10,000.00. Funding is provided to reimburse the WA
State WIC Program for resources needed to set up and complete the data extraction as
described in Attachment C. This Agreement is considered to be a firm commitment.
ACCOUNTING DATA

State Agency Accounting Data:

Appropriation No.,: '

CAN:

DUNS No.: 808883128

EIN: 91-1444603

Total Amount:

Control Number:

Census Bureau Accounting Data:

Agency Location Code: 13-04-0001

Project Code: 7030979

Division Code: 0094

Object Class Code: 25-30-07-00

TAS: 013 X 4512 000

Business Event Type Code (BETC): DISB

Funds Expiration: No Year

Funds Cancellation Date: Ne Year

Organization Code: 11-09-0094-00-00-00-0C

DUNS No.: 929955383

EIN: 52-0204537

Total Amount: $10,000.00

Agreement No.: 0094-2016~-PAY-008




7. FINANCIAL PO:NTS OF CONTACT

State Agency Financial Contact: Sheridan Gatewood
Budget, Contracts and Grants Fiscal Lead
Office of Nutrition Services
WA State Department of Health
P.0. Box 47886
Tumwater, WA 98504-7886
(360) 236-3772
Sheridan.gatewood@DOH GOV

Census Bureau Financial Contact: Darrell Blyden -
Chlef, FInancial Services Center
Finance Division
U.S. Census Bureau
4600 Silver Hill Road
Washington, DC 20233
(301) 763-4390
Darrell, den@c gov

8. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date of the last party’s sighature. The agreement shall
terminate six (6) years following the date on which it becomes effective. If, at the end of
six {6) years, the parties wish to continue the relationship, they must execute a new
agreement. ‘

The parties will review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the WA State WIC Program.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties. '

b. Either party may terminate this agreement upoh thirty (30) days written notice
to the other party.

The WA State WIC data received from the WA State WIC Program will be retained by the
Census Bureau after receipt for a maximum of twe (2) years, unless the WA State WIC
Program establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original the WA State WIC data will be expunged from Census Bureau systems, so long
as such expungement is not inconsistent with federal records retention law.
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The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the WA State WIC data will not be discontinued due to
the expiration or termination of this agreement. Furthermore, the use of state records
with linkage identifiers and the WA State WIC data linked to other data as part of the
projects described in Attachment B will not be discontinued due to expiration or
termination of this agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agraement on interpretation is not reached within
thirty (30} days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.5.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

10.CONFIDENTIALITY

WIC regulations at 7 CFR 246.26(e) protect the confidentiality of the WA State WIC
data. The Census Bureau shall protect the individually identifiable WIC information
provided under this agreement in accordance with 13 U.S.C. Section 9. Both parties
agree that the requirements of Title 13, Section 9, and the terms of this MOU provide
sufficient protection to allow the Washington State Department of Health to satisfy its
requirements to protect data pursuant to 45 C.F.R., Part 46 and all state laws governing
the confidentiality of the data, The Census Bureau assumes an obligation to keep all
data received from other federal, state, and tribal agencies and commercial entities in
confidence, and to use the data for statistical purposes only in accordance with the
provisions of Title 13, U.S.C. Section 9.

Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controfs for Federal Information Systems and Organizations,” as well as Special
Publication 800-37rl1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program Is reviewed annually by the Department of Commerce Office of the CIO (Chief




Information Officer}, as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60rl1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volurme 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (US CERT). Within two business days of
the Census Bureau becoming aware of a known or suspected -breach of the WA State
WIC data, the Census Bureau. will contact the identified the WA State WIC Program
contacts to discuss the actions and potential remedies regarding the incident.

11.APPROVALS

1z vk

" Ron Jarmin (Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

Michael Maverick (Date)

Diractor, Contract & Procurement Office
WA Department of Health

(360) 236-3918
Michael.maverick@doh.wa.gov
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Attachment A: Data Elements
1. Data Requirements

Data from the administration of WIC for the years 2004—2021 will include, when
available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received {(monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibitity and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:
i. Name
ii. Relationship to primary recipient
iii. Case unit/main contact phone number

- X N X W NN

iv. Race
v, Hispanic origin/Ethnicity
vi. Sex

vii. Date of birth
vill. Education
. ix. Employment
© xS Monthly income source (earnings, TANF, SS51, SSA, Ul, general assistance,
other) :
xi. History of membership in case unit

RECEIVELD

AUE DB 2008

PO Congacts Office




Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State, Federal and
Tribal Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the WA
State WIC data to investigate survey frame coverage, survey effects and survey non-
response,

This project will focus on evaluating and improving the measurement of the WA State
WIC programs in the American Community Survey (ACS), the Current Population Survey
(CPS) and the Survey of Income and Program Participation (SIPP). In the case of SIPP,
this evaluation will also inform the redesign of the SIPP survey instrument that is
currently underway.

This project will include additional studies that use administrative records from state,
federal and tribal programs (including the WA State WIC data) and/or Census Bureau
survey data, and that can inform the Census Bureau about the quality of its data
products and the feasibility of using administrative records to improve Census Bureau
data products. These additional studies could Include linkages to surveys conducted by
the National Center for Health Statistics (NCHS), and linkages to datasets created from
joint statistical projects between the Census Bureau and NCHS, the USDA Economic
Research Service, the Bureau of Justice Statistics, the Department of Health and Human
Services and the Department of Veterans Affairs,

2. Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, infants,
and children participating in the WIC program. Additionally, infants and children with a
high probabllity of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, heiping agencies determine
unmet need. The project results can help the WA State WIC agencies improve outreach
efforts. This research heips the Census Bureau better understand their survey and
census data.

1 Ellgibie pragrant and breastfeeding women cannot be identified in ACS data.
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3.

4.

5.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (PVS) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the WA State WIC program
administrative records will permit an assessment of the coverage completeness in PVS
while improving upon coverage in the PVS of the populations participating In the WA
State WIC programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, inciuding public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);*

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.*

To determine the feasibility of i'ncorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

2 Exampies of possible Census Bureau uses include updating and evaluating the Master Address File.

3 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enurneration operations planning. .

4 Examples of possible Census Bureau uses Include item irhputation and count imputation using information from a
composite of public and private data sources.



The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistica! Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming Increasingly central to the U.S.
Census Bureau's mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully
Integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
‘analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and coliect data for statistical
purposes, and leverages the Census Bureau's data stewardship culture, policies, and
practices,
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Attachment C: Statement of Work Funding WA State WIC data Data Extrabtion
| Statement of Work
for the
U.S. Census Bureau Funding of the Data Extraction by the
WA STATE WIC PROGRAM for

WIC Administrative Data

Under the referenced MOU [0094-2016-PAY-008] through which the Census Bureau is
acquiring WIC Administrative Data from the WA State WIC Program, Census Bureau funding
reimburses the WA State WIC Program efforts to extract WIC data for the years CY2004-
CY2021, by providing funds to complete the following tasks:

Task 1 ~ Analysis, Design, and Initial File Delivery

Through this task, the WA State WIC Program has agreed to provide WIC
recipient data to the US Census Bureau. This data exists in the WA State WIC
Program MIS (WIC-CIMS). While there is no charge for the data, a considerable
amount of design, programnﬁ-ng, and testing work is needed to extract the data
elements needed by the Census Bureau and create a series of “flat, files” for
transmission to the Census Bureau. We will extract WIC case and client details
for CY2004 through CY2015, create a series of files, review the files for accuracy,
and provide them to the Census Bureau, along with a data dictionary and record
layout, or other simlilar documentation. This task is expected to be compieted by
QOctober 1, 2016 with delivery of all CY2004 - CY2015 files.

Task 2 - Delivery of 2016 Data

Through this task, the CY2016 data can be provided after CY2016 is complete.
This is expected to be completed by June 30, 2017.

Task 3 - Delivery of 2017 Data

Through this task, the CY2017 data can be provided after CY2017 is complete.
This is expected to be completed by June 30, 2018.

*This task deadline may be delayed by the WA State WIC Program implementing
a hew WIC-MIS database during this time period.




Task 4 ~ Delivery of 2018 Data

Through this task, the CY2018 data can be provided after CY2018 is complete.
This is expected to be completed by June 30, 2019.

*This task deadline may be delayed by the WA State WIC Program impiementing
a new WIC-MIS database during this time period. '

Task 5 - Delivery of 2019 Data

Through this task, the CY2019 data can be provided after CY2019 is complete.
This is expected to be completed by June 30, 2020.

*This task deadline may be delayed by the WA State WIC Program implementing
a new WIC-MIS database during this time perlod.

Task 6 ~ Delivery of 2020 Data

Through this task, the CY2020 data can be provided after CY2020 is complete.
This is expected to be completed by June 30, 2021.

*This task deadline may be delayed by the WA State WIC Program implementing
a new WIC-MIS database during this time period.

Task 7 - Delivery of 2021 Data

Through this task, the CY2021 data can be provided after CY2021 is complete.
This is expected to be completed by June 30, 2022.

*This task deadline may be delayed by the WA State WIC Program implementing
a new WIC-MIS database during this time period.
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MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE IDAHO DEPARTMENT OF HEALTH AND WELFARE, DIVISION OF WELFARE

Agreement No. 0094-FY17-NFE-0086

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Idaho Department of Health and Welfare, Division of
Welfare (IDHW) for the acquisition of Supplemental Nutrition Assistance Program (SNAP)
and Temporary Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the IDHW to share SNAP data and enter into this agreement is Section
17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Food and
Nutrition Act of 2008 limits the use of SNAP recipient information to those directly
connected with the administration or enforcement of the provisions of the Act,
specifically Section 11(e)(8)(A) of the Act (7 U.S.C, 2020(e)(8)(A)). The Department
of Agriculture Food and Nutrition Service, through a Memorandum of Record signed on
August 18, 2014, has determined that the Census Bureau is directly connected with the
administration of the SNAP program because Census will provide to the state copies of
its tabulations of the data for the state to use in administering its SNAP program.

The authority for the IDHW to share TANF data and enter into this agreement is the
Public Health and Welfare Act, 42 U.S.C. § 613.

TERMS AND CONDITIONS

Pursuant to this agreement, the IDHW, hereinafter referred to as “the state program
agency” shall transfer records to the Census Bureau from the administration of SNAP
and TANF, hereinafter referred to as “the state data” and as described in Attachment A
of this agreement. All data that the state program agency agrees to provide the Census
Bureau remains confidential. To the extent provided by law, confidentiality of this data
will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent
provided by law, only Census Bureau staff and Special Sworn Status ("SSS”) researchers
will have access to the data. Any data, records, or other information shared through
this research agreement are protected from unauthorized disclosure and shall be used
solely for statistical purposes and not for program or administrative enforcement. When
the Census Bureau publicly releases information related to this research, it may not be
disclosed in individually-identifiable form and results will meet Census Bureau disclosure
avoidance guidelines. The Census Bureau will link the state data to census data, survey
data and administrative records data. The Census Bureau will use the linked data for




research and operations to improve data collection and record linkage methods for
surveys and decennial censuses. The Census Bureau will also utilize the state data to
provide new and improved estimates of population characteristics related to program

participation.

a. The state program agency agrees:

To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for readily available
information between the years 2004—2021, as described in Attachment A.

To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

.

.

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency a table package based on at least

two consecutive calendar years of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are




received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

4. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program primary agency POC:
Shane Leach
Bureau Chief
Division of Welfare
450 W. State Street, 2™ Floor
Boise, Idaho 83720 -
LeachS@dhw.idaho.gov

State program secondary agency POC:
Lori Wolff
Division Administrator
Division of Welfare
450 W. State Street, 2™ Floor
Boise, Idaho 83720
Wolffl. @dhw.idaho.gov

Census Bureau POC: Dr. Amy O’'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov
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The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes
effective. If, at the end of six (6) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.,

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,




produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

CONFIDENTIALITY

Idaho Administrative Procedure Act (IDAPA) 16.05.01. Use and Disclosure of
Department Records protect the confidentiality of the state data, as well as:

- Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

- Temporary Assistance to Needy Families, 42 U.S.C, § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Soclal Security Administration Disclosure, 20 CFR Part 401;

-~ Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program Is reviewed annually by the Department of Commerce Office of the Chief
Information Officer (“"CIO"”), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization. '

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (“US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.
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Acting Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

Lot Wolff (Date)
Administrator
Idaho Department of Health and Welfare, Division of Welfare




Attachment A: Data Elements
1. Data Requirements

Readily available monthly data from the administration of SNAP and TANF for the years
2004—2021 will include, when available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
Benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iii. Case unit/main contact phone number

lv. Relationship to primary recipient

TSumhMoean oo

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Education
X. Employment
xi. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)




Attachment B: Description of Approved Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
Imputing survey data related to program participation. The project will aiso use the state
data to investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey (*ACS”), the Current Popuiation Survey (*CPS”) and
the Survey of Income and Program Participation (*SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity couid affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau's Person Identification Validation System ("PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to




each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incompiete in the PVS, Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.>

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses Include item imputation and count imputation using information from a
composite of public and private data sources.




population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices,




1.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE ILLINOIS DEPARTMENT OF HUMAN SERVICES

Census Agreement No. [2064-FY18-NFE-0137]
Illinois No. [2018-015]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Illinois Department of Human Services (IDHS) for the
acquisition of Supplemental Nutrition Assistance Program (SNAP), Temporary Assistance
for Needy Families (TANF) and Women's, Infants, and Children (WIC) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the IDHS to share SNAP data and enter into this agreement is Section
17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Food and Nutrition
Act of 2008 limits the use of SNAP recipient information to those directly connected with
the administration or enforcement of the provisions of the Act, specifically Section
11(e)(8)(A) of the Act (7 U.5.C. 2020(e)(8)(A)). The Department of Agriculture Food
and Nutrition Service, through a Memorandum of Record signed on October 24, 2017, has
determined that the Census Bureau is directly connected with the administration of the
SNAP program because Census will provide to the state copies of its research tabulations
for the state to use in administering its SNAP program.

The authority for the IDHS to share TANF data and enter into this agreement is consistent
with Section 1137 of the Social Security Act and Section 205.50 of Title 45, Code of Federal
Regulations.

The authority for the IDHS to share WIC data and enter into this agreement is Section 17
of the Child Nutrition Act of 1966, 42 U.S5.C. § 1786 and implementing regulations at 7
CFR Part 246. WIC regulations at 7 CFR 246.26(d)(1)(ii) fimit the disclosure of WIC
reffipient information to those directly connected with the administration or enforcement
of the WIC program. The Department of Agricuiture Food and Nutrition Service, through
a Memorandum of Record signed on October 24, 2017, has determined that the Census
Bureau is directly connected with the administration of the WIC program because Census
will provide to the state copies of its research tabulations for the state to use in
administering its WIC program.

. TERMS AND COMDITIONS

Pursuant to this agreement, the IDHS hereinafter referred to as “the state program
agency” shall transfer records to the Census Bureau from the administration of WIC, SNAP



and TANF, hereinafter referred to as “the state data” and as described in Attachment A of
this agreement. All data that the state program agency agrees to provide the Census
Bureau remains confidential. To the extent provided by law, cenfidentiality of this data
will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent
provided by law, only Census Bureau staff and those Special Sworh Status ("SSS”)
researchers participating in the projects wiil have access to the data. Access shall be
timited to the minimum number of individuals necessary. Any data, records, or other
information shared through this research agreement are protected from unauthorized
disclosure and shall be used solely for statistical purposes and not for program or
administrative enforcement. When the Census Bureau publicly releases information
related to this research, it may not be disclosed in individually-identifiable form that
permits the identification of any individual respondents, businesses, organizations, or
institutions, and results will meet Census Bureau disclosure avoidance guidelines. The
Census Bureau will link the state data to census data, survey data and administrative
records data. To the extent provided by law, the Census Bureau will recognize the state
program agency as the owner of the original data in the form that it is delivered to the
Census Bureau, prior to its integration with confidential Census data. The Census Bureau
will use the linked data for research and operations to improve data collection and record
linkage methods for surveys and decennial censuses. The Census Bureau will alsc utilize
the state data to provide new and improved estimates of population characteristics related
to program participation.

A. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP for the vyears 2017—2023, as described in
Attachment A.

ii. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of TANF for the years 2004—2023, as described in
Attachment A,

fii. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM  or DVD-ROM, data from the
administration of WIC for the vears 2004—2023, as described in Attachment
A

iv. To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
agreement; including definitions of active participants, a record anout
record count, record length and data dictionary,

v. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

vi. To allow the Census Bureau staff and SSS researchers to use the state data
at the Processing Sites listed in Section 4 of this agreement for the projects
listed in Attachment B and for addilional projects as permitted by Section
3.b.i of this agreement.



B. The Census Bureau agrees:

4. CONTACTS

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual respenses to
the American Community Survey {ACS). Data tabulations shall include
estimated rates of program eligibility and access/participation for the state
overall and by wvarious demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6) months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to SNAP, TANF, and WIC and resulting from use under this
agreement of the state dala. If no comments are received from the state
program agency within fourteen (14} days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comiments are received
within three (3) business days from delivery of the reminder notice, the
state program agency will be deemed to have no comment regarding the
delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
agreement.

The parties mutually agree thai the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of ali
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network:

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers
Census Approved Cloud Services



The parties mutually agree that the.foilowing named individuals will be designated as points

of contact for the agreement on behalf of the state program agency and the Census Bureau,
respectively:

State program agency SNAP and TANF POC:
Paul Thelen
Senior Public Service Administrator
Bureau of Performance Management
100 S, Grand Ave East, Springfield, IL 62762
(217) 782-1128
Paul.thelen@illinois.gov

State program agency WIC POC:
Stephanie Bess
Senior Public Service Administrator
Bureau of Family Nutrition
823 East Monroe, Springfield, IL 62701
(217) 524-3353
Stephanie.bess@illinois.gov

Census Bureau POC: Michael Berning
Assistant Division Chief
Economic Reimbursables Survey Division
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301} 763-2028
michael.a.berning@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the chanae will notify the other party in writing of such change.

DURATEON OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes effective.

If, at the end of six (&) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties shall review this agreement at least once every three {3) yéars, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau's Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

A. This agreement may be amended at any time by written mutual consent of both
parties,

B. Either party may terminate this agreement upon thirty {30) days written notice to
the other party.



To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for 2 maximum of two
(2} years, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3. Terms and Conditions. Any revisions to the data retention
timetahle after the execution of this agreement will be stated in writing in an amendment
to this agreement. The original state data will be expunged from Census Bureau systems,
50 long as such expungement is not inconsistent with federal records retention iaw.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this agreement.

To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
te public-facing websites. This documentation, such as a record layout or data dictionary,
can include file descriptions, variable lists, variable labels and valid values for each
variable.

6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation is not reached within thirty
{30) days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.5.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.5.C, Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audiis, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.5.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this agreement.

7. CONFIDENTIALITY
A. IT Security
The confidentiality of the state data is protected by:

- Medicaid, 42 U.5.C. § 1396{a)(a)(7), 42 CFR Part 431.300-307;
— Temporary Assistance to Needy Families, 42 U.S5.C. § 602 (2)}{(1)(A){iv);



- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

~ 7 CFR Part 272.1{c);

~  WIC, 7 CFR 246.26(e)

— Social Security Act, 42 U.5.C. § 1396(a)(a){7);

— Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

~ U.S. Department of Labor Employment and Training Administration, 20 CFR
Part 603.

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this agreement. As a federal agency, the
Census Bureau is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state laws to the extent that they do not conflict
with the Census Bureau's requirerments under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only in accordance with the provisions of Title 13,
United States Code. The data provided under this Agreement are confidential
under 13, U.S.C. § 8. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are alsc protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
interagency agreement will be treated as if they have, at a minimum, protection
at the appropriate risk level in accordance with NIST FIPS 200 and Special
Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title IIT of the E-Government Act of 2002 (PL 107-347). All
systems are fully assessed against NIST Special Publication 800-53r4
“Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Special Publication 800-37r1 “Guide for Applying the
Risk Management Framework to Federal Information Systems: A Security Life
Cvcle Approach.” The Census Bureau IT Security Program is reviewed annually by
the Department of Commerce Office of the Chief Information Officer ("CIO"), as
well as the Department of Commmerce Office of Inspector General, as part of the
oversight respensibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Special Publication 800-60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
identifies, assesses and authorizes use based on the published FedRAMP results
and an assessment of any Census Bureau (customer provided) controis
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basis under
FISMA.



The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum 6-19 and M-07-16,
Known or suspected losses of protected data are to be reported within one (1} hour
to the United States Computer Emergency Readiness Team ("US CERT"). Once the
Census Bureau becomes aware of a known breach of the state data, the Census
Bureau will contact the identified state program agency contacts to discuss the
actions and potential remedies regarding the incident.

Disciosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau
to keep confidential the information collected from the public under the authority
of Title 13. Section 214 of Title 13, U.5.C., and Sections 3551, 3559 and 3571 of
Title 18, U.S.C., provide for the imposition of penalties of up to five years in prison
and/or up to $250,000.00 in fines for wrongfut disclosure of confidential census
information.

Disclosure avoidance is the process for protecting the confidentiality of data, as
required under Title 13 U.5,C. A disclosure of data occurs when someone can use
published statistical information to identify an individual who has provided
confidential information under a pledge of confidentiality. For data tabulations, the
Census Bureau uses disclosure avoidance procedures to modify or remove the
characteristics that put confidential information at risk for disclosure. Although a
published table may appear to show information about a specific individual, the
Census Bureau has taken steps to disguise or suppress the original data, while
making sure the results are still useful, The techniques used by the Census Bureau
to protect confidentiality in tabulations vary, depending on the type of data.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The disclosure
avoidance disclosure methods are defined by the Census Bureau which has the
responsibility of carrying out that work. Accordingly, upon completion of the
tabulation, the data produced must be reviewed by the Census Bureau to ensure
that no identifiable Title 13 data are or may be disclosed. Should the Census
Bureau’s Disclosure Review Board {DRB) determine that the requested statistical
product does or reasonably could result in such disclosure, then the data product
will be modified prior to approval for release to the party(ies) to this Agreement,
The DRB must approve before a research product can be released to an individual
who does not have 555 and a need to know, or moved to a compuler not approved
for controlied data according to Census’ existing policies and procedures.
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Nick Orsini

Assistant Director, Economic Programs
the U.S. Census Bureau

James T. Dimas

Secretary
Iilinois Department of Human Services



Attachment A: SNAP and TANF Data Elements
1. Data Requirements from SNAP and TANF:

Monthly data from the administration of SNAP for the years 2017-2023, and monthly data
from the administration of TANF for the years 2004—2023 will include, when available:

a. Case unit identifiers,

b. Active Participant definitions,

c. Comptlete monthly case unit address history (residence, mailing),

d. Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),

e. Income reporting requirement {simplified reporting, change reporting, etc.),

f. Gross income {monthly),

g. Net income {monthiy),

h. Eligibility and denial information,

i. Identifiers for individuals in case units, and

j.  The following information on individuals in a case unit:

i. Name

ii. Social Security Number
iti. Case unit/main contact phene number
iv. Relationship to primary recipient

v. Race
vi. Hispanic origin/Ethnicity
vil. Sex

viii. Date of birth
ix. Education
x. Employment

xi. Monthly income source {earnings, TANF, S5I, SSA, U, general assistance,
other)

2. Data Reguirements from WIC:

Menthly data from the administration of WIC for the years 2004—2023 will include, when
available:

a. Case Unit identifiers,

b. Active Participant definitions,

c. Complete monthly case unit address history (residence, mailing),

d. Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed},

e. Income reporting requirement (simplified reporting, change reporting, etc.),

f. Income (monthly),

g. Eligibility and denial information,

h. Identifiers for individuals in case units, and

i.

The foilowing information on individuals in a case unit:
i. Name
ii. Case unitymain contact phone number
Hi. Relationship to primary recipient
iv. Recipient or Caretaker phone number

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth



iX.

Xi.

Education

Employment

Monthly income source (earnings, TANF, SS1, SSA, Ul, general assistance,
other)



Attachment B: Description of Approvad Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (“CPS") and
the Survey of Income and Program Participation (“"SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway,

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permiks a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at home,
race or ethnic identification, or urbanicity could affect interpretations of Supplemental
Poverty Measure estimates. This research also benefits FNS and state agencies by
assessing the characteristics of persons with unmet needs. The project results in
aggregate inforration that state agencies can use to improve outreach efforts.

Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for woemen, infants,
and children participating in the WIC program. Additicnally, infants and children with a



high probability of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need, The project results can help state agencies improve outreach efforts. This
research heips the Census Bureau better understand their survey and census data.

Improve Census Bureau Record Linkage Methods

The Census Bureau's Person Identification Validation System ("PV5”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau infends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, Jocation, and demographic
characteristics data. Disagreement observed in conient across scurces will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels, These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010

1 Eligible pregnant and breastfeeding women cannot be identified in ACS data.

2 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

3 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict seif-response probabiiities, simulating nen-response foliow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Cutcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau's authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.



1.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE KENTUCKY DEPARTMENT FOR COMMUNITY BASED SERVICES

Agreement No. 94-2016-PAY-002

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Kentucky Department for Community Based Services
(DCBS) for the acquisition of Supplemental Nutrition Assistance Program (SNAP) and
Temporary Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Kentucky Department for Community Based Services to share
SNAP data and enter into this agreement is Section 17 of the Food and Nutrition Act of
2008 (Act), 7 U.S.C., § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP
recipient information to those directly connected with the administration or enforcement
of the provisions of the Act, specifically Section 11(e)(8)}{A) of the Act (7 U.5.C.
2020(e)(83(A)). The Department of Agriculture Food and Nutrition Service, through a
Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau is directly connected with the administration of the SNAP program because
Census will provide to the state copies of its tabulations of the data for the state to use
in administering its SNAP program.

The authority for the Kentucky Department for Community Based Services toc share
TANF data and enter into this agreement is the Public Health and Welfare Act, 42 U.S.C.
§ 613.

Additional authority for the Kentucky Department for Community Based Services to
enter into this agreement is KRS194A.060(2). The cabinet shall share pertinent
information from within the agency’s records on clients, current and former clients,
recipients, and patients as may be permitted by federal and state confidentiality statutes
and regulations governing release of data with other public, quasi-public, and private
agencies involved in providing services to current or former clients or patients subject to
confidentiality agreements as permitted by federal and state law if those agencies
demonstrate a direct, tangiblie, and legitimate interest in the records. In all instances,
the individual’s right to privacy is to be respected.



3. TERMS AND CONDITIONS

Pursuant to this agreement, the Kentucky Department for Community Based Services,
hereinafter referred to as “the state program agency” shall transfer records to the
Census Bureau from the administration of SNAP and TANF, hereinafter referred to as
“the state data” and as described in Attachment A of this agreement. All data that the
state program agency agrees to provide the Census Bureau remains confidential.
Maintaining confidentiality of these data is guaranteed under Title 13 U.S.C, Section 9,
and the Privacy Act of 1974. Only Census Bureau staff and Special Sworn Status
("SSS”) researchers will have access to the data. Any data, records, or other
information shared through this research agreement are protected from unauthorized
disclosure and shall be used solely for statistical purposes. When the Census Bureau
publicly releases information related to this research, it may not be disclosed in
individually-identifiable form and results will meet Census Bureau disclosure avoidance
guidelines. The Census Bureau will link the state data to census data, survey data and
administrative records data. The Census Bureau will use the linked data for research
and operations to improve data collection and record linkage methods for surveys and
decennial censuses. The Census Bureau will aiso utilize the state data to provide new
and improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2014
2020, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

jii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers may not have access to Social Security Numbers.

iv. To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.



b. The Census Bureau agrees:

iil.

4. CONTACTS

The parties mutually agree that the following named individual is to be designated as
custodian of the files on behalf of the Census Bureau and shall be personally responsible
for the observance of all conditions of use, and for the establishment and maintenance
of security arrangements to prevent unauthorized use, as specified in the agreement.
The Census Bureau agrees to notify the state program agency within fifteen (15) days of
any changes of custodianship.

Custodian:

To grant access to the state data only to Census Bureau staff and 5SS
researchers at the Processing Sites listed in Section 4 of this agreement
and only for the projects listed in Attachment B or those approved in
writing by both parties.

To provide the state program agency, within six (6) months of the time
the state data is processed and provided to Census Bureau research staff,
selected tabulations of the state SNAP and TANF data linked to the
American Community Survey. SNAP profile tabulations shall describe the
demographic and household characteristics of residents who are likely to
be eligible for SNAP, but who do not participate in the program.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

J. Trent Alexander

Data Custodian

U.S. Census Bureau

4600 Silver Hill Road, 2K133
Washington DC 20233

(301) 763-9810

Lirent alexander@census.gov

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers



The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:
Todd Trapp
Branch Manager
Division of Family Support
275 E. Main Street
Frankfort, KY 40621
(502) 564-3440
Todd.trapp@ky.aov

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.qagyv

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. FUNDING

The total amount to be paid by the Census Bureau to the state program agency via
Electronic Funds Transfer (EFT) is $22,776.00. Funding is provided to reimburse the
state program agency for resources needed to set up and complete the data extraction
as described in Attachment C. This Agreement is considered to be a firm commitment.

. ACCOUNTING DATA

State Agency Accounting Data:
Agency Location Code: L3
Appropriation No.:

CAN:

DUNS No.: 927-049-767

EIN: 61-0600439

Total Amount:

Control Number:



Census Bureau Accounting Data:
Agency Location Code: 13-04-0001
Project Code: 7008001

Division Code: 0094

Object Class Code: 25-30-07-00

TAS: 013-X-4512-000

Business Event Type Code (BETC): DISB
Funds Expiration: No Year

Funds Cancellation Date: No Year
Organization Code: 11-09-0094-00-00-00-00
DUNS No.: 929955383

EIN: 52-0204537

Total Amount: $22,776.00

Agreement No.: 0094-2016-PAY-002

. FINANCIAL POINTS OF CONTACT

State Agency Financial Contact: Kelli Hill
Assistant Director, Accounting
Office of Administrative & Technology Services
275 East Main Street, Mail Stop 4E-A
Frankfort, KY 40601
502-564-8890

Census Bureau Financial Contact: Darrell Blyden
Chief, Financial Services Center
Finance Division
U.S. Census Bureau
4600 Silver Hill Road
Washington, DC 20233
(301) 763-43980
Darrell.b. blvden@census.cov

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate five (5) years following the date on which it becomes
effective. If, at the end of five (5) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shail review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or



canceled. The review will be conducted by the Census Bureau's Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, uniess the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.

9. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.5.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

10.CONFIDENTIALITY
KRS194A.060(1) protects the confidentiality of the state data, as well as:
-~ Medicaid, 42 U.S.C. § 1396(a)(a)}(7), 42 CFR Part 431.300-307;

- Temporary Assistance to Needy Families, 42 U.5.C. § 602 (a)(1)(A)(iv);
~ Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);



~ 7 CFR Part 272.1(c);

- Social Security Act, 42 U.5.C. § 1396(a)(a)(7);

-~ Social Security Administration Disclosure, 20 CFR Part 401;

~  Child Support, 42 U.S.C. § 654(26);

-~ Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

-~ U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team ("US CERT"). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.



11.APPROVALS

Ron Jarmin {Date)
Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau
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Adria Johnson

Commissioner
Kentucky Cabinet for Health and Family Services




Attachment A: Data Elements
i. Data Requirements

Data from the administration of SNAP and TANF for the years 2014—2020 will include,
when available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income {(monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

jii. Relationship to primary recipient

TTQ MO Q0o

iv. Race
v. Hispanic origin/Ethnicity
vi. Sex

vii. Date of birth
viii. Education
ix. Employment
X. Monthly income source {(earnings, TANF, SSI, SSA, UI, general assistance,
other)
xi. History of membership in case unit



Attachment B: Description of Approved Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey ("CPS”) and
the Survey of Income and Program Participation ("SIPP”}. In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“"PVS”) uses administrative
records from a variety of sources to assign, where possible, uniqgue person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some popuiations may be incomplete in the PVS. Incompiete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



Attachment C: Statement of Work Funding SNAP and TANF Data Extraction
Statement of Work
for the
U.S. Census Bureau Funding of the Data Extraction by the
Kentucky Department for Community Based Services (DCBS) for
Supplemental Nutrition Assistance Program (SNAP) and Temporary

Assistance for Needy Families (TANF) Administrative Data

Under the referenced MOU 94-2016-PAY-002 through which the Census Bureau is acquiring SNAP and
TANF Administrative Data from the Kentucky DCBS, Census Bureau funding reimburses DCBS efforts to
extract SNAP and TANF monthly data for the years 2014-2020, by providing funds to complete the
following tasks:
Task 1 — Analysis, Design, and Initial File Delivery
Through this task, the DCBS has agreed to provide SNAP and TANF recipient data
to the US Census Bureau. While there is no charge for the data, a considerable
amount of design, programming, and testing work is needed to extract the data
elements needed by the Census Bureau and create a series of “flat files” for
transmission to them. We will extract SNAP and TANF case and client monthly
details for CY2014 through CY2015 create a series of files, review the files for
accuracy, and provide them to the Census Bureau. This task is expected to be
completed by February 2016 with delivery of all CY2014 through CY2015 files.
Task 2 - Delivery of 2016 Data
Through this task, the 2016 data can be provided after CY2016 is complete. This is
expected to be completed by February 2017.
Task 3 - Delivery of 2017 Data
Through this task, the 2017 data can be provided after CY2017 is complete. This is
expected to be completed by February 2018.
Task 4 — Delivery of 2018 Data
Through this task, the 2018 data can be provided after CY2017 is complete. This is

expected to be completed by February 2019.



Task 5 ~ Delivery of 2019 Data

Through this task, the 2019 data can be provided after CY2019 is complete. This is
expected to be completed by February 2020.
Task 6 ~ Delivery of 2020 Data

Through this task, the 2020 data can be provided after CY2020 is complete. This is

expected to be completed by February 2021.
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3.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM
The Repartment of Health and Human Services, Maine CDC WIC Nufrition Program
Census Agreement # 2064-FY19-NFE-0199

PARTIES AND PURPOSE

This Memorandum of Understanding (MOU) establishes an agreement between the U.S.
Census Bureau (Census Bureau} and the Department of Health and Human Services,
Maine CDC WIC Nutrition Program {State Program Agency) for the acquisition of
Women, Infants, and Chiidren (WIC} Administrative Data,

AUTHORITY

The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Cade.

The authority for the Maine CDC WIC Nutrition Program to share WIC data and enter
Into this Agreement is Section 17 of the Child Nutrition Act of 1966, 42 U.5.C. § 1786
and implementing regulations at 7 CFR Part 246. WIC regulations at 7 CFR
248.26{d)(1){ii) limit the disclosure of WIC recipient information to those directly
connected with the administration ov enforcement of the WIC program. The Department
of Agriculture Food and Nutrition Service, through a3 Memorandum of Record signed on
October 24, 2017, has determined that the Census Bureau is directly connected with the
administration of the WIC program because Census will provide to the state copies of Its
resgarch tabulations for the state to use in administering its WIC program.

TERMS AND CONDITIONS
Pursuant to this Agreement, the Maine CDC WIC Nutrition Program, will transfer records
to the Census Buréau from the administration of WIC, hereinafter referred to as “the
state data” and as described in Attachment A of this Agreement. All data that the state
program agency agrees to provide the Census Bureau remalns confidential, To the
extent provided by faw, confidentiality of this data will be maintained under Title 13
4.5.C, Section 9, and the Privacy Act. To the extent provided by law, only Census
Bureau staff and those Special Sworn Status (SSS) researchers participating in the
projects will have access to the data. Access shall be limited to the minimum number
of individuals necessary. Any data, records, or other information shared through this
research agreement are protected from unauthorized disclosure and shall be used
solely for statistical purposes and not for program or administrative enforcement.
When the Census Bureau publicly releases information related to this research, it will
not be disclosed In individually-identifiable form that permits the identification of any
individual respondents, businesses, organizations, or institutions, and resuits will meet
Census Bureau disclosure avoidance guldelines. The Census Bureau will fink the state
data to census data, survey data and administrative records data. To the extent
provided by law, the Census Bureau wili recognize the state program agency as the
owner of the original data in the form that it is delivered to the Census Bureau, prior to
its Integration with confidential Census data. The Census Bureau will use the linked
data for research and operations to improve data collection and record linkage methods
for surveys and decennial censuses. The Census Bureau will also utilize the state data
to provide new and improved estimates of popuiation characteristics related to program
participation,
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a. The state program agency agrees:

l.

iil

To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of WIC for the years 20122022, as described in
Attachment A.

To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
In this Agreement; including actlve participant definitions, a record layout,
record count, and record length.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identiflers will not contain any state data or direct
identifiers.

To allow the Census Bureau staff and Special Sworn Status researchers to
use the state data at the Procassing Sites listed in Sectlon 4 of this
Agreement for the projects listed in Attachment B and for additional
projects as permitted by Section 3.b.i of this Agreement.

b. The Census Bureau agrees;

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment
B or those approved in writing by both partles.

To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purpsses, Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shall include
estimated rates of program eligibility and access/participation for the state
overali and by various demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program- participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be deltvered either within six months from the date
that the state administrative records are processed and provided to
Census Bureau research staff, or from the date that relevant years of the
ACS become avallable, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or octher document containing informatlion derived from the
state data pertalning to WIC and resulting from use under this Agreement
of the state data. If no comments are recelved from the state program
agency within fourteen days from delivery of pre-publication documents to
the state program agency, the Census Bureau shall send a reminder
natice to the state program agency. 1If no comments are received within
three business days from dellvery of the reminder notice, the state
program agency will be deemed to have no comment regarding the
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4.

5.

delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
Agreement.

CONTACTS
The parties mutually agree that the Census Bureau will appoint a designated "Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this Agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following [ocations are designated for data processing, analysis, and storage
within the Census Network:
Sites: Bowle Computer Center or Other Approved Census Computer
Centers
Suitland Federal Center
Federal Statistical Research Data Centers
Census Approved Cloud Services
The parties mutually agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the
Census Bureau, respectively:
State program agency POC:
Ginger Roberts-Scott
Director Maine CDC WIC Nutrition Program
286 Water Street
Augusta, Maine 04333-0011
207-287-5342

Ginger.reberts-scott@maine qov

Census Bureau POC; Michael Berning
Assistant Division Chief
Data Acquisition and Curation
Economic Reimbursable Surveys Division
U.S. Census Bureau
4600 Siver Hill Rd
Washington, DC 20233
(301) 763-2028
ichael.a.bernin ensus.gov

The parties agree that if there Is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it is signed by both parties. The
Agreement will terminate six years following the date on which it becomes effective. If,
at the end of six years, the parties wish to continue the relationship, they must execute
a new agreement.

The parties will review this Agreement at least once every three years, or
whenever a Federal statute is enacted that materlally affects the substance of the
Agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau's Assistant Director for
Economic Programs and the state program agency.

Notwithstanding all other provisions of this Agreement, the Parties agree that:
a. This Agreement may be amended at any time by written mutual consent of both

parties.
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b. Either party may terminate this Agreement upon thirty days’ written notice to the
other party.

To the extent permitted by federal faw, the arlginal state data recelved from the state
program agency will be retained by the Census Bureau after receipt for a maximum of
two years, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditlons. Any revisions to the data retention
timetable after the execution of this Agreemient will be stated in writing in an
amendment to this Agreement. The orfginal state data will be expunged from Census
Bureau systems, so long as such expungement is not inconsistent with federal records
retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this Agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B wilt not be discontinued due to expiration or termination of this
Agreement,

To promote organlzational transparency, and in support of data discovery for current
and future research projects, the U.S. Census Bureau posts non-sensitive data
documentation to public-facing websites. Thils documentation, such as a record layout
or data dictionary, can include file descriptions, variable lists, variable iabels and valid
values for each variable,

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the Interpretation of the provisions of this Agreement, or
amendments and/or revislons thereto, that cannot be resclved at the operating leveal,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
Agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorlzed representatives, must be sworn in under
13 U.5.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this Agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, Iinspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal
law, clalms which may arise for damages of any nature arising out of a Census Bureau
act under this Agreement. Such adjudication will be pursued under the Federal Tort
Claims Act, 28 1.5.C. Section 2671 et seq., the Federal Employees Compensation Act, 5
U.S.C. Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

CONFIDENTIALITY
A. IT Security
State Statute 22 M.R.S. § 3762(3)(A) protects the confidentlality of the state
data, as well as WIC regulations at 7 CFR 246.26(e). The Census Bureau will
comply with all federal laws applicable to the privacy or security of data received
pursuant to this Agreement. As a federal agency, the Census Bureau is not
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subject to state laws, however the Census Bureau will comply with the
requirements of applicable state laws to the extent that they do not confllct with
the Census Bureau's requirements under federal law,

The Census Bureau assumes an obligation to keep all data recelved from other
federal and state agencies and commercial entitles in confidence, and to use the
data for statistica! purposes only in accordance with the provisions of Title 13,
United States Code, The data provided under this Agreement are confidential
under 13, U.S5.C. § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data, Upon receipt, all data acquired as a result of this
Agreement will be treated as if they have, at a minimum, protection at the
appropriate risk level In accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347), All
systems are fully assessed against NIST Speclal Publication 800-53r4
“Recommended Security Controfs for Federal Inforration Systems and
Organizations,” as well as Speclal Publication 800-37r1 “Guide for Applying the
Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by
the Department of Commerce Office of the CIQ (Chief Information Officer), as
wel as the Department of Commerce Office of Inspector General, as part of the
oversight responsibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Spectlal Publication 800-60rt “Guide for Mapping
Types of Information and Information Systems to Security Categories; (2
Volumes) - Volume 1: Guide Volume 2: Appendices.” Security controls and
subseguent assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level Information
through the GSA FedRAMP process prior to acquiring any services. Census
Bureau identifies, assesses and authorizes use based on the published FedRAMP
results and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basls under
FISMA.

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data In accordance with OMB Memorandum M-17-12, Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC
CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
breach of the State Data, the Census Bureau will contact the state program
agency contacts to discuss the actions and potential remedies regarding the
incident.

Disclosure Avoidance Review of Statistical Products
Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information collected from the public under
the authority of Title 13. Section 214 of THie 13, U.5.C,, and Sections 355],
3559 and 3571 of Title 18, U.S.C., provide for the imposition of penaities of
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up to five years in prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for pratecting the confidentiality of data,
as required under Title 13 U.5.C. A disclosure of data occurs when someone
can use published statistical information to identify an individual who has
provided confidential information under a pledge of confidentiality. For data
tabulations, the Census Bureau uses disclosure avoidance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure. Although a published table may appear to show information
about a specific individual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise infusion is the Census Bureau's preferred disclostire avoidance
technigue, By policy, noise infusion is applied to all data products that are
reported with gecgraphies smaller than a state. Noise infusion may be
required for microdata releases, depending on the characteristics of the
micradata and the specific variables that are to be released. Data that cannot
be publicly released may still be analyzed within the Federal Statistical
Research Data Centers (FSRDCs) by individuals who have Special Sworn
Status; the resuits of such analyses must stilf go through a disclosure
avoidance process prior to being publicly reieased.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau
which has the responsibility of carrylng out that work. Accordingly, upon
completion of the tabulation, the data produced must be reviewed by the
Census Bureau to ensure that no identifiable Title 13 data are or may be
disclosed. Should the Census Bureau’s Disclosure Review Board (DRB)
determine that the requested statisticat product does or reasonably could
result in such disclosure, then the data product will be modified prior to
approval for release to the party(ies) to this Agreement. The DRB must
approve before a research product can be released to an individual who does
not have 5SS and a need to know, or moved to a computer not approved for
controiled data accarding to Census’ existing policies and procedures,
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Kevin Deardorff
Chief, Economic Reimbursable Surveys Division
U.S. Census Bureau

(Date)

10/ 9//&

Bethany Hamm
Acting Commissioner
Department of Health and Human Services

(Date)
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Attachment A: Data Elements
1. Data Requirements
Monthiy data from the administration of WIC for the years 2012—2022 wifl include, when

avaliable:

ap oo

TIe e

i
ii.
lif.
fv.
V.
vi.
vii,
viii.
ix.
X,
Xi.

xii.
il

Case unit identifiers,

Active Participant definitions,
Complete monthly case unit address history {residence, mailing),

Monthiy Benefits data {(any of the available: benefits raceived date, benefits
amount issued/received, and benefit amount redeemed),

Income reparting requirement {simplified reporting, change reporting, etc.),
Income (rmonthiy),

Eligibility and denial Information,

Identifiers for individuats in case unhis, and

The following information on Individuals in a case unit:

Name

Case unit/maln contact phane number
Relationship to primary recipient
Recipient or Caretaker phone number
Race .

Hispanic orlgin/Ethnicity

Sex

Date of birth

Gross income {monthly)

Net Income (monthly)

Monthly income source (earnings, TANF, SS1, SSA, Ul, general assistance,

other)
Education
Employment
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Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal

2-

4.

Administrative Records

The U.S. Census Bureau adminlsters multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project wiil evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and Improving the measurement of state programs
In the American Community Survey (ACS), the Current Population Survey (CPS) and the
Survey of Income and Program Participation (SIPP}. In the case of SIPP, this evaluation
will also inform the redesign of the SIPP survey instrument that Is currently underway.
This project will Include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS}, and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affalrs,

Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, Infants,
and chiidren participating in the WIC program. Additionally, infants and children with a
high probability of belng eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible Infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need. The project results can help state agencies improve outreach efforts. This
research helps the Census Bureau better understand their survey and census data.

Improve Census Bureau Record Linkage Methods

The Census Bureau's Person Identification Validation System (PVS) uses administrative
records fram a variety of sources to assign, where possible, unique person identifiers to
each record In Its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important impiications for the Census Bureau’s ability to evaiuate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage compieteness in PVS while improving
upan coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census
The Census Bureau intends to test and use data from many sources, including public and

private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to

1 Eligible pregnant and breastfeeding women cannot be identifled in ACS data.
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pursue the following four research Initlatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);2

B. designing and assigning resources to carry out the 2020 Census;?

C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feastbliity of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography Including the housing unit, block, tract, and state levels. These tabulations
witl be compared to the 2010 Census and Intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operationat site tests with the end goal of
eventually incorporating the data Into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Qutcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce Inquiries on the publle, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencles successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytlc access for policy analysis, program evaluation, and research. CBLI relles on the
Census Bureau's authority {o access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.

2 Examples of posstble Census Bureau uses Inciude updating and evatuating the Master Address Flla,

3 Examples of possible data uses include simulating a targeted address canvassing, meodeling to determine data
collection modes, modeling to predict self-response probabiilties, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operatlons planning,

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
compaosite of public and private data sources.
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FIA/USCEN 15-001

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE STATE OF MARYLAND FAMILY INVESTMENT ADMINISTRATION,
DEPARTMENT OF HUMAN RESOURCES

Agreement No. 0094-2015-NFE-05

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (“Census Bureau”) and the State of Maryland Family Investment Administration
("FIA"), Department of Human Resources ("DHR”) for the acquisition of Supplemental
Nutrition Assistance Program (“SNAP") and Temporary Assistance for Needy Families
("TANF") data contained in the Client Automated Resource and Eligibility System
("CARES") and the Maryland WORKS system.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the state agency to share SNAP data and enter into this agreement is
Section 17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Food and
Nutrition Act of 2008 limits the use of SNAP recipient information to those directly
connected with the administration or enforcement of the provisions of the Act,
specifically Section 11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)). The Department
of Agriculture Food and Nutrition Service, through a Memorandum of Record signed on
August 18, 2014, has determined that the Census Bureau is directly connected with the
administration of the SNAP program because Census will provide to the state copies of
its tabulations of the data for the state to use in administering its SNAP program.

Additional authority for the state program agency to enter into this agreement is Md.
Code Ann., Human Services § 1-201, General Provisions Article, Section 4-202, et seq.,
and COMAR 07.01.07.04 and COMAR.

. TERMS AND CONDITIONS

Pursuant to this agreement, the State of Maryland FIA DHR, hereinafter referred to as
“the state program agency” shall transfer records to the Census Bureau from the CARES
and Maryland WORKS system, hereinafter referred to as “the state data” and as
described in Attachment A of this agreement. All data that the state program agency
agrees to provide the Census Bureau remains confidential. Maintaining confidentiality of



these data is guaranteed under Title 13 U.S.C, Section 9, and the Privacy Act of 1974.
Only Census Bureau staff and Special Sworn Status (“"SSS”) researchers will have access
to the data. Any data, records, or other information shared through this research
agreement are protected from unauthorized disclosure and shall be used solely for
statistical purposes. When the Census Bureau publicly releases information related to
this research, it may not be disclosed in individually-identifiable form and results will
meet Census Bureau disclosure avoidance guidelines. The Census Bureau shall link the
state data to census data, survey data and administrative records data. The Census
Bureau shall use the linked data for research and operations to improve data collection
and record linkage methods for surveys and decennial censuses. The Census Bureau
shall also utilize the state data to provide new and improved estimates of population
characteristics related to program participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol ("FTP” )
or appropriately encrypted CD-ROM or DVD-ROM, data from the CARES
for the years 2004—2016 and from the Maryland WORKS system for the
years 2004—2016, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary. '

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers may not have access to Social Security Numbers.

iv. To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To grant access to the state data only to Census Bureau staff and SSS
researchers at the Processing Sites listed in Section 4 of this agreement
and only for the projects listed in Attachment B or those approved in
writing by both parties.

ii. To provide the state program agency, within six (6) months of the receipt
of acceptable data quality and acceptable file layouts, selected tabulations
of the state data linked to the American Community Survey. These



tabulations shall describe the demographic and household characteristics
of residents who are likely to be eligible for SNAP, but who do not
participate in the program.

ii. To the extent permitted by law to allow the state program agency the
opportunity to review and provide comments, clearance, or rejection of
pre-publication copies of any report or other document containing
information derived from the state data and resulting from use under this
agreement of the state data. If no response is received from the state
program agency within thirty (30) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no response is received
within three (3) business days from delivery of the reminder notice, the
state program agency shall be deemed to have approved the delivered
documents for publication and/or distribution to persons outside of the
Census Bureau staff authorized to use the state data under this
agreement.

4. CONTACTS

The parties mutually agree that the following named individual is to be designated as
custodian of the files on behalf of the Census Bureau and shall be personally responsible
for the observance of all conditions of use, and for the establishment and maintenance
of security arrangements to prevent unauthorized use, as specified in the agreement.
The Census Bureau agrees to notify the state program agency within fifteen (15) days of
any changes of custodianship.

Custodian: J. Trent Alexander
Data Custodian
U.S. Census Bureau
4600 Silver Hill Road, 2K133
Washington DC 20233
(301) 763-9810
j.trent.alexander@census.gov

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:



State agency POC: Fern Hill
Assistant Director
Bureau of Systems Development and Management
Office of Programs
Family Investment Administration
Department of Human Resources
311 West Saratoga Street
Baltimore, MD 21201
(410) 767-7064
fern.hill@maryland.gov

Census Bureau POC: Amy O'Hara
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate five (5) years following the date on which it becomes
effective. If, at the end of five (5) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The parties to this agreement envision that upon expiration or termination of this
agreement, that the parties shall execute a new agreement permitting the Census
Bureau continued use of the original state data. For this reason, the original state data
shall be retained by the Census Bureau after expiration or termination of this
agreement, unless the state program agency notifies the Census Bureau in writing that
the original state data are not to be retained by the Census Bureau past the expiration
or termination of this agreement. If, upon expiration or termination of this agreement,
the state program agency notifies the Census Bureau Point of Contact in writing that the



original state data covered by this agreement are not to be retained by the Census
Bureau, the data shall be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law

If, upon expiration or termination of this agreement, the Census Bureau retains the
original state data, Census Bureau researchers shall cease and desist all use of the state
data until such time that a new agreement is executed which permits the use of the
state data by Census Bureau researchers. The dissemination and use of publicly-
released reports, articles, and other products derived in whole or in part from the state
data will not be discontinued due to the expiration or termination of this agreement.
Furthermore, the use of state records with linkage identifiers and state data linked to
other data as part of the projects described in Attachment B will not be discontinued due
to expiration or termination of this agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

CONFIDENTIALITY

Md. Code Ann., Human Services § 1-201 protects the confidentiality of the state data.
The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r3 “Recommended Security
Controls for Federal Information Systems and Crganizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60 “Guide for Mapping Types of Information
and Information Systems to Security Categories: (2 VVolumes) - Volume 1: Guide Volume
2: Appendices.” Security controls and subsequent assessments are to be completed
based on the final categorization. '



The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (“US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.

. APPROVALS

ﬁ,/,/ il

Ron Jarmin {Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bursau
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Rosemary Ma!on (Date)

Executive Director
Family Investment Administration of the Department of Human Resources
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f
Vince Kilduff (Date)
Deputy Executive Director
Family Investment Administration of the Department of Human Resources



Attachment A: Data Elements

1. Data Requirements

Data from the CARES for each program for the years 2004-2016, and from the Maryland
WORKS system for each program for the years 2004—2016 will include, when available:

TSwu Tt Qo0 oTo

Xiv.

Case unit identifiers,
Complete case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:
i
ii.
iii.
iv.
¥
vi.
vii.
viii.
iX.
X.
Xi.
Xii.
Xiii.

Name

Social Security Number

Contact phone number

Contact phone number type (residence/home, message, business, cell)
Email address

Relationship to primary recipient

Race

Hispanic origin/Ethnicity

Sex

Date of birth

Education

Employment

Monthly income source (earnings, TANF, SSI, SSA, Ul, general assistance,
other)

History of membership in case unit



Attachment B: Description of Approved Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS”), the Current Population Survey (“CPS”) and
the Survey of Income and Program Participation (“SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the program.
This research is important for the Census Bureau as it permits a greater understanding
of whether SNAP take-up is uniformly distributed across demographic and geographic
groups. Disparities among persons with different languages spoken at home, race or
ethnic identification, or urbanicity could affect interpretations of Supplemental Poverty
Measure estimates. This research also benefits FNS and state agencies by assessing the
characteristics of persons with unmet needs. The project results in aggregate
information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau'’s Person Identification Validation System (“PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research and Planning for the 2020 Census

The Census Bureau intends to test and potentially use data from many sources,
including public and private sources, to design and conduct the 2020 Census. The
Census Bureau intends to use state program information, along with data from federal,
state, and private sources to pursue the following four research initiatives, leading to
improvements in quality and efficiency of 2020 Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.’

Data quality will be explored using 2010 decennial census data to assess the quality and
utility of household roster, location, and demographic characteristics data.
Disagreement observed in content across sources will be analyzed to develop
approaches such as modeling or business rules to resolve conflicting information.
Administrative records will be assessed to tabulate data at various levels of geography
including the housing unit, block, tract, and state levels. These tabulations will be
compared to the 2010 Census to assess accuracy based on the level of aggregation.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



1.

2.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE COALITION FOR THE HOMELESS OF HOUSTON/HARRIS COUNTY

Agreement No. 0094-FY16-NFE-0038

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Coalition for the Homeless of Houston/Harris County
for the acquisition of Homeless Management Information System (HMIS) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement Is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Houston/Harris County Coalition for the Homeless to share HMIS
data and enter into this agreement Is through the Homeless Management Information
System Policies and Procedures of the Houston/Harris County Continuum of Care, which
states that the Houston/Harris /County Coalition for the Homeless may disclose data “to
conduct a study or research project approved by the CoC”.

TERMS AND CONDITIONS

Pursuant to this agreement, the Coalition for the Homeless of Houston/Harris County,
herelnafter referred to as “the program agency” shall transfer records to the Census
Bureau from the administration of HMIS, hereinafter referred to as “the program data”
and as described in Attachment A of this agreement. All data that the program agency
agrees to provide the Census Bureau remains confidential. To the extent provided by
law, confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and
the Privacy Act. To the extent provided by law, only Census Bureau staff and Special
Sworn Status ("SSS”) researchers will have access to the data. Any data, records, or
other Information shared through this research agreement are protected from
unauthorized disclosure and shall be used solely for statistical purposes. When the
Census Bureau publicly releases information related to this research, it may not be
disclosed in individually-identifiable form and results will meet Census Bureau disclosure
avoldance guidelines. The Census Bureau will link the program data to census data,
survey data and administrative records data. The Census Bureau wlill use the linked
data for research and operations to improve data collection and record linkage methods
for surveys and decennial censuses. The Census Bureau will aiso utilize the program
data to provide new and improved estimates of population characteristics related to
program participation.



a. The program agency agrees:

fii.

iv.

To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the HMIS for the
years 2004—2021, as described in Attachment A,

. To provide adequate documentation and support of transferred files for

the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the
program data. Record linkage identifiers may not contaln any program
data or direct Identifiers.

Research projects exploring whether the administrative records represent
the same Individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers may not have access to Social Security Numbers.

To allow the Census Bureau staff and SSS researchers to use the program
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the program data only to

4. CONTACTS

Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

The parties mutually agree that the Census Bureau will appoint a designated "Custodian®
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalif of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers



The parties mutually agree that the following named Individuals will be designated as
points of contact for the agreement on behalf of the program agency and the Census
Bureau, respectively:

Program agency POC:
Erol Fetahagic
HMIS System Administrator and Analyst
Coalition for the Homeless of Houston/Harris County
600 Jefferson, suite 2050
Houston, TX 77002
832-531-6013
efetahagic@homelesshouston.org

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757

amy.b.ohara@census.gov

The parties agree that If there Is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement s effective on the date on which it is signed by both parties. The
agreement shall terminate five (5) years following the date on which it becomes
effective. If, at the end of five (5) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties,

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original program data received from the program agency will be retained by the
Census Bureau after recelpt for a maximum of two (2) years, unless the program agency
establishes a different timetable as clarified, when necessary, in Section 3. Terms and



Conditions. Any revisions to the data retention timetable after the execution of this
agreement will be stated in writing in an amendment to this agreement. The original
data will be expunged from Census Bureau systems, so long as such expungement Is not
inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the data will not be discontinued due to the expiration
or termination of this agreement. Furthermore, the use of program records with linkage
identifiers and data linked to other data as part of the projects described in Attachment
B wiil not be discontinued due to expiration or termination of this agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, In
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

CONFIDENTIALITY

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.5.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication B00-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("C10"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.



All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team ("US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the Incident.

APPROVALS
» i
l v;‘/ 5/35/m
¥
Ron Jarmin {Date)
Assistant Director

Research and Methodology Directorate of the U.S. Census Bureau

e 0.2\ .20\

Marilyn Brown (Date)

President/CEO
Coalition for the Homeless of Houston/Harris County



Attachment A: Data Elements
1. Data Requirements

Data from the administration of HMIS for the years 2004—2021 will include, when
available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial Information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:
i. Name

il. Social Security Number

lil. Case unit/main contact phone number

Iv. Relationship to primary recipient

~Fempanco

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

vili. Date of birth
ix. Educatlon
X. Employment
xi. History of membership in case unit (l.e. all shelter entry and exit dates).



Attachment B: Description of Approved Research Projects

i,

3.

Evaluation and Improvement of Demographic Surveys Using Program and
Federal Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the program data to
Investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of programs in the
American Community Survey (“ACS"), the Current Population Survey (“"CPS") and the
Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently

underway.

This project will Include additional studies that use administrative records from state and
federal programs (including the program data) and/or Census Bureau survey data, and
that can inform the Census Bureau about the quality of its data products and the
feasibllity of using administrative records to improve Census Bureau data products.
These additional studies could include linkages to surveys conducted by the National
Center for Health Statistics (NCHS), and linkages to datasets created from joint
statistical projects between the Census Bureau and NCHS, the USDA Economic Research
Service, the Bureau of Justice Statistics, the Department of Health and Human Services
and the Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research Is important for the Census Bureau as It permits a greater
understanding of whether SNAP take-up Is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau's Person Identification Validation System (“PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record In its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

4. Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
program information, along with data from federal, state, and private sources to pursue
the following four research initiatives leading to the integration of these data to augment
or replace Census operations:

A. validating and enhancing the Master Address File (MAF);*

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibllity of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennia! census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing inciudes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses Include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabitities, simulating non-response folow-up designs,
directed advertlsing campaigns, and speclai enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using Information from &
composite of public and private data sources.



SPECIAL AGREEMENT
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM
THE INDIANA STATE DEPARTMENT OF HEALTH

Agreement # [2064-FY19-NFE-0216]

1. PARTIES AND PURPOSE
This Agreement establishes a relationship between the U.S. Census Bureau (Census
Bureau) and the Indiana State Department of Health for the acquisition of Women,
Infants, and Children (WIC) Administrative Data from the Indiana WIC program.

2. AUTHORITY
The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Indiana State Department of Health to share WIC data and enter
into this Agreement is Section 17 of the Child Nutrition Act of 1966, 42 U.S.C. § 1786
and implementing regulations at 7 CFR Part 246. WIC regulations at 7 CFR
246.26(d)(1)(ii) limit the disclosure of WIC recipient information to those directly
connected with the administration or enforcement of the WIC program. The Department
of Agriculture Food and Nutrition Service, through a Memorandum of Record signed on
October 24, 2017, has determined that the Census Bureau is directly connected with the
administration of the WIC program because Census will provide to the state copies of
its research tabulations for the state to use inadministering its WIC program.

3. TERMS AND CONDITIONS

Pursuant to this Agreement, the Indiana State Department of Health hereinafter
referred to as “the state program agency”, will transfer records to the Census Bureau
from the administration of WIC, hereinafter referred to as “the state data” and as
described in Attachment A of this Agreement. All data that the state program agency
agrees to provide the Census Bureau remains confidential. To the extent provided by
law, confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and
the Privacy Act. To the extent provided by law, only Census Bureau staff and those
Special Sworn Status (SSS) researchers participating in the projects will have access
to the data. Access shall be limited to the minimum number of individuals necessary.
Any data, records, or other information shared through this research Agreement are
protected from unauthorized disclosure and shall be used solely for statistical purposes
and not for program or administrative enforcement. When the Census Bureau publicly
releases information related to this research, it will not be disclosed in individually-
identifiable form that permits the identification of any individual respondents,
businesses, organizations, or institutions, 1and results will meet



Census Bureau disclosure avoidance guidelines. The Census Bureau will link the state
data to census data, survey data and administrative records data. To the extent provided
by law, the Census Bureau will recognize the state program agency as the owner of the
original data in the form that it is delivered to the Census Bureau, prior to its integration
with confidential Census data. The Census Bureau will use the linked data for research
~ and operations to improve data collection and record linkage methods for surveys and
decennial censuses. The Census Bureau will also utilize the state data to provide new and
improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

i

iii
1.

iv.

To transfer an encrypted, password-protected zip file to the Census Bureau

via secure FTP (File Transfer Protocol) using the Census Bureau’s SFTP site,

data from the administration of WIC for January 2017— September 2020,
as described in Attachment A.

To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
Agreement; incliding active participant definitions, a record layout, record
count, and record length.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers will not contain any. state data or direct
identifiers.

To allow the Census Bureau staff and Special Sworn Status (SSS)
researchers to use the state data at the Processing Sites listed in Section 4
of this Agreement for the projects listed in Attachment B and for additional
projects as permitted by Section 3.b.i of this Agreement.

b. The Census Bureau agrees:

.
§.

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shall include
estimated rates of program eligibility and access/participation for the state
overall and by various demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6) months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.



iii

4. CONTACTS

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to WIC and resulting from use under this Agreement of the
state data. If no comments are received from the state program agency
within fourteen (14) days from delivery of pre-publication documents to the
state program agency, the Census Bureau shall send a reminder notice to
the state program agency. If no comments are received within three (3)
business days from delivery of the reminder notice, the state program
agency will be deemed to have no comment regarding the delivered
documents for publication and/or distribution to persons outside of the
Census Bureau staff authorized to use the state data under this Agreement.

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this Agreement on behalf of the Census Bureau; including observance of all

~ conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network: ‘

Sites:

Bowie Computer Center or Other Approved Census Computer Centers
Suitland Federal Center

Federal Statistical Research Data Centers

Census Approved Cloud Services

The parties mutuaily agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the Census
Bureau, respectively:

Indiana WIC POC:

Laura Chavez

WIC Director

Indiana State Department of Health
2 N Meridian St

Indianapolis, IN 46204

(317) 234-6158
LChavez2@isdh.IN.gov

Census Bureau POC: Michael Berning

Assistant Division Chief

Data Acquisition and Curation

Economic Reimbursable Surveys Division
U.S. Census Bureau

4600 Silver Hill Rd

Washington, DC 20233

(301) 763-2028

michael.a.berning@census.gov



6.

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it is signed by both parties. The
Agreement will terminate two (2) years following the date on which it becomes effective.
If, at the end of two (2) years, the parties wish to continue the relationship, they must
execute a new agreement.

Notwithstanding all other provisions of this Agreement, the Parties agree that:

a. This Agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this Agreement upon thirty (30) days written notice to
the other party.

To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for a maximum of two
(2) years, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditions. Any revisions to the data retention
timetable after the execution of this Agreement will be stated in writing in an amendment
to this Agreement. The original state data will be expunged from Census Bureau systems,
so long as such expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this Agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this Agreement.,

To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
to public-facing websites. This documentation, such as a record layout or data dictionary,
can include file descriptions, variable lists, variable labels and valid values for each
variable.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this Agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this

Agreement may be conducted at any time. The Inspector General of the Department of

Commerce, or any of his or her duly authorized representatives, must be sworn in under

13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers

and records of the parties to this Agreement, whether written, printed, recorded,
4



produced, or reproduced by any mechanicai, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this Agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.S.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

7. CONFIDENTIALITY
A. IT Security

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this Agreement. As a federal agency, the
Census Bureau is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state laws to the extent that they do not conflict
with the Census Bureau’s requirements under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only in accordance with the provisions of Title 13,
United States Code. The data provided under this Agreement are confidential
under 13, U.S.C. § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
Agreement will be treated as if they have, at a minimum, protection at the
appropriate risk level in accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All
systems are fully assessed against NIST Special Publication 800-53r4
“Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Special Publication 800-37r1 “Guide for Applying the
Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by .
the Department of Commerce Office of the CIO (Chief Information Officer), as well
as the Department of Commerce Office of Inspector General, as part of the
oversight responsibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Special Publication 800~60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
identifies, assesses and authorizes use based on the published FedRAMP results
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and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basis under
FISMA.

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum M-17-12. Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC
CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
breach of the State Data, the Census Bureau will contact the state program agency
contacts to discuss the actions and potential remedies regarding the incident.

Disclosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information collected from the public under
the authority of Title 13. Section 214 of Title 13, U.S.C., and Sections 3551,
3559 and 3571 of Title 18, U.S.C., provide for the imposition of penalties of
up to five years in prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for protecting the confidentiality of data,
as required under Title 13 U.S.C. A disclosure of data occurs when someone
can use published statistical information to identify an individual who has
provided confidential information under a pledge of confidentiality. For data
tabulations, the Census Bureau uses disclosure avoidance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure. Although a published table may appear to show information
about a specific individual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise infusion is the Census Bureau's preferred disclosure avoidance
technique. By policy, noise infusion is applied to all data products that are
reported with geographies smaller than a state. Noise infusion may be
required for microdata releases, depending on the characteristics of the
microdata and the specific variables that are to be released. Data that cannot
be publicly released may still be analyzed within the Federal Statistical
Research Data Centers (FSRDCs) by individuals who have Special Sworn
Status; the results of such analyses must still go through a disclosure
avoidance process prior to being publicly released.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau
which has the responsibility of carrying out that work. Accordingly, upon
completion of the tabulation, the data produced must be reviewed by the
Census Bureau to ensure that no identifiable Title 13 data are or may be
disclosed. Should the Census Bureau’s Disclosure Review Board (DRB)
determine that the requested statistical product does or reasonably couild
result in such disclosure, then the data product will be modified prior to
approval for release to the party(ies) to this Agreement. The DRB must
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approve before a research product can be released to an individual who does
not have SSS and a need to know, or moved to a computer not approved for
controlled data according to Census’ existing policies and procedures.

8. APPROVALS

i W%/ 30 )

Kevin Deardorff (Date)

Chief, Economic Reimbursable Surveys Division
u.s. Censqs Bureau

20543

Trent Fox Q 2 (Date)
Chief of Staff
Indiana State Department of Health




Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of WIC for January 2017—September 2020 will
include, when available: .
Case unit identifiers,
Active Participant definitions,
Complete monthly case unit address history (residence, mailing),
Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),
Income reporting requirement (simplified reporting, change reporting, etc.),
Income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

li. Case unit/main contact phone number

jii. Relationship to primary recipient

" iv. Recipient or Caretaker phone number ;

apoe

- -

v. Race :
vi. 'Hispanic origin/Ethnicity
vii. Sex

viil. Date of birth
ix. Gross income (monthly)
X. Net Income (monthly)
xi. Monthly income source {(earnings, TANF, SSI, SSA, UI, general assistance,
other)
xii. Education
xiii. Employment



Attachment B: Description of Approved Research Projects .

1.

2.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey (ACS), the Current Population Survey (CPS) and the
Survey of Income and Program Participation (SIPP). In the case of SIPP, this evaluation
will also inform the redesign of the SIPP survey instrument that is currently underway.

This project will include additional studies that use administrative records from state and

federal programs (including the state data) and/or Census Bureau survey data, and that

can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional

studies could include linkages to surveys conducted by the National Center for Health

Statistics (NCHS), and linkages to datasets created from joint statistical projects between

the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice

Statistics, the Department of Health and Human Services and the Department of Veterans

Affairs. ‘

Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, infants,
and children participating in the WIC program. Additionally, infants and children with a
high probability of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need. The project resuits can help state agencies improve outreach efforts. This
research helps the Census Bureau better understand thelr survey and census data.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (PVS) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for

1 Eligible pregnant and breastfeeding women cannot be identifled in ACS data.
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4.

some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;3
C. unduplicating public, private, and census lists; and

D. imputing missing data.*

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully

2 Examples of possible Census Bureau uses Include updating and evaluating the Master Address File.

3 Examples of possible data uses Include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
compaosite of public and private data sources.
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integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections. :

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau's authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau's data stewardship culture, policies, and
practices.

11
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MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE INDIANA FAMILY & SOCIAL SERVICES ADMINISTRATION (FSSA)

Agreement No. [0094-FY16-NFE-0055]

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Indiana Family & Social Services Administration (FSSA)
for the acquisition of Supplemental Nutrition Assistance Program (SNAP) and Temporary
Assistance for Needy Families (TANF) data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Indiana Family & Social Services Administration (FSSA) to share
SNAP data and enter into this agreement is Section 17 of the Food and Nutrition Act of
2008 (Act), 7 U.S.C., § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP
recipient information to those directly connected with the administration or enforcement
of the provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C.
2020(e)(8)(A)). The Department of Agriculture Food and Nutrition Service, through a
Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau is directly connected with the administration of the SNAP program because
Census will provide to the state copies of its tabulations of the data for the state to use
in administering its SNAP program.

The authority for the Indiana Family & Social Services Administration (FSSA) to share
TANF data and enter into this agreement is the Public Health and Welfare Act, 42 U.S.C.

§ 613.

Additional authority for the Indiana Family & Social Services Administration (FSSA) to
enter into this agreement is 45 CFR 5b.9(b).

3. TERMS AND CONDITIONS

Pursuant to this agreement, the Indiana Family & Social Services Administration {(FSSA),
hereinafter referred to as “the state program agency” shall transfer records to the
Census Bureau from the administration of SNAP and TANF, hereinafter referred to as
“the state data” and as described in Attachment A of this agreement. All data that the
state program agency agrees to provide the Census Bureau remains confidential. To the
extent provided by law, confidentiality of this data will be maintained under Title 13



U.S.C, Section 9, and the Privacy Act. To the extent provided by law, only Census
Bureau staff and Special Sworn Status ("SSS”) researchers will have access to the data.
Any data, records, or other information shared through this research agreement are
protected from unauthorized disclosure and shall be used solely for statistical purposes
and not for program or administrative enforcement. When the Census Bureau publicly
releases information related to this research, it may not be disclosed in individually-
identifiable form and results will meet Census Bureau disclosure avoidance guidelines.
The Census Bureau will link the state data to census data, survey data and
administrative records data. The Census Bureau will use the linked data for research
and operations to improve data collection and record linkage methods for surveys and
decennial censuses. The Census Bureau will also utilize the state data to provide new
and improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2004—
2021, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers may not have access to Social Security Numbers.

iv. To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency a table package based on at least
two consecutive calendar vyears of state program participation
administrative records linked to annual responses to the American



4. CONTACTS

Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

The parties mutually agree that the Census Bureau will appoint a designated "Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:

Adrienne M. Shields

Director, Division of Family Resources
Family & Social Services Administration/DFR
402 West Washington Street, Room W-392
Indianapolis, IN 46204

(317) 234-2373
Adrienne.Shields@fssa.in.gov



Census Bureau POC: Dr. Amy O’Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes
effective. If, at the end of six (6) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with



linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.

. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S5.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or cther process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

. CONFIDENTIALITY

45 CFR Part 5b - PRIVACY ACT REGULATIONS protect the confidentiality of the state
data, as well as: ;

- Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

— Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

— Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

— 7 CFR Part 272.1(c);

— Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

— Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C. § 654(26);

— Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal



Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer (*CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60rl1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team ("US CERT"”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.

APPROVALS

Z/// &/36/(:

Ron Jarmi (Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

7/%/47/ ' 02 2 /21

John ). Wernert, M.D., MHA {Date)

Secretary
Family & Social Services Administration



Attachment A: Data Elements
1. Data Requirements

Data ﬁ:om the administration of SNAP and TANF for the years 2004—2021 will include,
when available, but not limited to:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iii. Case unit/main contact phone number

iv. Relationship to primary recipient

~sompopow

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Education
X. Employment
xi. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)
xii. History of membership in case unit



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"}, the Current Population Survey (“CPS") and
the Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System ("PVS") uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

validating and enhancing the Master Address File (MAF);?
designing and assigning resources to carry out the 2020 Census;?
unduplicating public, private, and census lists; and

imputing missing data.?

O B

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices. ‘



1.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE STATE OF CONNECTICUT DEPARTMENT OF SOCIAL SERVICES

Agreement No. [2064-18-PAY-15]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the State of Connecticut Department of Social Services
(DSS) for the acquisition of Supplemental Nutrition Assistance Program (SNAP) and
Temporary Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, Information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the DSS to share SNAP data and enter into this Agreement is Section 17
of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026, The Food and Nutrition Act
of 2008 limits the use of SNAP recipient information to those directly connected with the
administration or enforcement of the provisions of the Act, specifically Section
11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)). The Department of Agriculture Food
and Nutrition Service, through a Memorandum of Record signed on October 24, 2017, has
determined that the Census Bureau is directly connected with the administration of the
SNAP program because Census will provide to the state copies of its research tabulations
for the state to use in administering lts SNAP program.

The authority for the DSS to share TANF data and enter into this Agreement Is consistent
with Section 1137 of the Soclal Security Act and Section 205.50 of Title 45, Code of Federal
Regulations.

Additional authority for the DSS to enter Into this Agreement Is Conn. Gen. Stat. § 17b-
5.

TERMS AND CONDITIONS

Pursuant to this Agreement, the DSS, hereinafter referred to as “the state program
agency” shall transfer records to the Census Bureau from the administration of SNAP and
TANF, hereinafter referred to as “the state data” and as described in Attachment A of this
Agreement. All data that the state program agency agrees to provide the Census Bureau
remalns confidential, To the extent provided by law, confidentiality of this data will be
maintalned under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent provided
by law, only Census Bureau staff and those Special Sworn Status (SSS) researchers
participating in the projects will have access to the data. Access shall be limited to the
minimum number of individuals necessary. Any data, records, or other information shared
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through this research Agreement are protected from unauthorized disclosure and shall be
used solely for statistical purposes and not for program or administrative enforcement.
When the Census Bureau publicly releases information related to this research, it may not
be disclosed in individually-identifiable form that permits the identification of any
individual respondents, businesses, organizations, or institutions, and results will meet
Census Bureau disclosure avoldance guidelines. The Census Bureau will link the state
data to census data, survey data and administrative records data. To the extent provided
by law, the Census Bureau will recognize the state program agency as the owner of the
original data in the form that it is delivered to the Census Bureau, prior to its integration
with confidential Census data. The Census Bureau will use the linked data for research
and operations to improve data collection and record linkage methods for surveys and
decennial censuses. The Census Bureau will also utilize the state data to provide new and
improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

I. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2004-
2022, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
Agreement; including active participant definitions, a record layout, record
count, record length and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage Identiflers may not contain any state data or direct
identifiers.

iv. To allow the Census Bureau staff and SSS researchers to use the state data
at the Processing Sites listed in Section 4 of this Agreement for the projects
listed in Attachment B and for additional projects as permitted by Section
3.b.i of this Agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment .
B or those approved in writing by both parties.

ii. To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shall include
estimated rates of program eligibllity and access/particlpation for the state
overall and by various demographic, economic, and household
characteristics and by county when the data allow. It also will Include
distributions across the same characteristics both for program participants
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4, CONTACTS

and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6) months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to SNAP and TANF and resulting from use under this
Agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are received
within three (3) business days from delivery of the reminder notice, the
state program agency will be deemed to have no comment regarding the
delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
Agreement.

The partles mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designhated
provisions of this Agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network:

Sites:

Bowle Computer Center or Other Approved Census Computer Centers
Suitland Federal Center

Federal Statistical Research Data Centers

Census Approved Cloud Services

The parties mutually agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the Census
Bureau, respectively:

State program agency POC:

Peter Hadler

Program Administration Manager
Department of Soclal Services
55 Farmington Avenue

Hartford, CT 06105

(860) 424-5385
peter.hadler@ct.gov
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Census Bureau POC: Michael Berning
Assistant Division Chief
Data Acquisition and Curation
Economic Reimbursable Surveys Division
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-2028
mi rnin \'

The partles agree that if there Is a change regarding the information In this section, the
party making the change will notify the other party in writing of such change.

FUNDING -

The total amount to be paid by the Census Bureau to the state program agency via
Electronic Funds Transfer (EFT) is $20,000.00. Funding Is provided as financial support
to reimburse the state program agency for resources needed to develop, set up,
complete the data extraction, and deliver an initial production file within the first two
years of this Agreement, as described In'Attachment C. The funding Is only obligated for
Task 1 in the Statement of Work (Attachment C) and an invoice must be submitted
immediately following the completion of Task 1 and the funds must be transferred prior
to September 30, 2021. Tasks 2-4 will be completed on a no-funds-exchanged basis.
This Agreement is considered to be a firm commitment.

ACCOUNTING DATA

State Agency Accounting Data:
DUNS No.: 807854435

EIN: 06-6000798

Census Bureau Accounting Data:
Agency Location Code: 13-04-0001
Project Code: 7008016

Division Code: 2064

Object Class Code: 25-30-07-00

TAS: 013-X-4512-000

Business Event Type Code (BETC): DISB
Funds Expiration: 9/30/2016

Funds Cancellation Date: 9/30/2021
Organization Code: 11-26-2064-00-00-00-01
DUNS No.: 929955383

EIN: 52-0204537

Total Amount: $20,000

Agreement No.: 2064~18-PAY~15
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7.

FINANCIAL POINTS OF CONTACT

State Agency Financlal Contact: Michael Gllbert
Chief Financial Officer
Department of Soclal Services
55 Farmington Avenue
Hartford, CT 06105
(860) 424-5841

mike.qilbert@ct.gov
Census Bureau Financlal Contact: Darrell Blyden

Chief, Financial Services Center
Finance Division
U.S. Census Bureau
4600 Silver Hill Road
Washington, DC 20233
(301) 763-4390

Iri .blyden nsus.gov

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it Is signed by both parties. The
Agreement shall terminate six (6) years following the date on which it becomes effective
or December 31, 2024, whichever comes first. If, at the end of the Agreement, the parties
wish to continue the relatlonship, they must execute a new agreement.

The parties shall review this Agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
Agreement, in order to determine whether it should be amended, renewed or
canceled. The review will be conducted by the Census Bureau’s Assistant Director for
Economic Programs and the state program agency,

Notwithstanding all other provisions of this Agreement, the Parties agree that:

a. This Agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this Agreement upon thirty (30) days written notice to
the other party.

To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for a maximum of two
(2) vears, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditions. Any revisions to the data retention
timetable after the execution of this Agreement will be stated in writing in an amendment
to this Agreement. The original state data will be expunged from Census Bureau systems,
so long as such expungement is not inconsistent with federal records retention law.
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The dissemination and use of publicly-released reports, articles, and other products derived
in whole or in part from the state data will not be discontinued due to the expiration or
termination of this Agreement. Furthermore, the use of state records with linkage identifiers
and state data linked to other data as part of the projects described in Attachment B will not
be discontinued due to expiration or termination of this Agreement.

To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
to public-facing websites. This documentation, such as a record layout or data dictionary,
can Include file descriptions, variable lists, variable labels and valid values for each
varlable,

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the Interpretation of the provisions of this Agreement, or
amendments and/ar revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation Is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officlals for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
Agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this Agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this Agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.S.C, Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

10.CONFIDENTIALITY

A. IT Security

Connecticut General Statutes protect the confidentiality of the state data, including
but not limited to Conn. Gen. Stat. § 17b-90, as well as:

— Medicaid, 42 U.S.C. § 1396a(a)(7), 42 CFR Part 431.300-307;

— Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);
— Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

— 7 CFR Part 272.1(c);

— Soclal Security Act, 42 U.S.C. § 1396(a)(a)(7);

~ Soclal Security Administration Disclosure, 20 CFR Part 401;
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— Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S, Department of Labor Employment and Training Administration, 20 CFR
Part 603.

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this Agreement. As a federal agency, the
Census Bureau Is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state Iaws to the extent that they do not conﬂict
with the Census Bureau'’s requu'ements under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only in accordance with the provisions of Title 13,
United States Code, The data provided under this Agreement are confldential
under 13, U.S.C. § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
Agreement will be treated as If they have, at a minimum, protection at the
appropriate risk level In accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All
systems are fully assessed against NIST Special Publication 800-53r4
“Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Special Publication 800-37rl1 “Guide for Applying the
- Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program Is reviewed annually by
the Department of Commerce Office of the CIO (Chief Information Officer), as well
as the Department of Commerce Office of Inspector General as part of the
oversight responsibilities.

All Information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Special Publication 800-60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
identifles, assesses and authorizes use based on the published FedRAMP results
and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basis under
FISMA.,

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum M-17-12. Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC
CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
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breach of the State Data, the Census Bureau will contact the state program agency
contacts to discuss the actions and potential remedies regarding the Incident.

Disclosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information collected from the public under
the authority of Title 13. Section 214 of Title 13, U.S.C,, and Sections 3551,
3559 and 3571 of Title 18, U.S.C., provide for the imposition of penalties of
up to five years in prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for protecting the confidentiality of data,
as required under Title 13 U.S.C. A disclosure of data occurs when someone
can use published statistical information to Identify an individual who has
provided confidential information under a pledge of confidentiality. For data
tabulations, the Census Bureau uses disclosure avoidance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure. Although a published table may appear to show information
about a specific individual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise infusion is the Census Bureau's preferred disclosure avoidance
technique. By policy, noise infusion is applied to all data products that are
reported with geographies smaller than a state. Noise infusion may be
required for microdata releases, depending on the characteristics of the
microdata and the specific variables that are to be released. Data that cannot
be publicly released may still be analyzed within the Federal Statistical
Research Data Centers (FSRDCs) by individuals who have Special Sworn
Status; the results of such analyses must still go through a disclosure
avoidance process prior to being publicly released.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau
which has the responsibility of carrying out that work. Accordingly, upon
completion of the tabulation, the data produced must be reviewed by the
Census Bureau to ensure that no Identifiable Title 13 data are or may be
disclosed. Should the Census Bureau’s Disclosure Review Board (DRB)
determine that the requested statistical product does or reasonably could
result in such disclosure, then the data product will be modified prior to
approval for release to the party(ies) to this Agreement. The DRB must
approve before a research product can be released to an individual who does
not have SSS and a need to know, or moved to a computer not approved for
controlled data according to Census’ existing policies and procedures.
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11.APPROVALS

4 W lo/35)18

Kevin Deardorff (Date)
Chief, Economic Reimbursable Surveys Divislon
U.S. Census Bureau

S / /%//5
derick L. Bre@ {Date)

Commissioner
Connecticut Department of Social Services
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Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of SNAP and TANF for the years 2004-2022 will
Include, when available:
Case unit identifiers,
Active Participant definitions,
Complete monthly case unit address history (residence, mailing),
Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibillty and denial information,
Identifiers for individuals in case units,
Benefit certification period,
Primary language, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iil. Case unit/main contact phone number

iv. Relationship to primary recipient

00 oW

JUu ™o

b

V. Race
vi. Hispanic origin/Ethnicity
vil. Sex

viii. Date of birth
IX. Gross income (monthly)
x. Net Income (monthly)
xi. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)
xil. Education
xiii. Employment
xiv. Penalty data
xv, Work status
xvi. Disabllity
xvii. - Reasonable accommodations
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Attachment B: Description of Approved Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and Improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS”), the Current Population Survey (*CPS”) and
the Survey of Income and Program Participation (“SIPP”). In the case of SIPP, this
evaluation will also Inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can Inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could Include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probabillity of being eligible for SNAP can be modeled using ACS data
on household composition and reported Income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated In the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up Is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at home,
race or ethnic identification, or urbanicity could affect interpretations of Supplemental
Poverty Measure estimates. This research also benefits FNS and state agencies by
assessing the characteristics of persons with unmet needs. The project results in
aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS") uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
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4,

each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS, Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while Improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, Iincluding public and

* private sources, to design and conduct the 2020 Census. The Census Bureau Is using

state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. Imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utllity of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data Is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, madeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses Include item imputation and count imputation using information from a
composite of public and private data sources.
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population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau's authority to access government records and collect data for statistical
purpeses, and leverages the Census Bureau's data stewardship culture, policies, and

practices.
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Attachment C: Statement of Work SNAP and TANF Data Extraction
Statement of Work
for the
U.S. Census Bureau Funding of the Data Extraction by the
Connecticut Department of Social Services for

SNAP and TANF Administrative Data

Under the referenced MOU [2064-18-PAY-15] through which the Census Bureau is acquiring
SNAP and TANF Administrative Data from the Connectlcut Department of Soclal Services
("DSS™) , Census Bureau funding reimburses the DSS efforts to develop a process to
analyze, design and extract SNAP and TANF data for the years 2004-2022, by providing
funds to develop a process to complete the following tasks:

Task 1 - Analysis, Design, and Initial File Delivery

Through this task, the DSS has agreed to develop a process to provide SNAP
and TANF recipient data to the US Census Bureau. This data exists In - DSS
EMS and ImpaCT computer systems. While there is no charge for the data, a
considerable amount of design, programming, and testing work is needed to
extract the data elements needed by the Census Bureau and create a series
of “flat files” for transmission to the Census Bureau, DSS will develop a
process to extract SNAP and TANF case and client detalls for January 1, 2004
through September 2016, create a test file, review the file for accuracy, and
provide it to the Census Bureau, along with a data dictionary and record
layout, or other similar documentation. Analysls, design, and testing is
expected to be completed by January 1, 2019, with delivery of an initlal test
file expected to be completed by January 1, 2019. '

Task 2 — Delivery of 2004-2016 Data

Through this task, the data from January 2004 through September 2016 can
be provided after Task 1 is complete. This Is expected to be completed by
January 1, 2020.

Task 3 - Delivery of 2016-2018 Data

Through this task, the October 2016 - December 2018 data can be provided after
Task 2 is complete. This Is expected to be completed by July 1, 2020. DSS may
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provide the Census Bureau with two separate files per month for this timeframe -
one flle from each of two computer systems - because relevant data will be

obtained from two separate systems and may not readily be combined into a
single file.

Task 4 - Delivery of 2019-2022 Data

Through this task, the 2019-2022 data can be provided after Task 3 is
complete. Once the file query for Task 4 is developed, DSS expects to provide
Census Bureau with monthly files within 90 days of each monthly query (such

that the last monthly data from 2019 will be provided by the end of March 2020).
This entire task Is expected to be completed by April 1, 2023,
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1.

2.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE LOS ANGELES HOMELESS SERVICES AUTHORITY

Agreement No. [0094-FY16-NFE-0045]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Los Angeles Homeless Services Authority (LAHSA) for
the acquisition of Homeless Management Information System (HMIS) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for LAHSA to share HMIS data and enter into this agreement is based on
the HMIS Data Use and Disclosure, Section 4.1.3 of the HMIS Rules and Procedures
provided by the U.S. Department of Housing and Urban Development.1

TERMS AND CONDITIONS

Pursuant to this agreement, LAHSA, hereinafter referred to as “the program agency”
shall transfer records to the Census Bureau from the HMIS, hereinafter referred to as
“the program data” and as described in Attachment A of this agreement. All data that
the program agency agrees to provide the Census Bureau remains confidential.
Malintaining confidentiality of these data is guaranteed under Title 13 U.S.C, Section 9,
and the Privacy Act of 1974, Only Census Bureau staff and Special Sworn Status
("SSS”) researchers will have access to the data. Any data, records, or other
information shared through this research agreement are protected from unauthorized
disclosure and shall be used solely for statistical purposes. When the Census Bureau
publicly releases information related to this research, it may not be disclosed in
individually-identifiable form and results will meet Census Bureau disclosure avoidance
guidelines. The Census Bureau will link the program data to census data, survey data
and administrative records data. The Census Bureau will use the linked data for
research and operations to improve data collection and record linkage methods for
surveys and decennial censuses. The Census Bureau will also utilize the program data to
provide new and improved estimates of population characteristics related to program

participation.

1 Scction 4.1.3 Allowable HMIS Uses and Disclosures of Protected Personal Information (PPL), states in pertinent part: A
Covered Homeless Organization may use or disclose PPI from an HMIS under the following circumstances: (1) To provide or
coordinate services to an individual; (2) for functions related to payment or reimbursement for services; (3) to carry out
administrative functions, including but not limited to legal, audit, personnel, oversight and management functions; or (4) for

creating de-identified PPL.



a. The program agency agrees:

i. On an annual basis, to transfer to the Census Bureau via secure File
Transfer Protocol (FTP), or appropriately encrypted CD-ROM or DVD-ROM,
data from the HMIS for the years 2004—2021. The data to be transferred

is described in Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length

and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address Identifiers to each record in the
program data. Record linkage identifiers may not contain any program
data or direct identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee,
Researchers may not have access to Social Security Numbers.

iv. To allow the Census Bureau staff and SSS researchers to use the program
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the program data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

4. CONTACTS
The parties mutually agree that the Census Bureau will appoint a designated "Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the program agency and the Census
Bureau, respectively:



Program agency POC:
Peter Lynn
Executive Director
Los Angeles Homeless Services Authority
811 Wilshire Boulevard, 6" Floor
Los Angeles, California 90017

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date of the last party’s signature. The agreement shall
terminate six (6) years following the date on which it becomes effective. If, at the end of
six (6) years, the parties wish to continue the relationship, they must execute a new
agreement.

The parties shall review this agreement at least once every three (3) years, or whenever
a Federal statute is enacted that materially affects the substance of the agreement, in
order to determine whether it should be revised, renewed or canceled. The review will
be conducted by the Census Bureau'’s Associate Director for Research and Methodology
and the program agency.
Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both

parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original program data received from the program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the program agency
establishes a different timetable as clarified, when necessary, in Section 3. Terms and
Conditions. Any revisions to the data retention timetable after the execution of this
agreement will be stated in writing in an amendment to this agreement. The original
data will be expunged from Census Bureau systems, so long as such expungement is not
inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the data will not be discontinued due to the expiration



or termination of this agreement. Furthermore, the use of de-identified program records
with linkage identifiers and data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this

agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, Inspections, excerpts, transcripts, or other examinations as

authorized by law.

CONFIDENTIALITY

Confidentiality of HMIS data is covered by the HMIS Data Use and Disclosure Section of
the HMIS Policies and Procedures provided by the U.S. Department of Housing and
Urban Development. It states that the HMIS Lead Agency collects HMIS data from
organizations that directly enter data into the HMIS with the knowledge and authority of
the CoC Steering Committee. HMIS data may only be collected, used, or disclosed for
activities described in the HMIS Data Use and Disclosure section of the HMIS Policies and

Procedures.

The Census Bureau assumes an obligation to keep all data received from other federal
and program agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.



All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (“*US CERT”). Once the Census Bureau
becomes aware of a known breach of the program data, the Census Bureau will contact
the identified program agency contacts within twenty-four (24) hours to discuss the
actions and potential remedies regarding the incident.

APPROVALS

2L s/oC /e

Ron Jarmin (Date)
Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

é/'l //6

Peter Lynn (Date)
Executive Director
Los Angeles Homeless Services Authority




Attachment A: Data Elements

1. Data Requirements

Data from the administration of HMIS for the years 2004—2021 will include, when

avallable:

tp.'"fbﬂ.pu'm

HMIS identifier (HMIS ID)
Client’s Program Enrollment identifier (Application ID),
Last known permanent address and client destination address
Permanent Supportive Housing unit site address
Total monthly income with income benefits and non-cash income sources,
Identifier that groups individuals to one unique household (Household ID), and
The following information on individuals in a household:
i
ii.
iii.
iv.
V.
vi.
vii.
viii.
ix.
X.
xi.
xil.
xiii.
Xiv.

Name

Head of Household status

Social Security Number

Household’s main contact phone number

Relationship to Head of Household (primary recipient)

Race

Hispanic origin/Ethnicity

Sex

Date of birth

Education

Employment and employment type (e.g. full-time vs. part-time)
Program type (e.g. emergency shelter, permanent supportive housing)
Program name

Program entry and exIt dates



Attachment B: Description of Approved Research Projects

1.

2.

3.

Evaluation and Improvement of Demographic Surveys Using Program and
Federal Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the program data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of programs in the
American Community Survey ("ACS”), the Current Population Survey ("CPS”) and the
Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently

underway.

This project will include additional studies that use administrative records from state and
federal programs (including the program data) and/or Census Bureau survey data, and
that can inform the Census Bureau about the quality of its data products and the
feasibility of using administrative records to improve Census Bureau data products.
These additional studies could include linkages to surveys conducted by the National
Center for Health Statistics (NCHS), and linkages to datasets created from joint
statistical projects between the Census Bureau and NCHS, the USDA Economic Research
Service, the Bureau of Justice Statistics, the Department of Health and Human Services
and the Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as It permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau'’s Person Identification Validation System (“PVS”) uses administrative
records from a varlety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would




have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
program information, along with data from federal, state, and private sources to pursue
the following four research initiatives leading to the integration of these data to augment

or replace Census operations:

validating and enhancing the Master Address File (MAF);?
designing and assigning resources to carry out the 2020 Census;?
unduplicating public, private, and census lists; and

. imputing missing data.*

Opw>

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau's mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of

2 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

3 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response prababilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a

composite of public and private data sources.



comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau's authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau's data stewardship culture, policies, and
practices.



1.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE FLORIDA DEPARTMENT OF CHILDREN AND FAMILIES

Agreement No. [FL DCF: ESS 2016-01]
[U.S. Census Bureau: 0094-2016-PAY-003]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Florida Department of Children and Families for the
acquisition of Supplemental Nutrition Assistance Program (SNAP) and Temporary Assistance
for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Florida Department of Children and Families to share SNAP data and
enter into this agreement is Section 17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., §
2026. The Food and Nutrition Act of 2008 limits the use of SNAP recipient information to those
directly connected with the administration or enforcement of the provisions of the Act,
specifically Section 11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)). The Department of
Agriculture Food and Nutrition Service, through a Memorandum of Record signed on August
18, 2014, has determined that the Census Bureau is directly connected with the administration
of the SNAP program because the Census Bureau will provide to the state copies of its
tabulations of the data for the state to use in administering its SNAP program.

The authority for the Florida Department of Children and Families to share TANF data and
enter into this agreement is the Public Health and Welfare Act, 42 U.S.C. § 613.

TERMS AND CONDITIONS

Pursuant to this agreement, the Florida Department of Children and Families, hereinafter
referred to as “the state program agency” shall transfer records to the Census Bureau from the
administration of SNAP and TANF, hereinafter referred to as “the state data” and as described
in Attachment A of this agreement. All data that the state program agency agrees to provide
the Census Bureau remains confidential. To the extent provided by law, confidentiality of this
data will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent
provided by law, only Census Bureau staff and Special Sworn Status ("SSS”) researchers will
have access to the data. Any data, records, or other information shared through this research
agreement are protected from unauthorized disclosure and shall be used solely for statistical
purposes. When the Census Bureau publicly releases information related to this research, it

1



may not be disclosed in individually-identifiable form and results will meet Census Bureau
disclosure avoidance guidelines. The Census Bureau will link the state data to census data,
survey data and administrative records data. The Census Bureau will use the linked data for
research and operations to improve data collection and record linkage methods for surveys
and decennial censuses. The Census Bureau will also utilize the state data to provide new and
improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the administration of
SNAP and administration of TANF for the years 2009—2020, as described in
Attachment A.

To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
agreement; including a record layout, record count, record length and data
dictionary.

To allow the Census Bureau to use its record linking processes to assign, where
possible, person and address identifiers to each record in the state data. Record
linkage identifiers may not contain any state data or direct identifiers.

Research projects exploring whether the administrative records represent the
same individuals in survey or census households may need access to name data.
Access to name data will only be granted through approval by the Census
Bureau Data Stewardship Executive Policy Committee. Researchers may not
have access to Social Security Numbers.

To allow the Census Bureau staff and SSS researchers to use the state data at
the Processing Sites listed in Section 4 of this agreement for the projects listed
in Attachment B and for additional projects as permitted by Section 3.b.i of this
agreement.

b. The Census Bureau agrees:

To the extent provided by law, to grant access to the state data only to Census
Bureau staff and SSS researchers at the Processing Sites listed in Section 4 of
this agreement and only for the projects listed in Attachment B or those
approved in writing by both parties.

To provide the state program agency, within six (6) months of the time the state
data is processed and provided to Census Bureau research staff, selected
tabulations of the state SNAP and TANF data linked to the American Community
Survey. SNAP profile tabulations shall describe the demographic and household
characteristics of residents who are likely to be eligible for SNAP, but who do not
participate in the program.

To the extent permitted by law, allow the state program agency the opportunity
to review and provide comments of pre-publication copies of any report or other
document containing information derived from the state data pertaining to SNAP
and TANF and resulting from use under this agreement of the state data. If no

2
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comments are received from the state program agency within fourteen (14)
days from delivery of pre-publication documents to the state program agency,
the Census Bureau shall send a reminder notice to the state program agency. If
no comments are received within three (3) business days from delivery of the
reminder notice, the state program agency will be deemed to have no comments
regarding the delivered documents for publication and/or distribution to persons
outside of the Census Bureau staff authorized to use the state data under this
agreement.

CONTACTS

The parties mutually agree that the following named individual is to be designated as
custodian of the files on behalf of the Census Bureau and shall be personally responsible for
the observance of all conditions of use, and for the establishment and maintenance of security
arrangements to prevent unauthorized use, as specified in the agreement. The Census Bureau

agrees to notify the state program agency within fifteen (15) days of any changes of
custodianship.

Custodian: J. Trent Alexander
Data Custodian
U.S. Census Bureau
4600 Silver Hill Road, 2K133
Washington DC 20233
(301) 763-9810
j.trent.alexander@census.gov

Processing Sites: Bowie Computer Center

Suitland Federal Center

Census Bureau Research Data Centers
The parties mutually agree that the following named individuals will be designated as points of
contact for the agreement on behalf of the state program agency and the Census Bureau,
respectively:

State program agency POC:
Janice “"1D” Johnson
Agreement Manager
Department of Children and Families
1317 Winewood Boulevard, Building 3, Room 461
(850) 717-4110
jd.johnson@myflfamilies.com

State program agency POC:
Peter Bull
Data Manager
Department of Children and Families
1317 Winewood Boulevard, Building 3, Room 424
(850) 717-4088

peter.bull@myfifamilies.com
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Census Bureau POC: Dr. Amy O’Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
my.b.ohar nsus.qov

The parties agree that if there is a change regarding the information in this section, the party
making the change will notify the other party in writing of such change.

FUNDING

The total amount to be paid by the Census Bureau to the state program agency via Electronic
Funds Transfer (EFT) is $20,000.00. Funding is provided to reimburse the state program
agency for resources needed to set up and complete the data extraction as described in
Attachment C. This Agreement is considered to be a firm commitment. The funding will be
sent to the Florida Department of Children and Families within 60 days from the receipt of
invoice by the Census Bureau.

ACCOUNTING DATA

State Agency Accounting Data:

Appropriation No.:

CAN:

DUNS No.: 6056043500000

EIN: 59-3458463

Total Amount:

Control Number:

Census Bureau Accounting Data:
Agency Location Code: 13-04-0001
Project Code: 7008001

Division Code: 0094

Object Class Code: 25-30-07-00

TAS: 013 X 4512 000

Business Event Type Code (BETC): DISB
Funds Expiration: No Year

Funds Cancellation Date: No Year
Organization Code: 11-09-0094-00-00-00-00
DUNS No.: 929955383

EIN: 52-0204537



Total Amount: $20,000.00
Agreement No.: 0094-2016-PAY-003

FINANCIAL POINTS OF CONTACT

State Agency Financial Contact: Joella McGoogan
Budget Liaison
Department of Children and Families
1317 Winewood Boulevard, Building 3, Room 102
(850) 717-4102
joella.mcgoogan@myfifamilies.com

Census Bureau Financial Contact: Darrell Blyden
Chief, Financial Services Center
Finance Division
U.S. Census Bureau
4600 Silver Hill Road
Washington, DC 20233
(301) 763-4390

Darrell.b.blyden@census.gov

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The agreement
shall terminate five (5) years following the date on which it becomes effective. If, at the end of
five (5) years, the parties wish to continue the relationship, they must execute a new
agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the agreement,
in order to determine whether it should be revised, renewed or canceled. The review
will be conducted by the Census Bureau’s Associate Director for Research and Methodology
and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice to the
other party.

The original state data received from the state program agency will be retained by the Census
Bureau after receipt for a maximum of two (2) years, unless the state program agency
establishes a different timetable as clarified, when necessary, in Section 3. Terms and
Conditions. Any revisions to the data retention timetable after the execution of this agreement
will be stated in writing in an amendment to this agreement. The original state data will be



expunged from Census Bureau systems, so long as such expungement is not inconsistent with
federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products derived in
whole or in part from the state data will not be discontinued due to the expiration or
termination of this agreement. Furthermore, the use of state records with linkage identifiers
and state data linked to other data as part of the projects described in Attachment B will not
be discontinued due to expiration or termination of this agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the other
party for consideration. If agreement on interpretation is not reached within thirty (30) days,
the parties shall forward the written presentation of the disagreement to respective higher
officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under 13
U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers and
records of the parties to this agreement, whether written, printed, recorded, produced, or
reproduced by any mechanical, magnetic or other process or medium, in order to make audits,
inspections, excerpts, transcripts, or other examinations as authorized by law and DCF or
other state and federal representatives shall have the right to make on-site inspections of
records relevant to this agreement.

10.CONFIDENTIALITY

Pursuant to section 71A of the Florida Administrative Code and Chapters 39, 119, 812, 815,

817, 839, or 877, Florida Statutes which protects the confidentiality of the state data, as well
as:

- Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

- Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

— Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401,

-~ Child Support, 42 U.S.C. § 654(26);

-~ Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part 603.

The Census Bureau assumes an obligation to keep all data received from other federal and
state agencies and commercial entities in confidence, and to use the data for statistical
purposes only in accordance with the provisions of Title 13, U.S.C. Section 9. Upon receipt, all
data acquired as a result of this interagency agreement will be treated as if they have, at a
minimum, protection at the appropriate risk level in accordance with NIST FIPS 200 and
Special Publication 800-60r1.



The Census Bureau complies with all current NIST standards and publications in accordance
with Title III of the E-Government Act of 2002 (PL 107-347). All systems are fully assessed
against NIST Special Publication 800-53r4 “Recommended Security Controfs for Federal
Information Systems and Organizations,” as well as Special Publication 800-37r1 “Guide for
Applying the Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by the
Department of Commerce Office of the Chief Information Officer (“CIO"), as well as the
Department of Commerce Office of Inspector General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS 199
“Standards for Security Categorization of Federal Information and Information Systems” and
NIST Special Publication 800-60r1 “Guide for Mapping Types of Information and Information
Systems to Security Categories: (2 Volumes) - Volume 1: Guide Volume 2: Appendices.”
Security controls and subsequent assessments are to be completed based on the final

categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses of
protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or suspected
losses of protected data are to be reported within one (1) hour to the United States Computer
Emergency Readiness Team ("US CERT”). Once the Census Bureau becomes aware of a
known breach of the state data, the Census Bureau will contact the identified state program
agency contacts to discuss the actions and potential remedies regarding the incident.

11.APPROVALS

2 3/ax/1,

Ron JarmiK’ (Date)
Assistant Director
Research and Methoflology Directorate of the U.S. Census Bureau

% oo
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Attachment A: Data Elements
1. Data Requirements

Data from the administration of SNAP and TANF for the years 2009—2020 will include:
Case unit identifiers,
Residence address history (ZIP Code and County only),
History of benefit amounts received (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:
i. Name
ii. Relationship to primary recipient
iii. Race
iv. Hispanic origin/Ethnicity
v. Sex
vi. Date of birth
vii. History of membership in case unit

"0 o0CO



Attachment B: Description of Approved Research Projects

1.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such|survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS”), the Current Population Survey ("CPS") and
the Survey of Income and Program Participation (“SIPP”). In the case of SIPP, this
evaluation will also inform the reti‘iesign of the SIPP survey instrument that is currently
underway. |

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“"PVS”) uses administrative
records from a variety of sources|to assign, where possible, unique person identifiers to




each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for {'he Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

validating and enhancing the Master Address File (MAF);*
designing and assigning resources to carry out the 2020 Census;?
unduplicating public, private, and census lists; and

imputing missing data.’

=k R o

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.
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Attachment C: Statement of Work Funding SNAP and TANF Data Extraction

Statement of Work
for
the U.S. Census Bureau Funding of the Data Extraction by the
Florida Department of Children and Families for

SNAP and TANF Administrative Data

Under the referenced FL DCF agreement # ESS 2016-01/Census Bureau agreement # 0094-
2016-PAY-003 through which the Census Bureau is acquiring SNAP and TANF Administrative
Data from the Florida Department of Children and Families, Census Bureau funding
reimburses the Florida Department of Children and Families’ efforts to extract SNAP and
TANF data for the years 2009-2020, by providing funds to complete the following tasks:
Task 1 — Analysis, Design, and Initial File Delivery

Through this task, the Florida Department of Children and Families (DCF) has
agreed to provide SNAP and TANF recipient data to the US Census Bureau. This
data exists in the Florida Online Receipt Integrated Data Access (FLORIDA)
System mainframe. While there is no charge for the data, a considerable amount
of design, programming, and testing work is needed to extract the data elements
needed by the Census Bureau and create a series of “flat files” for transmission
to the Census Bureau. DCF shall extract SNAP and TANF case and client details
for CY2009 through CY2015, create a series of files, review the files for accuracy,
and provide them to the Census Bureau, along with a data dictionary and record
layout, or other similar documentation. This task is expected to be completed by
Spring/April 2016 with delivery of all CY2009-CY2015 files.

Task 2 - Delivery of 2016 Data

Through this task, the CY2016 data can be provided after CY2016 is
complete. This is expected to be completed by January 31, 2017.
Task 4 - Delivery of 2017 Data

Through this task, the CY2017 data can be provided after CY2017 is
complete. This is expected to be completed by January 31, 2018.
Task 5 - Delivery of 2018 Data

Through this task, the CY2018 data can be provided after CY2018 is
complete. This is expected to be completed by January 31, 2019.
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Task 6 - Delivery of 2019 Data

Through this task, the CY2019 data can be provided after CY2019 is
complete. This is expected to be completed by January 31, 2020.
Task 7 - Delivery of 2020 Data

Through this task, the CYiZOZO data can be provided after CY2020 is

complete. This is expected to be completed by January 31, 2021.
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1.

3.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE STATE OF HAWAII DEPARTMENT OF HUMAN SERVICES

Agreement No. [2064-FY18-NFE-0162]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the State of Hawaii Department of Human Services for the
acquisition of Supplemental Nutrition Assistance Program (SNAP) and Temporary
Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the State of Hawaii Department of Human Services to share SNAP data
and enter into this Agreement is Section 17 of the Food and Nutrition Act of 2008 (Act),
7 U.S.C., § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP recipient
information to those directly connected with the administration or enforcement of the
provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)).
The Department of Agriculture Food and Nutrition Service, through a Memorandum of
Record signed on October 24, 2017 has determined that the Census Bureau is directly
connected with the administration of the SNAP program because Census will provide to
the state copies of its research tabulations for the state to use in administering its SNAP
program.

The authority for the State of Hawaii Department of Human Services to share TANF data
and enter into this Agreement is consistent with Section 1137 of the Social Security Act
and Section 205.50 of Title 45, Code of Federal Regulations.

Additional authority for the Hawaii Department of Human Services to enter into this
Agreement is 42 U.5.C. 1320b-7 and the routine use exception to the Privacy Act, 5 U.S.C.
552a({b)(3).

TERMS AND CONDITIONS

Pursuant to this Agreement, the State of Hawaii Department of Human Services,
hereinafter referred to as “the state program agency” shall transfer records to the Census
Bureau from the administration of SNAP and TANF, hereinafter referred to as “the state
data” and as described in Attachment A of this Agreement. All data that the state program
agency agrees to provide the Census Bureau remains confidential. To the extent provided
by law, confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and
the Privacy Act. To the extent provided by law, only Census Bureau staff and those Special
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Sworn Status (SSS) researchers participating in the projects will have access to the data.
Access shall be limited to the minimum number of individuals necessary. Any data,
records, or other information shared through this research Agreement are protected from
unauthorized disclosure and shall be used solely for statistical purposes and not for
program or administrative enforcement. When the Census Bureau publicly releases
information related to this research, it may not be disclosed in individually-identifiable
form that permits the identification of any individual respondents, businesses,
organizations, or institutions, and results will meet Census Bureau disclosure avoidance
guidelines. The Census Bureau will link the state data to census data, survey data and
administrative records data. To the extent provided by law, the Census Bureau will
recognize the state program agency as the owner of the original data in the form that it
is delivered to the Census Bureau, prior to its integration with confidential Census data.
The Census Bureau will use the linked data for research and operations to improve data
collection and record linkage methods for surveys and decennial censuses. The Census
Bureau will also utilize the state data to provide new and improved estimates of population
characteristics related to program participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP for the years 2021-2023 and the administration of
TANF for the years 2013—2023, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
Agreement; including definitions of active participants, a record layout,
record count, record length and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

iv. To allow the Census Bureau staff and SSS researchers to use the state data
at the Processing Sites listed in Section 4 of this Agreement for the projects
listed in Attachment B and for additional projects as permitted by Section
3.b.i of this Agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shall include
estimated rates of program eligibility and access/participation for the state
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overall and by various demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6} months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.

iii. To the extent permitted by law, allow the state program agency the

4. CONTACTS

opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to SNAP and TANF and resulting from use under this
Agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are received
within three (3) business days from delivery of the reminder notice, the
state program agency will be deemed to have no comment regarding the
delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
Agreement.

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this Agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network:

Sites:

Bowie Computer Center

Suitland Federal Center

Federal Statistical Research Data Centers
Census Approved Cloud Services

The parties mutually agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the Census
Bureau, respectively:

State program agency SNAP POC:

Pamela Higa

SNAP Administrator

Benefits, Employment and Support Services Division
1010 Richards Street, Suite 512

Honolulu HI 96813

{808) 586-5722

PHiga@dhs.hawaii.qov



State program agency TANF POC:
Paul Higa
Financial Assistance Program Administrator
Benefits, Employment and Support Services Division
1010 Richards Street, Suite 512
Honolulu HI 96813
(808) 586-5722
PHiga3@dhs.hawaii.gov

Census Bureau POC: Michael Berning
Assistant Division Chief
Data Acquisition and Curation
Economic Reimbursable Surveys Division
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-2028
michael.a.berning@census.qov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it is signed by both parties. The
Agreement shall terminate six (6) years following the date on which it becomes effective.
If, at the end of six (6) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties shall review this Agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
Agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Assistant Director for
Economic Programs and the state program agency.

Notwithstanding all other provisions of this Agreement, the Parties agree that:

a. This Agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this Agreement upon thirty (30) days written notice to
the other party.

To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for a maximum of two
(2) years, uniess the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditions. Any revisions to the data retention
timetable after the execution of this Agreement will be stated in writing in an amendment
to this Agreement. The original state data will be expunged from Census Bureau systems,
so long as such expungement is not inconsistent with federal records retention law.
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The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this Agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this Agreement.

To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
to public-facing websites. This documentation, such as a record layout or data dictionary,
can include file descriptions, variable lists, variable labels and valid values for each
variable,

6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this Agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
Agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this Agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this Agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.5.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

7. CONFIDENTIALITY
A. IT Security

Hawaii Revised Statutes §346-10 protect the confidentiality of the state data, as
well as:

-~ Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

- Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a){(1)(A)(iv);
- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e}(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401;

- Child Support, 42 U.S.C. § 654(26);
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- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and
- U.S. Department of Labor Employment and Training Administration, 20 CFR
Part 603.

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this Agreement. As a federal agency, the
Census Bureau is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state laws to the extent that they do not conflict
with the Census Bureau’s requirements under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only in accordance with the provisions of Title 13,
United States Code. The data provided under this Agreement are confidential
under 13, U.S.C, § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
Agreement will be treated as if they have, at a minimum, protection at the
appropriate risk level in accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All
systems are fully assessed against NIST Special Publication 800-53r4
“Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Special Publication 800-37r1 “Guide for Applying the
Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by
the Department of Commerce Office of the CIO (Chief Information Officer), as well
as the Department of Commerce Office of Inspector General, as part of the
oversight responsibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Special Publication 800-60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
identifies, assesses and authorizes use based on the published FedRAMP results
and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud

providers is reported to the Department of Commerce on a regular basis under
FISMA.

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum M-17-12. Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC
CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
breach of the State Data, the Census Bureau will contact the state program agency
contacts to discuss the actions and potential remedies regarding the incident.
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B. Disclosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information collected from the public under
the authority of Title 13. Section 214 of Title 13, U.S.C., and Sections 3551,
3559 and 3571 of Title 18, U.S.C., provide for the imposition of penalties of
up to five years in prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for protecting the confidentiality of data,
as required under Title 13 U.S.C. A disclosure of data occurs when someone
can use published statistical information to identify an individual who has
provided confidential information under a pledge of confidentiality. For data
tabulations, the Census Bureau uses disclosure avoidance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure, Although a published table may appear to show information
about a specific individual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise infusion is the Census Bureau's preferred disclosure avoidance
technique. By policy, noise infusion is applied to all data products that are
reported with geographies smaller than a state. Noise infusion may be
required for microdata releases, depending on the characteristics of the
microdata and the specific variables that are to be released. Data that cannot
be publicly released may still be analyzed within the Federal Statistical
Research Data Centers (FSRDCs) by individuals who have Special Sworn
Status; the results of such analyses must still go through a disclosure
avoidance process prior to being publicly released.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau which
has the responsibility of carrying out that work. Accordingly, upon completion of
the tabulation, the data produced must be reviewed by the Census Bureau to
ensure that no identifiable Title 13 data are or may be disclosed. Should the
Census Bureau'’s Disclosure Review Board (DRB) determine that the requested
statistical product does or reasonably could result in such disclosure, then the
data product will be modified prior to approval for release to the party(ies) to this
Agreement. The DRB must approve before a research product can be released to
an individual who does not have SSS and a need to know, or moved to a
computer not approved for controlled data according to Census’ existing policies
and procedures.
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Attachment A: Data Elements

1. Data Requirements - SNAP

Monthly data from the Hawaii Department of Human Services administration of SNAP for
the years 2021—2023 will include, when available:

a. Case unit identifiers,

b. Active Participant definitions,

c. Complete monthly case unit address history (residence, mailing),

d. Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),

e. Income reporting requirement (simplified reporting, change reporting, etc.),

f. Gross income (monthly),

d. Net income (monthly),

h. Eligibility and denial information,

i. Identifiers for individuals in case units, and

J. The following information on individuals in a case unit:

i. Name

ii. Social Security Number
iii. Case unit/main contact phone number
iv. Relationship to primary recipient

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Gross income (monthly)
X. Net Income (monthly)

xi. Monthly income source (earnings, TANF, SSI, SSA, Ul, general assistance,
other)

xii. Education
xiii. Employment

2. Data Requirements - TANF

Monthly data from the Hawaii Department of Human Services administration of TANF for
the years 2013—2023 will include, when available:

a. Case unit identifiers,

b. Active Participant definitions,

¢. Complete monthly case unit address history (residence, mailing),

d. Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),

e. Income reporting requirement (simplified reporting, change reporting, etc.),

f. Gross income (monthly),

g. Net income (monthly),

h. Eligibility and denial information,

i. Identifiers for individuals in case units, and

j. The following information on individuals in a case unit:

i. Name
ii. Social Security Number
iii. Case unit/main contact phone number
iv. Relationship to primary recipient
v. Race
vi. Hispanic origin/Ethnicity



vii. Sex
viii. Date of birth
ix. Gross income (monthly)
Xx. Net Income {monthly)
xi. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)
Xii. Education
xiii. Employment
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Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal

2-

Administrative Records

The U.S. Census Bureau administers muitiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (“*CPS”) and
the Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at home,
race or ethnic identification, or urbanicity could affect interpretations of Supplemental
Poverty Measure estimates. This research also benefits FNS and state agencies by
assessing the characteristics of persons with unmet needs. The project results in
aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
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each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed In content across sources will be analyzed
to develop approaches such as modeling or business ruies to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau's mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.
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population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of

comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections,

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.
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MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
SUPPLEMENTAL NUTRITION ASSISTANCE PROGRAM ADMINISTRATIVE DATA
FROM
THE STATE OF HAWAII DEPARTMENT OF HUMAN SERVICES

Agreement No. 0094-2015-NFE-006

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the State of Hawaii Department of Human Services for the
acquisition of Supplemental Nutrition Assistance Program (SNAP) Administrative Data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U,S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the State of Hawaii Department of Human Services to share SNAP data
and enter into this agreement is Section 17 of the Food and Nutrition Act of 2008 (Act),
7 U.S.C., § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP recipient
information to those directly connected with the administration or enforcement of the
provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C.
2020(e)(8)(A)). The Department of Agriculture Food and Nutrition Service, through a
Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau is directly connected with the administration of the SNAP program because
Census will provide to the state copies of its tabulations of the data for the state to use
in administering its SNAP program.

Additional authority for the Hawaii Department of Human Services to enter into this
agreement is 42 U.S.C. 1320b-7 and the routine use exception to the Privacy Act, 5
U.S.C. 552a(b)(3).

3. TERMS AND CONDITIONS

Pursuant to this agreement, the State of Hawaii Department of Human Services,
hereinafter referred to as “the state program agency”, will transfer records to the
Census Bureau from the administration of SNAP, hereinafter referred to as “the state
data” and as described in Attachment A of this agreement. All data that the state
program agency agrees to provide the Census Bureau remains confidential. Maintaining
confidentiality of these data is guaranteed under Title 13 U.S.C, Section 9, and the
Privacy Act of 1974. Only Census Bureau staff and Special Sworn Status (SSS)
researchers will have access to the data. Any data, records, or other information shared
through this research agreement will be protected from unauthorized disclosure and will



be used solely for statistical purposes. When the Census Bureau publicly releases
information related to this research, it will not be disclosed in individually-identifiable
form and results will meet Census Bureau disclosure avoidance guidelines. The Census
Bureau will link the state data to census data, survey data and administrative records
data. The Census Bureau will use the linked data for research and operations to
improve data collection and record linkage methods for surveys and decennial censuses.
The Census Bureau will also utilize the state data to provide new and improved
estimates of population characteristics related to program participation.

a. The state program agency agrees:

iii.

To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP for the years 2013—2020, as described in
Attachment A.

To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers will not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers will not have access to Social Security Numbers.

To allow the Census Bureau staff and Special Sworn Status (SSS)
researchers to use the state data at the Processing Sites listed in Section
4 of this agreement for the projects listed in Attachment B and for
additional projects as permitted by Section 3.b.i of this agreement.

b. The Census Bureau agrees:

To grant access to the state data only to Census Bureau staff and SSS
researchers at the Processing Sites listed in Section 4 of this agreement
and only for the projects listed in Attachment B or those approved in
writing by both parties.

To provide the state program agency, within six (6) months of the time
the data is processed and provided to Census Bureau research staff,
selected tabulations of the state data linked to the American Community
Survey. These tabulations will describe the demographic and household
characteristics of residents who are likely to be eligible for SNAP, but who
do not participate in the program.



4. CONTACTS

To the extent permitted by law allow the state program agency the
opportunity to review and provide comments, clearance, or rejection of
pre-publication copies of any report or other document containing
information derived from the state data pertaining to SNAP and resulting
from use under this agreement of the state data. If no response is
received from the state program agency within fourteen (14) days from
delivery of pre-publication documents to the state program agency, the
Census Bureau shall send a reminder notice to the state program agency.
If no response is received within three (3) business days from delivery of
the reminder notice, the state program agency will be deemed to have
approved the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

The parties mutually agree that the following named individual is to be designated as
custodian of the files on behalf of the Census Bureau and will be personally responsible
for the observance of all conditions of use, and for the establishment and maintenance
of security arrangements to prevent unauthorized use, as specified in the agreement.
The Census Bureau agrees to notify the state program agency within fifteen (15) days of
any changes of custodianship.

Custedian:

J. Trent Alexander

Data Custodian

U.S. Census Bureau

4600 Silver Hill Road, 2K133
Washington DC 20233

(301) 763-9810
j.trent.alexander@census.gov

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:

Pamela Higa

SNAP Administrator

Benefits, Employment and Support Services Division
820 Mililani Street, Suite 606

Honolulu HI 96813

808-586-5722

PHiga@dhs.hawaii.gov



Census Bureau POC: Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement will terminate five (5) years following the date on which it becomes effective.
If, at the end of five (5) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties will review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.



6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

7. CONFIDENTIALITY

Hawaii Revised Statutes §346-10 protect the confidentiality of the state data. The
Census Bureau assumes an obligation to keep all data received from other federal and
state agencies and commercial entities in confidence, and to use the data for statistical
purposes only in accordance with the provisions of Title 13, U.S.C. Section S. Upon
receipt, all data acquired as a result of this interagency agreement will be treated as if
they have, at a minimum, protection at the appropriate risk level in accordance with
NIST FIPS 200 and Special Publication 800-60.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r3 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37rl1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the CIO (Chief
Information Officer), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60 “Guide for Mapping Types of Information
and Information Systems to Security Categories: (2 Volumes) - Volume 1: Guide Volume
2: Appendices.” Security controls and subsequent assessments are to be completed
based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (US CERT). Once the Census Bureau



becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.

. APPROVALS

?/,/ | 7 el

Ron Jarmin (Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

A -
VL—*\ 3)si)s
U/ I
Rachael Wong, DrPH ; (Date)

Director
State of Hawaii Department of Human Services




Attachment A: Data Elements
1. Data Requirements

Data from the Hawaii Department of Human Services administration of SNAP for the
years 2013—2020 will include, when available;
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iii. Relationship to primary recipient

iv. Race

v. Sex

vi. Date of birth

vii. Education

viii. Employment
ix. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)

~Temopaoow



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey (ACS), the Current Population Survey (CPS) and the
Survey of Income and Program Participation (SIPP). In the case of SIPP, this evaluation
will also inform the redesign of the SIPP survey instrument that is currently underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (PVS) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for



some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research and Planning for the 2020 Census

The Census Bureau intends to test and potentially use data from many sources,
including public and private sources, to design and conduct the 2020 Census. The
Census Bureau intends to use state program information, along with data from federal,
state, and private sources to pursue the following four research initiatives, ieadlng to
improvements in quality and efficiency of 2020 Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.’

Data quality will be explored using 2010 decennial census data to assess the quality and
utility of household roster, location, and demographic characteristics data.
Disagreement observed in content across sources will be analyzed to develop
approaches such as modeling or business rules to resolve conflicting information.
Administrative records will be assessed to tabulate data at various levels of geography
including the housing unit, block, tract, and state levels. These tabulations will be
compared to the 2010 Census to assess accuracy based on the level of aggregation.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a

composite of public and private data sources.



Memorandum of Agreement

ALASKA Alaska Department of Revenue

PERMANENT Permanent Fund Dividend Division
FUND DIVIDEND PO Box 110462

Juneau, Alaska 99811-0462

pfd.alaska.gov

Terms and Responsibilities

The PFDD agrees to provide the agency with the URL, login and password to access the data via the web upon the agency’s
compliance with the requirements of this agreement. The PFDD does not guarantee the availability or accuracy of information
obtained by the agency from the PFDD’s computer data files. The agency agrees to use information obtained through this
agreement only for the purposes described in AS 43.23.017. The agency agrees to ensure that each subordinate employee
given access to the PFD Government Extract data will be required to sign a CONFIDENTIALITY AGREEMENT REGARDING
PERMANENT FUND DIVIDEND APPLICANT INFORMATION which includes all of the requirements provided in 15 AAC 23.253
(h). The agency agrees not to release, or allow its subordinate employees to release, information obtained through this
agreement other than as provided herein.

Data Security and Confidentiality

The agency understands that PFD applicant data is confidential as prescribed by AS 43.23.017 and art. |, § 22, Constitution of
Alaska. The agency hereby declares that safeguards are in place to prevent unauthorized access to PFD applicant data. The
agency also hereby declares that access to the PFDD’s computer data files will be limited to only those PFD applicant records
necessary for the uses and purposes as stated in the business intent, as it meets AS 43.23.017.

Should the agency employ the services of a contractor who will have access to PFD applicant data, the agency will submit a
statement to the PFDD, signed by the agency and the contractor affirming that the contractor and any subordinate employees
having access to the information understand that the information is confidential and have a signed CONFIDENTIALITY
AGREEMENT REGARDING PERMANENT FUND DIVIDEND APPLICANT INFORMATION which includes all of the
requirements provided in 15 AAC 23.253(h). The agency understands the applicable provisions of AS 11.56.860 and 5 U.S.C.
552a (Privacy Act of 1974) regarding misuse of confidential information.

Prior Agreements Superseded and Effective Date

This agreement supersedes and makes null and void all previous agreements made between the PFDD and the agency with
respect to access of the PFDD’s computer data files. This agreement is effective on the date of signature below and will remain
in effect as long as the agency’s uses and purposes are consistent with those as stated in section three (3) above and the
agency annually provides a certification agreeing to remain bound by all of the terms contained in this agreement. This
agreement may be renegotiated to incorporate change upon notification in writing by both parties and approval by all signatories.
This agreement may be rescinded at any time by either party upon notification in writing by the party rescinding the agreement
that they no longer wish to be bound by the terms of this agreement.

| certify that | am authorized to sign this document.

Your Signature: Date:

Adam Galemore 12/21/2017

This signature is not valid until you sign with myAlaska.



MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM '
THE IDAHO DEPARTMENT OF HEALTH AND WELFARE

Agreement No. 0094-FY17-NFE-0089

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Idaho Department of Health and Weifare for the
acquisition of Women, Infants, and Children (WIC) Administrative Data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau {0 access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Idaho Department of Health and Welfare to share WIC data and
anter into this agreement is Section 17 of the Child Nutrition Act of 1966, 42 U.S.C. §
1786 and implementing regulations at 7 CFR Part 246, WIC regulations at 7 CFR
246.26(d)(1)(i1) limit the disclosure of WIC reclpient information to those directly
connected with the administration or enfarcement of the WIC program, The Department
of Agriculture Food and Nutrition Service, through a Memorandum of Record sighed on
August 18, 2014, has determined that the Census Bureau is directly connected with the
administration of the WIC program because Census will provide to the state copies of its
tabulations of the data for the state to use in administering its WIC program.

3. TERMS AND CONDITIONS

Pursuant to this agreement, the Idaho Department of Health and Welfare, hereinafter
referred to as “the state program agency”, will transfer records to the Census Bureau
from the administration of WIC, hereinafter referred to as “the state data” and as
described in Attachment A of this agreement. All data that the state program agency
agrees to provide the Census Bureau remains confidential. To the extent provided by
law, confidentiality of this data will be maintained under Title 13 U.5.C, Section 8, and
the Privacy Act. To the extent provided by law, only Census Bureau staff and Special
Sworn Status ("S55") researchers will have access to the data. Any data, records, or
other information shared through this research agreement are protected from
unauthorized disclosure and shall be used solely for statistical purposes and not for
program or administrative enforcement. When the Census Bureau publicly releases
information related to this research, it will not be disclosed in individually-identifiable
form and results will meet Census Bureau disclosure avoldance guidelines. The Census
Bureau will link the state data to census data, survey data and administrative records
data. The Census Bureau will use the linked data for research and operations to
improve data coliection and record linkage methods for surveys and decennial censuses,




The Census Bureau will also utllize the state data to provide new and improved
estimates of population characteristics related to program participation.

a. The state program agency agrees:

i

it

To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of WIC for the years 20122021, as described In
Attachment A,

. To provide adequate documentation and support of transferred files for

the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, and record
length.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers will not contain any state data or direct
identifiers,

To allow the Census Bureau staff and Special Sworn Status (SS5)
researchers to use the state data at the Processing Sites listed in Section
4 of this agreement for the projects listed in Attachment B and for
additional projects as permitted by Section 3.b.i of this agreement.

b. The Census Bureau agrees:

iii.

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties,

To provide the state program agency a table package based on at least
twe consecutive calendar vyears of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those whe are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication coples of
any report or other document containing information derived from the
state data pertaining to WIC and resulting from use under this agreement
of the state data. If no comments are received from the state program
agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment




regarding the delivered documents for publication and/for distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

4., CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated’
provisions of this agreement on behalf of the Census Bureau; Including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points. of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:
Cristi Litzsinger
Idaho WIC Program Manager
Division of Public Health
Department of Health and Welfare
450 West State Street
Boise, ID 83720-0036
(208) 334-5951
cristl.litzsinger@dhw.idaho.qoy

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
{301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change,

5. DURATION OF AGREEMENT, AMENDMENTS., AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement will terminate six (6) years following the date on which it becomes effective,
if, at the end of six (6) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties will review this agreement at least once every three (3) years, or
whenever a Federal statute I1s enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or




canceled, The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty {30) days written notice
to the other party.

The original state data received from the state program agency wiil be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement, The
original -state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publiciy-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.

. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shail be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
* Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

» CONFIDENTIALITY

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities In confidence, and to use the data for
statistical purposes only In accordance with the provisions of Title 13, U.S.C. Section 9.
Upon recelpt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 8060-60r1,




- APPROVALS

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication B00-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the CIO {Chief
Information Officer), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities,

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1!
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16, Known or
suspected losses of protected data are to be reported within one {1) hour to the United
States Computer Emergency Readiness Team (US CERT). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.
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Michael Thieme (Date)

Acting Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau
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Ricigard M. Armstrong \\ (Date)
Director
Idaho Department of Health and Welfare




Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of WIC for the years 2012--2021 will include,
when available;
Case unit identifiers, :
Complete monthly case unit address history (residence, mailing), -
Benefit amounts recelved (monthly) or benefits received date {monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The foliowing information on individuals in a case unit:

i. Name

if. Case unit/main contact phone number

li. Relationship to primary recipient

iv. Recipient or Caretaker phone number

TTomoan o

v. Race-
vi. Hispanic origin/Ethnicity
vil. Sex

viii. Date of birth




Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project wili evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey (ACS), the Current Population Survey (CPS) and the
Survey of Income and Program Participation (SIPP). In the case of SIPP, this evaluation
will alsc inform the redesign of the SIPP survey instrument that is currently underway,

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Heaith
Statistics (NCHS), and linkages toc datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Heaith and Human Services and the
Department of Veterans Affairs.

2. Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, infants,
and children participating in the WIC program. Additionally, infants and children with a
high probability of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need. The project results can help state agencies improve outreach efforts. This
research helps the Census Bureau better understand their survey and census data.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (PVS) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVYS. Incomplete coverage in the PVS would

1 Eligible pregnant and breastfeeding women cannot be identified In ACS data.




have important implications for the Census Bureau's ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

4. Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census, The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations: -

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.*

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the guality and utility of household roster, location, and demegraphic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
infermation. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels, These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010 ,
Census data as well as using these data In in operational site tests with the end goal of
eventually Incorporating the data into decennial census operatjons.

5. Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy CGutcomaes

The U,S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizaticnal research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access, The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau's mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
poputlation and economy. As Census and other Federal Statistical Agencies successfuily
integrate Administrative Data, they acquire and use the data within the context of

2 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

3 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-respense follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count Imputation using information from a
composite of public and private data sources.




comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research, CBLI relies on the
Census Bureau’s authority to access government records and coilect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices,




MODIFICATION TO THE
MEMORANDUM OF UNDERSTANDING BETWEEN THE
U.S. CENSUS BUREAU AND
THE LOS ANGELES HOMELESS SERVICES AUTHORITY
Modification # 0094-FY16-NFE-0045-001

This document amends the June 7, 2016 agreement #0094-FY16-NFE-0045 between the
U.S. Census Bureau and the Los Angeles Homeless Services Authority (LAHSA) under which
LAHSA agrees to transfer to the Census Bureau confidential data. The purpose of the
amendment is to:

1

Add two additional projects to Attachment B: Description of Approved Research Projects:

6. Evaluating the Impact of Veterans Justice Programs on Homelessness,

Incarceration, and Healthcare

The Veterans Justice Programs (VIP) is a key component of the Department of Veterans
Affairs’ commitment to ending Veteran homelessness. The VIP partners with local criminal
justice agencies to identify Veterans who would benefit from treatment as an alternative
to incarceration, and links them to VA and community-based services to prevent
homelessness, end Veterans’ cyclical contact with the criminal justice system, improve
social and clinical outcomes, and facilitate recovery. The Healthcare for Reentry Veterans
(HCRV) program, one of two VIP programs and the focus of this study, provides pre-
release outreach, assessment, service linkage, and post-release case management
services for Veterans released from state and federal prisons to promote successful
community integration.

This will be the first comparative effectiveness study of HCRV, assessing homelessness,
incarceration, and healthcare utilization of its clients compared to control groups that did
not receive VIP services. Bureau of Justice Statistics (B]S) state prison data for Texas,
California, and New York will be matched with VIP records to identify control groups of (1)
veterans with current or recent involvement in the criminal justice system that have not
accessed HCRV and (2) criminal-justice involved non-veterans. To evaluate program
outcomes, these data will then be matched with sheiter and local jail data in New York
City, Houston and Harris County, Texas, and Los Angeles, CA to assess homeless service
and local criminal justice system involvement as well as earnings and employment data
from the Census Bureau, education data from the National Student Clearinghouse, and
state prison reentry data from the BJS.

Tracking Service Usage and Geographic Mobility following Shelter Exit

There is little research describing the circumstances under which homeless adults exit
homelessness and their subsequent life trajectories. This is generally a result of provider-
based data systems that track people during a spell of homelessness and may capture
information about precipitating factors, but do not track people beyond program exit or
across localities. Studies on migration among homeless persons are particularly rare for
this reason. One 1996 nationwide study found that 41 percent of homeless or formerly
homeless single adults reported moving communities following the onset of homelessness,
and 16 percent reported migrating across state lines, and less systematic findings suggest
that homeless adults have stronger place-based ties than others. Beyond limiting our
understanding of geographic mobility, these constraints have impeded research on the
extent to which formerly homeless adults access services in other locations. Little
research exists on the extent to which people homeless in one jurisdiction move and
access homelessness or other services elsewhere, with the one study on migratory
patterns of homeless service utilization focusing on homeless veterans.

1



All other terms and conditions contained in the original Census Bureau/LAHSA agreement
shall remain the same.

SIGNATURES:

On behalf of the Census Bureau, the undersigned individual hereby attests that he or she is
authorized to enter into this amendment and agrees to all the terms specified herein.

) /

) ! / "

Dr. John Eltinge (Date)
Assistant Director
Research and Methodology Directorate of U.S. Census Bureau

On behalf of LAHSA, the undersigned individual hereby attests that he or she is authorized
to enter into this amendment and agrees to all the terms specified herein.

gl 1

Peter Lynn ' (Date)
Executive Director
Los Angeles Homeless Services Authority




Memorandum of Understanding Execution Routing Form

Contractor Name: United States Department of Commerce — Bureau of the Census

Contract Number: 0094-FY18-NFE-0045-001 CFDA: NONE

Project: HMIS Data Acquisition

Contract Amount: N/A

Contract Term: June 7, 2016 and then set to terminate six (6) years after Signature Date

This MOU is between LAHSA and the U.S. Census Bureau in which LAHSA provides data from HMIS to the U.S.

Census Bureau.

Contract Execution [J
Fiscal Approval Required Yes [ No ®

Comment:

This modification to the MOU adds two additional projects to the Description of Approved Research
Projects for this MOU.

Completed by Funder Agreement Executed [
o~ 3y 4
o A /10
Contracts Specialist Date
Approved generally by I,
y 7 2 ’7) X .
2O A " >/3/ 1
Contracts Unit Manager Date ' 4

Approved, generally apd specifically for Statement of Work, by

OANAA M AN~ SizlE7

Data and Réfsearch‘ﬁllal‘ager

Date

Approved, generally and specifically for Performance Targets, by

N/A
Outcomes and Evaluation Manager
RETURN TO CONTRACTS UNIT — SEE COMMENTS ABOVE O
READY FOR EXECUTION BY CFO AND EXECUTIVE DIRECTOR X

N/A
Chief Financial Officer, Date

Executive Exec :{V/‘ ’{ﬁ! "l‘ﬂ

Executive Director Date



LOS ANGELES
HOMELESS
SERVICES
AUTHORITY

ADMINISTRATIVE OFFICE
811 Wilshire Blvd., 6™ Floor

Los Angeles, CA 90017
Ph: 213.683.3333 MEMO
Fx: 213.892.0093
TTY: 213.553.8488
www.lahsa.org

To: Katherine Reeves

From: Debra Neal, Administrative Assistant /Operation Unit

Date: March 7, 2017

CC:  Shalon Zeferjahn, Contract Unit Manager

Re: Contract Number 0094-FY16-NFE-0045-001

Dear Mr. Eltinge:

Enclosed is the fully executed Memorandum of Understanding between Los Angeles Homeless
Services Authority and The United States Department of Commerce- Bureau of the Census- HMIS
Data Acquisition.

Please keep this Contract in your records for future reference and auditing purposes.

If you have any questions regarding this matter, please contact Steve Cuellar, Contract Specialist at
(213) 683.3349 or via email scuellar@lahsa.org

- A Joint Autherity Created by the City and County of Los Angeles




MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM
THE ALABAMA DEPARTMENT OF PUBLIC HEALTH

Agreement No. 0094-FY16-NFE-0072

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Alabama Department of Public Health for the
acquisition of Women, Infants, and Children (WIC) Administrative Data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S5.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Alabama Department of Public Health to share WIC data and enter
into this agreement is Section 17 of the Child Nutrition Act of 1966, 42 U.S.C. § 1786
and implementing regulations at 7 CFR Part 246. WIC regulations at 7 CFR 246.26(e)
limit the disclosure of WIC recipient information to those directly connected with the
administration or enforcement of the WIC program. The Department of Agriculture Food
and Nutrition Service, through a Memorandum of Record signed on August 18, 2014,
has determined that the Census Bureau is directly connected with the administration of
the WIC program because Census will provide to the state copies of its tabulations of the
data for the state to use in administering its WIC program.

Additional authority for the Alabama Department of Public Health to enter into this
agreement is Section 38-2-6 of the Code of Alabama 1975 regarding the use and
confidentiality of records concerning children, children’s families, and public-assistance
recipients and applicants.

The Census Bureau shall protect the information provided under this agreement in
accordance with 13 U.S.C. Section 9. Both parties agree to comply with HIPAA to the
extent applicable under this agreement. In the unlikely even protected health
information (PHI), as that term is defined by HIPAA, is disclosed to the other party for
any purpose, the receiving party will not use or disclose PHI other than as permitted or
required by this Agreement and /or applicable law.

3. TERMS AND CONDITIONS

Pursuant to this agreement, the Alabama Department of Public Health, hereinafter
referred to as “the State program agency”, will transfer records to the Census Bureau



from the administration of WIC, hereinafter referred to as “the State data” and as
described in Attachment A of this agreement. All data that the State program agency
agrees to provide the Census Bureau remains confidential. To the extent provided by
law, confidentiality of these data will be maintained under Title 13 U.S.C, Section 9, and
the Privacy Act of 1974. To the extent provided by law, only Census Bureau staff and
Special Sworn Status (SSS) researchers will have access to the data. Any data, records,
or other information shared through this research agreement are protected from
unauthorized disclosure and will be used solely for statistical purposes and not for
program or administrative enforcement. When the Census Bureau publicly releases
_information related to this research, it will not be disclosed in individually-identifiable
form and results will meet Census Bureau disclosure avoidance guidelines. The Census
Bureau will link the State data to census data, survey data and administrative records
data. The Census Bureau will use the linked data for research and operations to
improve data collection and record linkage methods for surveys and decennial censuses.
The Census Bureau will also utilize the State data to provide new and improved
estimates of population characteristics related to program participation.

a. The State program agency agrees:

i. To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of WIC for October 2014—2021, as described in
Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, and record
length.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the State
data. Record linkage identifiers will not contain any State data or direct
identifiers.

iv. To allow the Census Bureau staff and Special Sworn Status (SSS)
researchers to use the State data at the Processing Sites listed in Section
4 of this agreement for the projects listed in Attachment B and for
additional projects as permitted by Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the State data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

i. To provide the State program agency a table package based on at least
two consecutive calendar vyears of State program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the State overall and by
various demographic, economic, and household characteristics and by



county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the State
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

ii. To the extent permitted by law, allow the State program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
State data pertaining to WIC and resulting from use under this agreement
of the State data. If no comments are received from the State program
agency within fourteen (14) days from delivery of pre-publication
documents to the State program agency, the Census Bureau shall send a
reminder notice to the State program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the State program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the State
data under this agreement.

4. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated "Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the State program agency and the
Census Bureau, respectively:

State program agency POC:
Amanda Martin
Alabama WIC Program Director
Bureau of Family Health Services
Alabama Department of Public Health
201 Monroe Street, Suite 1300
Montgomery, Alabama 36104
(334) 206-2927
Amanda.Martin@adph.state.al.us




Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
- agreement will terminate six (6) years following the date on which it becomes effective.
If, at the end of six (6) years, the parties wish to continue the relationship, they must
execute a new agreement.

This Memorandum of Understanding may be canceled at any time by either party
providing a thirty (30) day written notice to the other party.

The parties will review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau's Associate Director for
Research and Methodology and the State program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original State data received from the State program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the State program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original State data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the State data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of State records with
linkage identifiers and State data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.



6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resclved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

7. CONFIDENTIALITY

Alabama Code section 38-2-6 protects the confidentiality of the State data, as well as
WIC regulations at 7 CFR 246.26(e). The Census Bureau assumes an obligation to keep
all data received from other federal, state, and tribal agencies and commercial entities in
confidence, and to use the data for statistical purposes only in accordance with the
provisions of Title 13, U.S.C. Section 9. Upon receipt, all data acquired as a result of
this interagency agreement will be treated as if they have, at a minimum, protection at
the appropriate risk level in accordance with NIST FIPS 200 and Special Publication 800-
60ri1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the CIO (Chief
Information Officer), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (US CERT). Once the Census Bureau



becomes aware of a known breach of the State data, the Census Bureau will contact the
identified State program agency contacts to discuss the actions and potential remedies
regarding the incident. ‘

. APPROVALS
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Ron Jarmin (Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau
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Amanda Martin (Date)

Alabama WIC Program Director
Alabama Department of Public Health
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Thomas M. Miller, M.D. (Date)

State Health Officer
Alabama Department of Public Health
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Attachment A: Data Elements
1. Data Requirements

Data from the administration of WIC beginning October 2014 -2021 will include, when
available:

(a) Family ID
(b) Physical Address
(¢) Reported Income
(d) Number in Household
(e) The following information on individuals:
i) Participant ID
i) Name
iii) Race
iv) Ethnicity
v) Sex
vi) Date of Birth
vii) Adjunct Program (if applicable)



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvément of Demographic Surveys Using State, Federal and
Tribal Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the
State data to investigate survey frame coverage, survey effects and survey non-
response.

This project will focus on evaluating and improving the measurement of State programs
in the American Community Survey (ACS), the Current Population Survey (CPS) and the
Survey of Income and Program Participation (SIPP). In the case of SIPP, this evaluation
will also inform the redesign of the SIPP survey instrument that is currently underway.

This project will include additional studies that use administrative records from state,
federal and tribal programs (including the State data) and/or Census Bureau survey
data, and that can inform the Census Bureau about the quality of its data products and
the feasibility of using administrative records to improve Census Bureau data products.
These additional studies could include linkages to surveys conducted by the National
Center for Health Statistics (NCHS), and linkages to datasets created from joint
statistical projects between the Census Bureau and NCHS, the USDA Economic Research
Service, the Bureau of Justice Statistics, the Department of Health and Human Services
and the Department of Veterans Affairs.

2. Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, infants,
and children participating in the WIC program. Additionally, infants and children with a
high probability of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.’ The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need. The project results can help State agencies improve outreach efforts. This
research helps the Census Bureau better understand their survey and census data.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (PVS) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for

1 Eligible pregnant and breastfeeding women cannot be identified in ACS data.



some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the State program
administrative records will permit an assessment of the coverage completeness in PVS
while improving upon coverage in the PVS of the populations participating in State
programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
State program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;>
C. unduplicating public, private, and census lists; and

D. imputing missing data.*

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

2 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

3 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of

comprehensive data stewardship programs that ensure strong confidentiality and privacy .
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.
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MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE NEVADA DIVISION OF WELFARE AND SUPPORTIVE SERVICES

Agreement No. [2064-FY19-NFE-0267]

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Nevada Division of Welfare and Supportive Services
(DWSS) for the acquisition of Supplemental Nutrition Assistance Program (SNAP) and
Temporary Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of dutles under Title 13, United States Code.

The authority for the Nevada DWSS to share SNAP data and enter into this Agreement is
Section 17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Food and
Nutrition Act of 2008 limits the use of SNAP recipient information to those directly
connected with the administration or enforcement of the provisions of the Act, specifically
Section 11(e)(8)(A) of the Act (7 U.S.C, 2020(e)(8)(A)). The Department of Agriculture
Food and Nutrition Service, through a Memorandum of Record signed on October 24, 2017
has determined that the Census Bureau is directly connected with the administration of
the SNAP program because Census will provide to the state copies of its research
tabulations for the state to use In administering its SNAP program.

The authority for the Nevada DWSS to share TANF data and enter into this Agreement Is
consistent with Section 1137 of the Social Security Act and Section 205.50 of Title 45,
Code of Federal Regulations.

Additional authority for the Nevada DWSS to enter into this Agreement is the Nevada
Statute, NRS 422A.342 regarding the custody, use, preservation and confidentiality of
records, files and communications concerning applicants for and recipients of public
assistances or assistance pursuant to Children’s Health Insurance Program.

TERMS AND CONDITIONS

Pursuant to this Agreement, the Nevada DWSS, hereinafter referred to as “the state
program agency” shall transfer records to the Census Bureau from the administration of
SNAP and TANF, hereinafter referred to as “the state data” and as described in Attachment
A of this Agreement. All data that the state program agency agrees to provide the Census
Bureau remains confidential. To the extent provided by law, confidentiality of this data
will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent
provided by law, only Census Bureau staff and those Special Sworn Status (SSS)
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researchers participating in the projects will have access to the data. Access shall be
limited to the minimum number of individuals necessary. Any data, records, or other
information shared through this research Agreement are protected from unauthorized
disclosure and shall be used solely for statistical purposes and not for program or
administrative enforcement. When the Census Bureau publicly releases information
related to this research, it may not be disclosed in individually-identifiable form that
permits the identification of any Individual respondents, businesses, organizations, or
institutions, and results will meet Census Bureau disclosure avoidance guidelines. The
Census Bureau will link the state data to census data, survey data and administrative
records data. To the extent provided by law, the Census Bureau will recognize the state
program agency as the owner of the original data in the form that it is delivered to the
Census Bureau, prior to its integration with confidential Census data. The Census Bureau
will use the linked data for research and operations to improve data collection and record
linkage methods for surveys and decennial censuses. The Census Bureau will also utilize
the state data to provide new and Improved estimates of population characteristics related
to program participation.

a. The state program agency agrees:

I. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2017—
2023, as described In Attachment A.

ii. To provide adequate documentation and support of transferred flles for the
Census Bureau to be able to interpret the data for the uses permitted in this
Agreement; including definitions of active participants, a record layout,
record count, record length and data dictionary.

lli. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address Identifiers to each record In the state
data. Record linkage identifiers may not contain any state data or direct
Identiflers.

iv. To allow the Census Bureau staff and SSS researchers to use the state data
at the Processing Sites listed in Section 4 of this Agreement for the projects
listed In Attachment B and for additional projects as permitted by Section
3.b.i of this Agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

li. To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shall include
estimated rates of program eligibility and access/participation for the state
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overall and by various demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6) months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.

li. To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to SNAP and TANF and resulting from use under this
Agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are received
within three (3) business days from delivery of the reminder notice, the
state program agency will be deemed to have no comment regarding the
delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
Agreement.

4. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this Agreement on behalf of the Census Bureau; including observance of all
condltions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network:

Sites: Bowie Computer Center or Other Approved Census Computer Centers
Suitland Federal Center
Federal Statistical Research Data Centers
Census Approved Cloud Services

The parties mutually agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the Census
Bureau, respectively:

State program agency POC:
Steve H. Fisher
Administrator
Nevada Division of Welfare and Supportive Services
1470 College Parkway
(775) 684-0500

shfisher@dwss.nv.qov
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Census Bureau POC: Michael Berning
Assistant Division Chief
Data Acquisitlon and Curation
Economic Reimbursable Surveys Division
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-2028
ichael nsus.gov

The parties agree that if there Is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it is signed by both parties. The
Agreement shall terminate five (5) years following the date on which it becomes effective.
If, at the end of five (5) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties shall review this Agreement at least once every three (3) years, or
whenever a Federal statute Is enacted that materially affects the substance of the
Agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Assistant Director for
Economic Programs and the state program agency.

Notwithstanding all other provisions of this Agreement, the Parties agree that:

a. This Agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this Agreement upon thirty (30) days written notice to
the other party.

To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for a maximum of two
(2) years, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditions. Any revisions to the data retention
timetable after the execution of this Agreement will be stated in writing in an amendment
to this Agreement. The original state data will be expunged from Census Bureau systems,
so long as such expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived In whole or Iin part from the state data will not be discontinued due to the
expiration or termination of this Agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this Agreement.
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To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
to public-facing websites. This documentation, such as a record layout or data dictionary,
can include file descriptions, varlable lists, variable labels and valid values for each
variable.

6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this Agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officlals for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
Agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C, Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this Agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this Agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.S.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

7. CONFIDENTIALITY

A, IT Security

Nevada Statute, NRS 422A.342 protects the confidentiality of the state data, as
well as:

~ Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

—~ Temporary Assistance to Needy Families, 42 U.S.C, § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Soclal Security Act, 42 U.S.C, § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C, § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Adminlistration, 20 CFR
Part 603.

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this Agreement. As a federal agency, the
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Census Bureau is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state laws to the extent that they do not conflict
with the Census Bureau’s requirements under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only In accordance with the provisions of Title 13,
United States Code. The data provided under this Agreement are confidential
under 13, U.S.C. § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
Agreement will be treated as if they have, at a minimum, protection at the
appropriate risk level in accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All
systems are fully assessed against NIST Special Publication 800-53r4
“Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Speclal Publication 800-37r1 “Guide for Applying the
Risk Management Framework to Federal Information Systems: A Security Life
Cycle Approach.” The Census Bureau IT Security Program is reviewed annually by
the Department of Commaerce Office of the CIO (Chief Information Officer), as well
as the Department of Commerce Office of Inspector General, as part of the
oversight responsibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Speclal Publication 800-60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization,

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
Identifies, assesses and authorizes use based on the published FedRAMP results
and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basis under
FISMA.

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum M-17-12, Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC
CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
breach of the State Data, the Census Bureau will contact the state program agency
contacts to discuss the actions and potential remedies regarding the incident.

Disclosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information collected from the public under
the authority of Title 13. Section 214 of Title 13, U.S.C., and Sections 3551,
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3559 and 3571 of Title 18, U.S.C., provide for the imposition of penalties of
up to five years In prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for protecting the confidentiality of data,
as required under Title 13 U.S.C. A disclosure of data occurs when someone
can use published statistical information to identify an individual who has
provided confidential information under a pledge of confidentiality, For data
tabulations, the Census Bureau uses disclosure avoldance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure. Although a published table may appear to show information
about a specific Iindividual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise injection is the Census Bureau's preferred disclosure avoidance
technique. By policy, noise injection is applied to all data products that are
reported with geographies smaller than a state. In cases when it is not
feasible to fully implement noise injection within the period of the contract, a
transition plan for implementing noise injection or other provable privacy
methods must be developed In coordination with the Census Bureau. Noise
injection may be required for microdata releases, depending on the
characteristics of the microdata and the specific variables that are to be
released. Data that cannot be publicly released may still be analyzed within
the Federal Statistical Research Data Centers (FSRDCs) by individuals who
have Special Sworn Status; the results of such analyses must still go through
a disclosure avoidance process prior to being publicly released.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau which
has the responsibility of carrying out that work. Accordingly, upon completion of
the tabulation, the data produced must be reviewed by the Census Bureau to
ensure that no identifiable Title 13 data are or may be disclosed. Should the
Census Bureau'’s Disclosure Review Board (DRB) determine that the requested
statistical product does or reasonably could result in such disclosure, then the
data product will be modified prior to approval for release to the party(ies) to this
Agreement. The DRB must approve before a research product can be released to
an individual who does not have SSS and a need to know, or moved to a
computer not approved for controlled data according to Census’ existing policies
and procedures.

(This space intentionally left blank.)
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8. APPROVALS
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v \'4 vva,,

Kevin Deardorff (Date)

Chief, Economic Reimbursable Surveys Division
U.S. Census Bureau

%?/2 S/r3/17

Steve H. Fisher (Date)

Administrator
Nevada Division of Welfare and Supportive Services
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Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of SNAP, and TANF for the years 2017—2023 will
include, when available:
Case unit identifiers,
Active Participant definitions,
Complete monthly case unit address history (residence, mailing),
Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:
I. Name
li. Social Security Number
ili. Case unit/main contact phone number
iv. Relationship to primary recipient

a0 o

o oTa e

v. Race
vi. Hispanic origin/Ethnicity
vil. Sex

vili. Date of birth
ix. Gross income (monthly)
x. Net Income (monthly)
xi. Monthly Income source (earnings, TANF, SSI, SSA, Ul, general assistance,
other)
xli. Education
xili. Employment
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Attachment B: Description of Approved Research Projects

1.

2-

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
In the American Community Survey (“ACS"), the Current Population Survey ("CPS") and
the Survey of Income and Program Participation (“SIPP"). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can Inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affalrs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up Is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at home,
race or ethnic identification, or urbanicity could affect interpretations of Supplemental
Poverty Measure estimates. This research also benefits FNS and state agencies by
assessing the characteristics of persons with unmet needs. The project results in
aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation Systemn ("PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person Identifiers to
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each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and Improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage In the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau Is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
Information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item Imputation and count imputation using information from a
composite of public and private data sources.
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population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau'’s data stewardship culture, policies, and
practices,
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MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE NORTH DAKOTA DEPARTMENT OF HUMAN SERVICES

Agreement No. 0094-FY17-NFE-0077

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Economic Assistance Division, North Dakota
Department of Human Services, for the acquisition of Supplemental Nutrition Assistance
Program (SNAP) and Temporary Assistance for Needy Families (TANF) data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Economic Assistance Division, hereinafter referred to as “the state
program agency,” to share SNAP data and enter into this agreement is Section 17 of the
Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Act limits the use of SNAP
recipient information to those directly connected with the administration or enforcement
of the provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C.
2020(e)(8)(A)). The Department of Agriculture Food and Nutrition Service, through a
Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau is directly connected with the administration of the SNAP program because the
Census Bureau will provide to the state program agency copies of its tabulations of the
data for the state program agency to use in administering its SNAP program.

The authority for the state program agency to share TANF data and enter into this
agreement is the Public Health and Welfare Act, 42 U.S.C. § 613.

Pursuant to this agreement, the state program agency shall transfer records to the .
Census Bureau from the administration of SNAP and TANF, hereinafter referred to as
“the state data” and as described in Attachment A of this agreement. All data that the
state program agency agrees to provide the Census Bureau remains confidential. To the
extent provided by law, confidentiality of this data will be maintained under Title 13
U.S.C, Section 9, and the Privacy Act. To the extent provided by law, only Census
Bureau staff and Special Sworn Status (“"SSS”) researchers will have access to the data.
Any data, records, or other information shared through this research agreement are
protected from unauthorized disclosure and shall be used solely for statistical purposes
and not for program or administrative enforcement. When the Census Bureau publicly
releases information related to this research, it may not be disclosed in individually-
identifiable form and results will meet Census Bureau disclosure avoidance guidelines.
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The Census Bureau will link the state data to census data, survey data and
administrative records data. The Census Bureau will use the linked data for research
and operations to improve data collection and record linkage methods for surveys and
decennial censuses. The Census Bureau will also utilize the state data to provide new
and improved estimates of population characteristics related to program participation.

a. The state program agency agrees:

iii.

To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2004—
2021, as described in Attachment A.

To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

To provide the state program agency a table package based on at least
two consecutive calendar years of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
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program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

3. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:
Carol Cartledge
Director of Economic Assistance Division
North Dakota Department of Human Services
600 E Boulevard Ave, Judicial Wing, 3™ Floor
Bismarck, ND 58505
(701) 328-4008
ccartledge@nd.gov

Census Bureau POC: Dr. Amy O’Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.



4. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes
effective. If, at the end of six (6) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.

5. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement .may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in



order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

. CONFIDENTIALITY

N.D.C.C. 44-04-18.19 and N.D.C.C. 50-06-15 protect the confidentiality of the state
data, as well as:

-~ Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

— Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C. § 654(26);

— Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

— U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (“US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.
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Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of SNAP and TANF for the years 2004—2021 will
include, when available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
Benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iiil. Case unit/main contact phone number

iv. Relationship to primary recipient

~Tempanoo

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Education
X. Employment
xi. Monthly income source (earnings, TANF, SSI, SSA, Ul, general assistance,
other)



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (“CPS”) and
the Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau's authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.
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i.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE OREGON DEPARTMENT OF HUMAN SERVICES

Agreement No. 0094-FY17-NFE-0076

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Oregon Department of Human Services for the
acquisition of Supplemental Nutrition Assistance Program (SNAP) and Temporary
Assistance for Needy Families (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the Oregon Department of Human Services to share SNAP data and
enter into this agreement is Section 17 of the Food and Nutrition Act of 2008 (Act), 7
U.S.C. § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP recipient
information to those directly connected with the administration or enforcement of the
provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C.
2020(e)(8)(A)). The Department of Agriculture Food and Nutrition Service (FNS),
through a Memorandum of Record signed on August 18, 2014, has determined that the
Census Bureau is directly connected with the administration of the SNAP program
because Census will provide to the state copies of its tabulations of the data for the state
to use in administering its SNAP program.

The authority for the Oregon Department of Human Services to share TANF data and
enter into this agreement is the Public Health and Welfare Act, 42 U.5.C. § 613.
Additional authority for the Oregon Department of Human Services to enter into this
agreement is Oregon Revised Statute 411.116.

Additionally, under Oregon Revised Statute 411.320, as relevant to this agreement, the
Oregon Department of Human Services may only use and disclose public assistance
records, such as SNAP records, for purposes directly connected with the administration
of the public assistance programs, or as necessary to assist public assistance applicants
and recipients in accessing and receiving other governmental or private nonprofit
services.

Disclosing data to the Census Bureau and receiving information from the Census Bureau
will allow the Oregon Department of Human Services to identify specific geographical
areas and populations that underutilize the SNAP program and to do outreach to these
underserved groups. One of the goals of SNAP is to reach all families and individuals
that may be eligible for benefits and break through barriers to those not currently
receiving benefits but may be potentially eligible. Per the USDA Economic Research
Service, in 2012, Oregon experienced a 13.6% food insecurity rate, meaning 13.6% of



Oregonians experienced hunger at some point in the year. In addition, child hunger
rates in Oregon are more alarming. According to a study completed by Feeding
America, in conjunction with USDA food insecurity measurements, Oregon's child food
insecurity for 2011 was 29.1%, meaning 29.1% of Oregon children experienced hunger
at some point during the year. Obtaining tabulations through this agreement will help
Oregon to continue to combat hunger, improving health and well-being of Oregonians.
This data sharing agreement will assist the Oregon Department of Human Services in
reaching underserved populations, continuing to battle hunger, maximizing nutrition
education efforts and realizing potential federal fiscal benefits.

TERMS AND CONDITIONS

Pursuant to this agreement, the Oregon Department of Human Services, hereinafter
referred to as “the state program agency” shall transfer records to the Census Bureau
from the administration of SNAP and TANF, hereinafter referred to as “the state data”
and as described in Attachment A of this agreement. All data that the state program
agency agrees to provide the Census Bureau remains confidential. To the extent
provided by law, confidentiality of this data will be maintained under Title 13 U.S.C,
Section 9, and the Privacy Act, 5 U.S.C. 552a. To the extent provided by law, only
Census Bureau staff and Special Sworn Status ("SSS") researchers will have access to
the data. Any data, records, or other information shared through this data sharing
agreement are protected from unauthorized disclosure and shall be used solely for
statistical purposes and not for program or administrative enforcement. When the
Census Bureau publicly releases information related to this agreement, it may not be
disclosed in individually-identifiable form and results will meet Census Bureau disclosure
avoidance guidelines. The Census Bureau will link the state data to census data, survey
data and administrative records data. The Census Bureau will use the linked data for
research and operations to improve data collection and record linkage methods for
surveys and decennial censuses. The Census Bureau will also utilize the state data to
provide new and improved estimates of population characteristics related to program
participation.

a. The state program agency agrees:

i, To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2015-
2021, as described in Attachment A,

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

iil. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

iv. To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.



b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency a table package based on at least
two consecutive calendar years of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

iii. To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

4. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact ("POC”) for the agreement on behalf of the state program agency and
the Census Bureau, respectively:



State program agency POC:
Maurice Walker
EBT Coordinator
Office of Self-Sufficiency Programs
500 Summer St NE E48, Salem, OR 97301
503-945-6075
maurice.walker@state.or.us

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.qov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes
effective. If, at the end of six (6) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3,
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in



Attachment B will not be discontinued due to expiration or termination of this
agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C, App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

CONFIDENTIALITY
Oregon State Statute, ORS 411.320, protects the confidentiality of the state data, as

well as:

— Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

-~ Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

— 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

-~ Social Security Administration Disclosure, 20 CFR Part 401;

—  Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1,

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO"), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.



All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with Office of Management and Budget (OMB)
Memorandum 6-19 and M-07-16. Known or suspected losses of protected data will be
reported within one (1) hour to the United States Computer Emergency Readiness Team
("US CERT"). Once the Census Bureau becomes aware of a known breach of the state
data, the Census Bureau will contact the identified state program agency contacts to
discuss the actions and potential remedies regarding the incident.
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Director, Self-Sufficiency Programs
Oregon Department of Human Services




Attachment A: Data Elements
1. Data Regquirements

Data from the administration of SNAP and TANF for the years 2015—2021 will include,
when available:

Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
Benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

ili. Case unit/main contact phone number

iv. Relationship to primary recipient
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v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Education
x. Employment
xi. Monthly income source (earnings, TANF, SSI, SSA, Ul, general assistance,
other)



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers muitiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/for
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response,

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey ("CPS") and
the Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS") uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.



4. Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.’

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

5. Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and cther Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.
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FIA/USCEN 19-001

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE STATE OF MARYLAND FAMILY INVESTMENT ADMINISTRATION,
DEPARTMENT OF HUMAN SERVICES

Agreement No. [2064-FY19-NFE-0304.000)

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the State of Maryland Family Investment Administration
(FIA), Department of Human Services (DHS) for the acquisition of Supplemental Nutrition
Assistance Program (SNAP) and Temporary Assistance for Needy Families (TANF) data
contained in the Client Automated Resource and Eligibility System (CARES) and the
Maryland WORKS system.

AUTHORITY

The authority for the Census Bureau to enter into this Agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the State of Maryland FIA DHS to share SNAP data and enter into this
Agreement is Section 17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026.
The Food and Nutrition Act of 2008 limits the use of SNAP recipient information to those
directly connected with the administration or enforcement of the provisions of the Act,
specifically Section 11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)). The Department of
Agriculture Food and Nutrition Service, through a Memorandum of Record signed on
October 24, 2017 has determined that the Census Bureau is directly connected with the
administration of the SNAP program because Census will provide to the state copies of its
research tabulations for the state to use in administering its SNAP program.

The authority for the State of Maryland FIA DHS to share TANF data and enter into this
Agreement is consistent with Section 1137 of the Social Security Act and Section 205.50
of Title 45, Code of Federal Regulations.

Additional authority for the state program agency to enter into this agreement is Md. Code
Ann., Human Services § 1-201, General Provisions Article, Section 4-202, et seq., and
COMAR 07.01.07.04 and COMAR.

TERMS AND CONDITIONS

Pursuant to this Agreement, the State of Maryland FIA DHS, hereinafter referred to as
“the state program agency” shall transfer records to the Census Bureau from the CARES
and Maryland WORKS system, hereinafter referred to as “the state data” and as described
in Attachment A of this Agreement. All data that the state program agency agrees to
provide the Census Bureau remains confidential. To the extent provided by law,
confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and the
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Privacy Act. To the extent provided by law, only Census Bureau staff and those Special
Sworn Status (SSS) researchers participating in the projects will have access to the data.
Access shall be limited to the minimum number of individuals necessary. Any data,
records, or other information shared through this research Agreement are protected from
unauthorized disclosure and shall be used solely for statistical purposes and not for
program or administrative enforcement. When the Census Bureau publicly releases
information related to this research, it may not be disclosed in individually-identifiable
form that permits the identification of any individual respondents, businesses,
organizations, or institutions, and results will meet Census Bureau disclosure avoidance
guidelines. The Census Bureau will link the state data to census data, survey data and
administrative records data. To the extent provided by law, the Census Bureau will
recognize the state program agency as the owner of the original data in the form that it
is delivered to the Census Bureau, prior to its integration with confidential Census data.
The Census Bureau will use the linked data for research and operations to improve data
collection and record linkage methods for surveys and decennial censuses. The Census
Bureau will also utilize the state data to provide new and improved estimates of population
characteristics related to program participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2017—
2024, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
Agreement; including definitions of active participants, a record layout,
record count, record length and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

iv. To allow the Census Bureau staff and SSS researchers to use the state data
at the Processing Sites listed in Section 4 of this Agreement for the projects
listed in Attachment B and for additional projects as permitted by Section
3.b.i of this Agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this Agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency with a copy of data tabulations that
the Census Bureau will create for Census research purposes. Specifically,
the Census Bureau will provide the state program agency with data
tabulations based on at least two consecutive calendar years of state
program participation administrative records linked to annual responses to
the American Community Survey (ACS). Data tabulations shalil include
estimated rates of program eligibility and access/participation for the state



iii.

4. CONTACTS

overall and by various demographic, economic, and household
characteristics and by county when the data allow. It also will include
distributions across the same characteristics both for program participants
and for those who are estimated to be eligible but do not participate. The
data tabulations will be delivered either within six (6) months from the date
that the state administrative records are processed and provided to Census
Bureau research staff, or from the date that relevant years of the ACS
become available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the state
data pertaining to SNAP and TANF and resulting from use under this
Agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are received
within three (3) business days from delivery of the reminder notice, the
state program agency will be deemed to have no comment regarding the
delivered documents for publication and/or distribution to persons outside
of the Census Bureau staff authorized to use the state data under this
Agreement.

As required by 5 U.S.C. § 2302(b)(13), any restriction with respect to
disclosure by a Government employee must be consistent with, not
supersede, nor conflict with, or otherwise alter the employee obligations,
rights, or liabilities created by existing statute or Executive order relating
to (1) classified information, (2) communications to Congress, (3) the
reporting to an Inspector General of a violation of any law, rule, or
regulation, or mismanagement, a gross waste of funds, an abuse of
authority, or a substantial and specific danger to public health or safety, or
(4) any other whistleblower protection. The definitions, requirements,
obligations, rights, sanctions, and liabilities created by controlling Executive
orders and statutory provisions are incorporated into this agreement and
are controlling. This paragraph shall not be construed to authorize the
withholding of information from Congress or the taking of any personnel
action against an empioyee who discloses information to Congress.

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this Agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the Agreement to prevent unauthorized use. The parties mutually agree
that the following locations are designated for data processing, analysis, and storage
within the Census Network:

Sites:

Bowie Computer Center or Other Approved Census Computer Centers
Suitland Federal Center

Federal Statistical Research Data Centers

Census Approved Cloud Services



The parties mutually agree that the following named individuals will be designated as
points of contact for the Agreement on behalf of the state program agency and the Census
Bureau, respectively:

State program agency POC:
Augustin Ntabaganyimana, MPA
Deputy Executive Director for Operations
Family Investment Administration
Maryland Department of Human Services
311 West Saratoga Street
Baltimore, MD 21201
(410) 767-7571

augustin.ntabaganyimana@maryland.gov

Census Bureau POC: Michael Berning
Assistant Division Chief
Data Acquisition and Curation
Economic Reimbursable Surveys Division
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-2028
A ina@

The parties agree that if there is a change regarding the information in this section, the
party making the change wiil notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This Agreement is effective on the date on which it is signed by both parties. The
Agreement shall terminate six (6) years following the date on which it becomes effective.
If, at the end of six (6) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties shall review this Agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
Agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Assistant Director for
Economic Programs and the state program agency.

Notwithstanding all other provisions of this Agreement, the Parties agree that:

a. This Agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this Agreement upon thirty (30) days written notice to
the other party.

To the extent permitted by federal law, the original state data received from the state
program agency will be retained by the Census Bureau after receipt for a maximum of two



(2) years, unless the state program agency establishes a different timetable as clarified,
when necessary, in Section 3, Terms and Conditions. Any revisions to the data retention
timetable after the execution of this Agreement will be stated in writing in an amendment
to this Agreement. The original state data will be expunged from Census Bureau systems,
so long as such expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this Agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this Agreement.

To promote organizational transparency, and in support of data discovery for current and
future research projects, the U.S. Census Bureau posts non-sensitive data documentation
to public-facing websites. This documentation, such as a record layout or data dictionary,
can include file descriptions, variable lists, variable labels and valid values for each
variable.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this Agreement, or
amendments and/or revisions thereto, that cannot be resoived at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration. If agreement on interpretation is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
Agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this Agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law,
claims which may arise for damages of any nature arising out of a Census Bureau act
under this Agreement. Such adjudication will be pursued under the Federal Tort Claims
Act, 28 U.S.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C.
Section 8101 et seq., or such other legal authority as may be pertinent. The U.S.
Department of Justice shall determine the appropriate venues for any litigation arising
under this Agreement.

7. CONFIDENTIALITY

A. IT Security

Md. Code Ann., Human Services § 1-201 protects the confidentiality of the state
data, as well as:

- Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;



- Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

— 7 CFR Part 272.1(c);

~ Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401;

~ Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR
Part 603.

The Census Bureau will comply with all federal laws applicable to the privacy or
security of data received pursuant to this Agreement. As a federal agency, the
Census Bureau is not subject to state laws, however the Census Bureau will comply
with the requirements of applicable state laws to the extent that they do not conflict
with the Census Bureau’s requirements under federal law.

The Census Bureau assumes an obligation to keep all data received from other
federal and state agencies and commercial entities in confidence, and to use the
data for statistical purposes only in accordance with the provisions of Title 13,
United States Code. The data provided under this Agreement are confidential
under 13, U.S.C. § 9. Per the Federal Cybersecurity Enhancement Act of 2015,
these data are also protected from cybersecurity risks through screening of the
systems that transmit the data. Upon receipt, all data acquired as a result of this
Agreement will be treated as if they have, at a minimum, protection at the
appropriate risk level in accordance with NIST FIPS 200 and Special Publication
800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with the Federal Information Security Modemization Act of 2014, Public
Law 113-283. All systems are fully assessed against NIST Special Publication 800-
53r4 “"Recommended Security Controls for Federal Information Systems and
Organizations,” as well as Special Publication 800-37r2 “Risk Management
Framework for Information Systems and Organizations: A System Life Cycle
Approach for Security and Privacy.” The Census Bureau IT Security Program is
reviewed annually by the Department of Commerce Office of the CIO (Chief
Information Officer), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST
FIPS 199 “Standards for Security Categorization of Federal Information and
Information Systems” and NIST Special Publication 800-60r1 “Guide for Mapping
Types of Information and Information Systems to Security Categories: (2 Volumes)
- Volume 1: Guide Volume 2: Appendices.” Security controls and subsequent
assessments are to be completed based on the final categorization.

Cloud providers must be approved for at least moderate level information through
the GSA FedRAMP process prior to acquiring any services. Census Bureau
identifies, assesses and authorizes use based on the published FedRAMP results
and an assessment of any Census Bureau (customer provided) controls
implemented to protect the infrastructure and data. Security reporting on cloud
providers is reported to the Department of Commerce on a regular basis under
FISMA.

The Census Bureau maintains a policy regarding the reporting of, and response to
losses of protected data in accordance with OMB Memorandum M-17-12. Known
or suspected losses of protected data are to be reported within one (1) hour of its
discovery to the Bureau of the Census Computer Incident Response Team (BOC



CIRT) who will report as required to the United States Computer Emergency
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known
breach of the State Data, the Census Bureau will contact the state program agency
contacts to discuss the actions and potential remedies regarding the incident.

Disclosure Avoidance Review of Statistical Products

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census
Bureau to keep confidential the information coliected from the public under
the authority of Title 13. Section 214 of Title 13, U.S.C., and Sections 3551,
3559 and 3571 of Title 18, U.S.C., provide for the imposition of penaities of
up to five years in prison and/or up to $250,000.00 in fines for wrongful
disclosure of confidential census information.

Disclosure avoidance is the process for protecting the confidentiality of data,
as required under Title 13 U.S.C. A disclosure of data occurs when someone
can use published statistical information to identify an individual who has
provided confidential information under a pledge of confidentiality. For data
tabulations, the Census Bureau uses disclosure avoidance procedures to
modify or remove the characteristics that put confidential information at risk
for disclosure. Although a published table may appear to show information
about a specific individual, the Census Bureau has taken steps to disguise or
suppress the original data, while making sure the results are still useful. The
techniques used by the Census Bureau to protect confidentiality in tabulations
vary, depending on the type of data.

Noise injection is the Census Bureau's preferred disclosure avoidance technique.
By policy, noise injection is applied to all data products that are reported with
geographies smaller than a state. In cases when it is not feasible to fully
implement noise injection within the period of the contract, a transition plan for
implementing noise injection or other provable privacy methods must be
developed in coordination with the Census Bureau. Noise injection may be
required for microdata releases, depending on the characteristics of the
microdata and the specific variables that are to be released. Data that cannot be
publicly released may still be analyzed within the Federal Statistical Research
Data Centers (FSRDCs) by individuals who have Special Sworn Status; the results
of such analyses must still go through a disclosure avoidance process prior to
being publicly released.

The parties understand that Title 13 confidentiality protection and disclosure
avoidance techniques apply to all work described in this Agreement. The
disclosure avoidance disclosure methods are defined by the Census Bureau which
has the responsibility of carrying out that work. Accordingly, upon completion of
the tabulation, the data produced must be reviewed by the Census Bureau to
ensure that no identifiable Title 13 data are or may be disclosed. Should the
Census Bureau's Disclosure Review Board (DRB) determine that the requested
statistical product does or reasonably could result in such disclosure, then the
data product will be modified prior to approval for release to the party(ies) to this
Agreement. The DRB must approve before a research product can be released to
an individual who does not have SSS and a need to know, or moved to a
computer not approved for controlled data according to Census’ existing policies
and procedures.
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Attachment A: Data Elements
1. Data Requirements

Monthly data from the CARES for each program for the years 2017-2024, and from the
Maryland WORKS system for each program for the years 2017—2024 will include, when
available:

Case unit identifiers,
Active Participant definitions,
Complete monthly case unit address history (residence, mailing),
Monthly Benefits data (any of the available: benefits received date, benefits
amount issued/received, and benefit amount redeemed),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Last four (4) digits of the Social Security Number

iii. Case unit/main contact phone number

iv. Relationship to primary recipient

onow
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v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth

ix. Gross income (monthly)

x. Net Income (monthly)

xi. Monthly income source (earnings, TANF and general assistance)
xii. Education
xiii. Employment



Attachment B: Description of Approved Research Projects

1.

2.

3.

Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (“"CPS”) and
the Survey of Income and Program Participation (*SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affairs.

Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at home,
race or ethnic identification, or urbanicity could affect interpretations of Supplemental
Poverty Measure estimates. This research also benefits FNS and state agencies by
assessing the characteristics of persons with unmet needs. The project results in
aggregate information that state agencies can use to improve outreach efforts.

Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS") uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to
each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau's ability to evaluate and improve its
data products using administrative records. The use of the state program administrative



records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;2
C. unduplicating public, private, and census lists; and

D. imputing missing data.3

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance Policy
Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’'s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



purposes, and leverages the Census Bureau's data stewardship culture, policies, and
practices.



MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE OFFICE OF TEMPORARY AND DISABILITY ASSISTANCE OF THE STATE OF NEW YORK

Agreement No. [0094-FY16-NFE-0071]

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Office of Temporary and Disability Assistance, an agency of the
State of New York (NYS OTDA), for the acquisition of data from the Supplemental Nutrition
Assistance Program (SNAP) and Public Assistance programs (TANF).

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the New York Office of Temporary and Disability ‘Assistance to share SNAP
data and enter into this agreement is Section 17 of the Food and Nutrition Act of 2008
(Act), 7 U.S.C., § 2026. The Food and Nutrition Act of 2008 limits the use of SNAP
recipient information to those directly connected with the administration or enforcement
of the provisions of the Act, specifically Section 11(e)(8)(A) of the Act (7 U.S.C.
2020(e)(8)(A)). The Department of Agriculture Food and Nutrition Service, through a
Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau is directly connected with the administration of the SNAP program because
Census will provide to the state copies of its tabulations of the data for the state to use
in administering its SNAP program.

The authority for the New York Office of Temporary and Disability Assistance to share TANF
data from the Public Assistance programs and enter into this agreement is the Public
Health and Welfare Act, 42 U.S.C. § 613.

3. TERMS AND CONDITIONS

Pursuant to this agreement, the New York Office of Temporary and Disability Assistance,
hereinafter referred to as “the state program agency” shall transfer records to the
Census Bureau from the administration of SNAP and Public Assistance programs,
hereinafter referred to as “the state data” and as described in Attachment A of this
agreement. All data that the state program agency agrees to provide the Census Bureau
remains confidential. To the extent provided by law, confidentiality of this data will be
maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent provided
by law, only Census Bureau staff and Special Sworn Status ("SSS”) researchers will have



access to the data. Any data, records, or other information shared through this research
agreement are protected from unauthorized disclosure and shall be used solely for
statistical purposes and not for program or administrative enforcement. When the
Census Bureau publicly releases information related to this research, it may not be
disclosed in individually-identifiable form and results will meet Census Bureau disclosure
avoidance guidelines. The Census Bureau will link the state data to census data, survey
data and administrative records data. The Census Bureau will use the linked data for
research and operations to improve data collection and record linkage methods for
surveys and decennial censuses. The Census Bureau will also utilize the state data to
provide new and improved estimates of population characteristics related to program
participation.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of Public Assistance programs
for the years 2013—2020, as described in Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

iii. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers may not have access to Social Security Numbers.

iv. To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

i. To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

ii. To provide the state program agency a table package based on at least
two consecutive calendar vyears of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates



4. CONTACTS

of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and Public Assistance programs and
resulting from use under this agreement of the state data. If no
comments are received from the state program agency within fourteen
(14) days from delivery of pre-publication documents to the state program
agency, the Census Bureau shall send a reminder notice to the state
program agency. If no comments are received within three (3) business
days from delivery of the reminder notice, the state program agency will
be deemed to have no comment regarding the delivered documents for
publication and/or distribution to persons outside of the Census Bureau
staff authorized to use the state data under this agreement.

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center

Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC:

Dave Dlugolecki

New York State Office of Temporary and Disability Assistance
Bureau of Data Management and Analysis

40 North Pearl Street, 14A

Albany, NY 12243

(518) 474-1192

Dave.dlugolecki@otda.ny.gov



Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate five (5) years following the date on which it becomes
effective. If, at the end of five (5) years, the parties wish to continue the relationship,
they must execute a new agreement. '

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
‘Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.



6. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

7. CONFIDENTIALITY

New York statutes 18 NYCRR 357.2 and 387.2(j), and New York SSL section 136.2,
protect the confidentiality of the state data, as well as:

- Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

- Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

— Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO”), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.



All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (“US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.

. APPROVALS

73!/ 76/

Ron Jarmin (Date)

Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

Mo oLty 14/5/16

Samuel D. Roberts (Date)

Commissioner
New York State Office of Temporary and Disability Assistance




Attachment A: Data Elements

1. Data Requirements

Data from the administration of SNAP and Public Assistance programs for the years
2013-2020 will include, when available:

a.
b.

mSoaon

Case unit identifiers,
Complete monthly case unit address history (residence or mailing, if residence is
unavailable),
History of benefit amounts received (monthly),
Eligibility and most recent application date,
Unigue identifiers for individuals in case units, and
The following information on individuals in a case unit:
i. Name
ii. Social Security Number
iii. Sex
iv. Date of birth
v. Education (highest degree/highest grade level)
vi. Monthly income source (TANF, general assistance)
vii. History of membership in case unit (as provided/derived from monthly
records)



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response,

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (“"CPS") and
the Survey of Income and Program Participation ("SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Charactérizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System ("PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

4. Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);*

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

5. Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau'’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and
practices.



1.

MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE NEW JERSEY DEPARTMENT OF HUMAN SERVICES

Agreement No, 0094-2015-NFE-009

PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau and the New Jersey Department of Human Services for the acquisition of
Supplemental Nutrition Assistance Program (SNAP) and Temporary Assistance for Needy
Familles (TANF) data.

AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the New Jersey Department of Human Services to share SNAP data
and enter into this agreement is Section 17 of the Food and Nutrition Act of 2008 (Act),
7 U.S5.C., § 2026 and N.J,A,C. 10:87-1.2, The Food and Nutrition Act of 2008 limits the
use of SNAP recipient information to those parties directly connected with the
administration or enforcement of the provisions of the Act, specifically Section
11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(B)(A)). The Department of Agriculture, Food
and Nutrition Service, through a Memorandum of Record signed on August 18, 2014,
has determined that the Census Bureau is directly connected with the administration of
the SNAP program because the Census Bureau will provide to the state copies of its
tabulations of the data for the state to use in administering its SNAP program.

The authority for the New Jersey Department of Human Services to share TANF data and
enter into this agreement is the Public Health and Welfare Act, 42 U.S.C. § 613 and
N.J.S.A. 44:10-47.

The Census Bureau shall protect the individually identifiable health information provided
under this agreement in accordance with 13 U.S.C. Section 9. Both parties agree that
the terms of this MOU provide sufficient protection to allow the New Jersey Department
of Human services to satisfy its requirements to protect data pursuant to the Health
Insurance Portability and Accountability Act.

. TERMS AND CONDITIONS

Pursuant to this agreement, the New Jersey Department of Human Services, hereinafter
referred to as “the state program agency,” shall transfer records to the Census Bureau
from the administration of SNAP and TANF, hereinafter referred to as “the state data,”
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and as described in Attachment A of this agreement. All data that the state program
agency agrees to provide the Census Bureau shall remain confidential. Maintaining
confidentiality of these data Is also guaranteed under Title 13 U.S.C, Section 9, and the
Privacy Act of 1974, Only Census Bureau staff and Special Sworn Status (“SSS")
researchers will have access to the data. Any data, records, or other information shared
through this research agreement shall be protected from unauthorized disclosure and
shall be used solely for statistical purposes. When the Census Bureau publicly releases
information related to this research, it shall not be disclosed in individually-identifiable
form, and results will meet the Census Bureau disclosure avoldance guidelines. The
Census Bureau shall link the state data to census data, survey data and administrative
records data. The Census Bureau shall use the linked data for research and operations
to improve data collection, and record linkage methods for surveys and decennial
censuses. The Census Bureau shall also utilize the state data to provide new and
improved estimates of population characteristics related te program participation.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C, Section 23(¢), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

a. The state program agency agrees:

i. To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the State’s
database for the years 2004--2020, or available years, as described in
Attachment A.

ii. To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement, including a record layout, record count, record length
and data dictionary.

iil. To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the federal Census Bureau Data Stewardship Executive Policy Committee.
Researchers shall not have access to Social Security Numbers.



iv.

To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B, and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

4. CONTACTS

To grant access to the state data only to the Census Bureau staff and $SS
researchers at the Processing Sites listed in Section 4 of this agreement,
and only for the projects listed in Attachment B or those approved in
writing by both parties.

To provide the state program agency, within six (6) months of the time
the data is processed and provided to the Census Bureau research staff,
selected tabulations of the state data linked to the American Community
Survey. These tabulations shall describe the demographic and household
characteristics of residents who are likely to be eligible for SNAP, but who
do not participate in the program.

To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments, clearance, or rejection of
pre-publication copies of any report or other document containing
information derived from the state program agency data pertaining to
SNAP and TANF and resulting from use under this agreement of the state
data. If no response is received from the state program agency within
fourteen (14) days from delivery of pre-publication documents to the state
program agency, the Census Bureau shall send a reminder notice to the
state program agency. If no response is received within three (3)
business days from delivery of the reminder notice, the state program
agency will be deemed to have approved the delivered documents for
publication and/or distribution to persons cutside of the Census Bureau
staff authorized to use the state data under this agreement.

The parties mutually agree that the following named individual is to be designated as
custodian of the files on behalf of the Census Bureau and shall be personally responsible
for the observance of all conditions of use, and for the establishment and maintenance
of security arrangements to prevent unauthorized use as specified in the agreement.
The Census Bureau agrees to notify the state program agency within fifteen (15) days of
any changes of custodianship.

Custodian:

1. Trent Alexander

Data Custodian

U.S. Census Bureau

4600 Silver Hill Road, 2K133
Washington DC 20233

(301) 763-9810
j.trent.alexander@census.gov




5.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State of New Jersey program agency POC:
Natasha Johnson
Director
NJ] Department of Human Services
Division of Family Development
P.O. Box 716

Trenton, NJ 08625
(609) 588-2402

Natasha.lohnson@dhs.state.nj.us

Census Bureau POC: Amy Q'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.chara@census.gov

The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate five (5) years following the date on which it becomes
effective, If at the end of five (5) years the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal or State statute is enacted that materially affects the substance of
the agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’'s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.



b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage Identifiers and state data linked to other data, as part of the projects described
in Attachment B, will not be discontinued due to expiration or termination of this
agreement.

. RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

. CONFIDENTIALITY

State Statutes or Acts protect the confidentiality of the state data, as well as:

- Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a){1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.5.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Soclal Security Administration Disclosure, 20 CFR Part 401;

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- Public Welfare, Security and Privacy, Uses and Disclosures, 45 CFR 164.504

(e)(3)

The Census Bureau assumes an obligation to safeguard all data received from other
federal and state agencies and commercial entities pursuant to federal and State laws
and regulations, and to use the data for statistical purposes only in accordance with the
provisions of Title 13, U.S.C. Section 9. Upon receipt, all data acquired as a result of
this interagency agreement will be treated as if they have, at 8 minimum, protection at
the appropriate risk level in accordance with NIST FIPS 200 and Special Publication 800-
60.

The Census Bureau agrees to remain compliant with all current NIST standards and
publications in accordance with Title III of the E-Government Act of 2002 (PL 107-347).
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Al systems shall be fully assessed against NIST Special Publication 800-53r3
"Recornmended Security Controls for Federal Information Systems and Organizations,"
as well as Special Publication 800-37r1 "Guide for Applying the Risk Management
Framework to Federal Information Systems: A Security Life Cycle Approach.” The
Census Bureau IT Security Program shall be reviewed annually by the {Department of
Commerce, Office of the Chief Information Officer ("CI10O")}, as well as the {Department
of Commerce, Office of Inspector General}, as part of the oversight responsibilities.

All information and information systems shall be categorized in accordance with NIST
FIPS 199 "Standards for Security Categorization of Federal Informalion and Information
Systems” and NIST Special Publication 800-60 "Guide for Mapping Types of Information
and Information Systems to Security Categories: (2 Volumes) - Volume 1: Guide Volume
2: Appendices.” Security controls and subsequent assessments are to be completed
based on lhe final categorization.

The Census Bureau shall maintain a policy regarding the reporting of; and response to
losses of protected data in accordance with OMB Memorandum 6-19 and M-07-16.
Known or suspected losses of protected data are to be reported within one (1) hour to
the United States Computer Emergency Readiness Team ('US CERT"). Once the Census
Bureau becomes aware of a known breach of the state data, the Census Bureau will
contacl the identified state program agency confacts to discuss the actions and potential
remedies regarding the incident.

APPROVALS

‘Twma,’w M??W %« g 17) A8 (¥

Ron Jarmin (Date)
Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

W 19/, [ 14—
Elizab&th Connolly Q (Date)

Commissioner
NJ Department of Human Services
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Attachment A: Data Elements

1. Data Requirements

Data from the administration of SNAP and TANF for the years 2004—2020 will include,
when available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
History of benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and dental information,
Identifiers for individuais in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

ili. Relationship to primary recipient

CroTumrpoanoo

iv. Race
v. Hispanic origin/Ethnicity
vi. Sex

vii. Date of birth
viii. Education
ix. Employment
X. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)
xi. History of membership in case unit



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household surveys that are designed to
characterize the program participation characteristics of the U.S. population. This project
will evaluate the accuracy of such survey data, explore the determinants of misreporting
and the impact of misreporting on estimates of population characteristics. This project
will also evaluate and improve current procedures for editing and/or imputing survey
data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS"), the Current Population Survey (*CPS") and
the Survey of Income and Program Participation (“"SIPP”"). In the case of SIPP, this
evaluation will also Inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau'’s Person Identification Validation System (*PVS") uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PYS. Incomplete coverage in the PVS would
have important implications for the Census Bureau's ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research and Planning for the 2020 Census

The Census Bureau intends to test and potentially use data from many sources,
including public and private sources, to design and conduct the 2020 Census. The
Census Bureau intends to use state program information, along with data from federal,
state, and private sources, to pursue the following four research initiatives, leading to
improvements in quality and efficiency of 2020 Census operations:

A. validating and enhancing the Master Address File (MAF);!

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

Data quality will be explored using 2010 decennial census data to assess the quality and
utility of household roster, location, and demographic characteristics data.
Disagreement observed in content across sources will be analyzed to develop
approaches, such as modeling or business rules, to resolve conflicting information.
Administrative records will be assessed to tabulate data at various levels of geography,
including the housing unit, block, tract, and state levels. These tabulations will be
compared to the 2010 Census to assess accuracy based on the level of aggregation.

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
compaosite of public and private data sources.



MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
ADMINISTRATIVE DATA
FROM THE MICHIGAN DEPARTMENT OF HEALTH AND HUMAN SERVICES

Agreement No. 0094-FY17-NFE-0085

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau) and the Michigan Department of Health and Human Services
(MDHHS) for the acquisition of Supplemental Nutrition Assistance Program (SNAP) and
Temporary Assistance for Needy Families (TANF) data.

2. AUTHORITY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which
permits the Census Bureau to access, by purchase or otherwise, information to assist
the Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the MDHHS to share SNAP data and enter into this agreement is
Section 17 of the Food and Nutrition Act of 2008 (Act), 7 U.S.C., § 2026. The Food and
Nutrition Act of 2008 limits the use of SNAP recipient information to those directly
connected with the administration or enforcement of the provisions of the Act,
specifically Section 11(e)(8)(A) of the Act (7 U.S.C. 2020(e)(8)(A)). The Department
of Agriculture Food and Nutrition Service, through a Memorandum of Record signed on
August 18, 2014, has determined that the Census Bureau is directly connected with the
administration of the SNAP program because Census will provide to the state copies of
its tabulations of the data for the state to use in administering its SNAP program.

The authority for the MDHHS to share TANF data and enter into this agreement is the
Public Health and Welfare Act, 42 U.S.C. § 613.

3. TERMS AND CONDITIONS

Pursuant to this agreement, the MDHHS, hereinafter referred to as “the state program
agency” will transfer records to the Census Bureau from the administration of SNAP,
TANF, and WIC hereinafter referred to as “the state data” and as described in
Attachment A of this agreement. All data that the state program agency agrees to
provide the Census Bureau remains confidential. To the extent provided by law,
confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and the
Privacy Act. To the extent provided by law, only Census Bureau staff and Special Sworn
Status ("SSS”) researchers will have access to the data. Any data, records, or other
information shared through this research agreement are protected from unauthorized
disclosure and shall be used solely for statistical purposes and not for program or
administrative enforcement. When the Census Bureau publicly releases information



related to this research, it will not be disclosed in individually-identifiable form and
results will meet Census Bureau disclosure avoidance guidelines. The Census Bureau
will link the state data to census data, survey data and administrative records data. The
Census Bureau will use the linked data for research and operations to improve data
collection and record linkage methods for surveys and decennial censuses. The Census
Bureau will also utilize the state data to provide new and improved estimates of
population characteristics related to program participation.

a. The state program agency agrees:

To transfer to the Census Bureau via secure File Transfer Protocol (FTP) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of SNAP and administration of TANF for the years 2010—
2021, as described in Attachment A.

To provide adequate documentation and support of transferred files for
the Census Bureau to be able to interpret the data for the uses permitted
in this agreement; including a record layout, record count, record length
and data dictionary.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers may not contain any state data or direct
identifiers.

To allow the Census Bureau staff and SSS researchers to use the state
data at the Processing Sites listed in Section 4 of this agreement for the
projects listed in Attachment B and for additional projects as permitted by
Section 3.b.i of this agreement.

b. The Census Bureau agrees:

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties.

To provide the state program agency a table package based on at least
two consecutive calendar years of state program participation
administrative records linked to annual responses to the American
Community Survey (ACS). A table package shall include estimated rates
of program eligibility and access/participation for the state overall and by
various demographic, economic, and household characteristics and by
county when the data allow. It also will include distributions across the
same characteristics both for program participants and for those who are
estimated to be eligible but do not participate. The table package will be
delivered either within six (6) months from the date that the state
administrative records are processed and provided to Census Bureau
research staff, or from the date that relevant years of the ACS become
available, whichever is later.



iii. To the extent permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document containing information derived from the
state data pertaining to SNAP and TANF and resulting from use under this
agreement of the state data. If no comments are received from the state
program agency within fourteen (14) days from delivery of pre-publication
documents to the state program agency, the Census Bureau shall send a
reminder notice to the state program agency. If no comments are
received within three (3) business days from delivery of the reminder
notice, the state program agency will be deemed to have no comment
regarding the delivered documents for publication and/or distribution to
persons outside of the Census Bureau staff authorized to use the state
data under this agreement.

4. CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behalf of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified in the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the following named individuals will be designated as
points of contact for the agreement on behalf of the state program agency and the
Census Bureau, respectively:

State program agency POC: SNAP/TANF

George Noonan

Manager, Data Strategy Group
Department of Health and Human Services
235 S. Grand Avenue

Lansing, MI 48909

517 335-7756

noonang@michigan.gov

Census Bureau POC: Dr. Amy O'Hara
Center Chief
Center for Administrative Records Research and Applications
U.S. Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757

amy.b.ohara@census.gov



The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS

This agreement is effective on the date on which it is signed by both parties. The
agreement shall terminate six (6) years following the date on which it becomes
effective. If, at the end of six (6) years, the parties wish to continue the relationship,
they must execute a new agreement.

The parties shall review this agreement at least once every three (3) years, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau’s Associate Director for
Research and Methodology and the state program agency.

Notwithstanding all other provisions of this agreement, the Parties agree that:

a. This agreement may be amended at any time by written mutual consent of both
parties.

b. Either party may terminate this agreement upon thirty (30) days written notice
to the other party.

The original state data received from the state program agency will be retained by the
Census Bureau after receipt for a maximum of two (2) years, unless the state program
agency establishes a different timetable as clarified, when necessary, in Section 3.
Terms and Conditions. Any revisions to the data retention timetable after the execution
of this agreement will be stated in writing in an amendment to this agreement. The
original state data will be expunged from Census Bureau systems, so long as such
expungement is not inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or in part from the state data will not be discontinued due to the
expiration or termination of this agreement. Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this
agreement.

RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level,
the area(s) of disagreement shall be stated in writing by each party and presented to
the other party for consideration. If agreement on interpretation is not reached within
thirty (30) days, the parties shall forward the written presentation of the disagreement
to respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of



Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents,
papers and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.

. CONFIDENTIALITY

Michigan Public Act 280, Section 400.11c protects the confidentiality of the state data,
as well as:

— Medicaid, 42 U.S.C. § 1396(a)(a)(7), 42 CFR Part 431.300-307;

— Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a)(1)(A)(iv);

- Supplemental Nutrition Assistance Program, 7 U.S.C. § 2020 (e)(8);

- 7 CFR Part 272.1(c);

- Social Security Act, 42 U.S.C. § 1396(a)(a)(7);

- Social Security Administration Disclosure, 20 CFR Part 401;

— Child Support, 42 U.S.C. § 654(26);

- Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and

- U.S. Department of Labor Employment and Training Administration, 20 CFR Part
603.

The Census Bureau assumes an obligation to keep all data received from other federal
and state agencies and commercial entities in confidence, and to use the data for
statistical purposes only in accordance with the provisions of Title 13, U.S.C. Section 9.
Upon receipt, all data acquired as a result of this interagency agreement will be treated
as if they have, at a minimum, protection at the appropriate risk level in accordance
with NIST FIPS 200 and Special Publication 800-60r1.

The Census Bureau complies with all current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security
Controls for Federal Information Systems and Organizations,” as well as Special
Publication 800-37r1 “Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach.” The Census Bureau IT Security
Program is reviewed annually by the Department of Commerce Office of the Chief
Information Officer ("CIO”), as well as the Department of Commerce Office of Inspector
General, as part of the oversight responsibilities.

All information and information systems are categorized in accordance with NIST FIPS
199 “Standards for Security: Categorization of Federal Information and Information
Systems” and NIST Special Publication 800-60r1 “Guide for Mapping Types of
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1:
Guide Volume 2: Appendices.” Security controls and subsequent assessments are to be
completed based on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United



States Computer Emergency Readiness Team (*US CERT”). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau wifl contact the
identified state program agency contacts to discuss the actions and potential remedies
regarding the incident.

. APPROVALS

4#/ ' 7&,%4 /4 7@/ Zl

Michael Thieme (Date)

Acting Assistant Director
Research and Methodology Directorate of the U.S. Census Bureau

L 1/ 257/7,&///
. [

Laurie Johnson {Date)

Director, Support Services, Business Integration Center
Michigan Department of Health & Human Services




Attachment A: Data Elements
1. Data Requirements

Monthly data from the administration of SNAP and TANF for the years 2010—2021 will
include, when available:
Case unit identifiers,
Complete monthly case unit address history (residence, mailing),
Benefit amounts received (monthly),
Income reporting requirement (simplified reporting, change reporting, etc.),
Gross income (monthly),
Net income (monthly),
Eligibility and denial information,
Identifiers for individuals in case units, and
The following information on individuals in a case unit:

i. Name

ii. Social Security Number

iii. Case unit/main contact phone number

iv. Relationship to primary recipient

CTSTumhoanoTo

v. Race
vi. Hispanic origin/Ethnicity
vii. Sex

viii. Date of birth
ix. Education
X. Employment
xi. Monthly income source (earnings, TANF, SSI, SSA, UI, general assistance,
other)



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S. Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. population.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or
imputing survey data related to program participation. The project will also use the state
data to investigate survey frame coverage, survey effects and survey non-response.

This project will focus on evaluating and improving the measurement of state programs
in the American Community Survey ("ACS”), the Current Population Survey (“"CPS”) and
the Survey of Income and Program Participation (“"SIPP”). In the case of SIPP, this
evaluation will also inform the redesign of the SIPP survey instrument that is currently
underway.

This project will include additional studies that use administrative records from state and
federal programs (including the state data) and/or Census Bureau survey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasets created from joint statistical projects
between the Census Bureau and NCHS, the USDA Economic Research Service, the
Bureau of Justice Statistics, the Department of Health and Human Services and the
Department of Veterans Affairs.

2. Characterizing likely eligible non-participants of SNAP

Persons with a high probability of being eligible for SNAP can be modeled using ACS data
on household composition and reported income. The modeled eligible persons can be
matched to the administrative SNAP data to determine who participated in the
program. This research is important for the Census Bureau as it permits a greater
understanding of whether SNAP take-up is uniformly distributed across demographic and
geographic groups. Disparities among persons with different languages spoken at
home, race or ethnic identification, or urbanicity could affect interpretations of
Supplemental Poverty Measure estimates. This research also benefits FNS and state
agencies by assessing the characteristics of persons with unmet needs. The project
results in aggregate information that state agencies can use to improve outreach efforts.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau’s Person Identification Validation System (“PVS”) uses administrative
records from a variety of sources to assign, where possible, unique person identifiers to



each record in its surveys, Censuses and administrative records. However, coverage for
some populations may be incomplete in the PVS. Incomplete coverage in the PVS would
have important implications for the Census Bureau’s ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations participating in state programs.

Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census. The Census Bureau is using
state program information, along with data from federal, state, and private sources to
pursue the following four research initiatives leading to the integration of these data to
augment or replace Census operations:

A. validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decennial census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed in content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
will be compared to the 2010 Census and intercensal test data to assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

Leveraging Administrative Data to Drive Program Evaluation and Enhance
Policy Outcomes

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce inquiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File.

2 Examples of possible data uses include simulating a targeted address canvassing, modeling to determine data
collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

3 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
composite of public and private data sources.



population and economy. As Census and other Federal Statistical Agencies successfully
integrate Administrative Data, they acquire and use the data within the context of
comprehensive data stewardship programs that ensure strong confidentiality and privacy
protections.

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure
analytic access for policy analysis, program evaluation, and research. CBLI relies on the
Census Bureau’s authority to access government records and collect data for statistical
purposes, and leverages the Census Bureau’s data stewardship culture, policies, and

practices.



MEMORANDUM OF UNDERSTANDING
THROUGH WHICH
THE U.S. CENSUS BUREAU IS ACQUIRING
WOMEN, INFANTS, AND CHILDREN ADMINISTRATIVE DATA
FROM
THE MICHIGAN DEPARTMENT OF HEALTH AND HUMAN SERVICES

Agreement No. 0094-FY17-NFE-0088

1. PARTIES AND PURPOSE

This Memorandum of Understanding establishes an agreement between the U.S. Census
Bureau (Census Bureau} and the Michigan Department of Health and Human Services
(MDHHS) for the acquisition of Women, Infants, and Children (WIC) Administrative Data.

2. AUTHORIYY

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 8, which
permits the Census Bureau to access, by purchase or otherwise, information to assist the
Census Bureau in the performance of duties under Title 13, United States Code.

The authority for the MDHHS to share WIC data and enter into this agreement is Section
17 of the Chiid Nutrition Act of 1966, 42 U.S.C, § 1786 and implementing regulations at
7 CFR Part 246. WIC regulations at 7 CFR 246,26(d)(1){if) limit the disclosure of WIC
reciplent information to those directly connected with the administration or enforcement
of the WIC program. The Department of Agriculture Food and Nutrition Service, through
a Memorandum of Record signed on August 18, 2014, has determined that the Census
Bureau Is directly connected with the administration of the WIC program because Census
will provide to the state copies of its tabulations of the data for the state to use In
administering its WIC program.

3. TERMS AND CONDITIONS

Pursuant to this agreement, the MDHHS WIC Program hereinafter referred to as “the
state program agency”, wili transfer records to the Census Bureau from the administration
of WIC, hereinafter referred to as “the state data” and as described in Attachment A of
this agreement. All data that the state program agency agrees to provide the Census
Bureau remains confldential. To the extent provided by law, confidentiality of this data
will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. To the extent
provided by law, only Census Bureau staff and Special Sworn Status ("SSS”) researchers
will have access to the data. Any data, records, or other information shared through this
research agreement are protected from unauthorized disclostre and shall be used solely
for statistical purposes and not for program or administrative enforcement. When the
Census Bureau publicly releases information related to this research, it will not be
disclosed in individually-identifiable form and results will meet Census Bureau disclosure
avoidance guidelines. The Census Bureau will link the state data to census data, survey



data and administrative records data, The Census Bureau will use the linked data for
research and operations to improve data collection and record linkage methods for surveys
and decennial censuses. The Census Bureau will also utilize the state data to provide new
and improved estimates of population characteristics related to program participation.

a, The state program agency agrees:

iil.

To transfer to the Census Bureau via secure FTP (File Transfer Protocol) or
appropriately encrypted CD-ROM or DVD-ROM, data from the
administration of WIC for the years 2010—2021, as described in Attachment
A,

To provide adequate documentation and support of transferred files for the
Census Bureau to be able to interpret the data for the uses permitted in this
agreement; including a record layout, record count, and record length.

To allow the Census Bureau to use its record linking processes to assign,
where possible, person and address identifiers to each record in the state
data. Record linkage identifiers will not contain any state data or direct
identifiers.

Research projects exploring whether the administrative records represent
the same individuals in survey or census households may need access to
name data. Access to name data will only be granted through approval by
the Census Bureau Data Stewardship Executive Policy Committee.
Researchers will not have access to Social Security Numbers.

. To allow the Census Bureau staff and Special Sworn Status (5SS5)

researchers to use the state data at the Processing Sites listed in Section 4
of this agreement for the projects listed in Attachment B and for additional
projects as permitted by Section 3.b.1 of this agreement.

b. The Census Bureau agrees:

To the extent provided by law, to grant access to the state data only to
Census Bureau staff and SSS researchers at the Processing Sites listed in
Section 4 of this agreement and only for the projects listed in Attachment
B or those approved in writing by both parties,

To provide the state program agency a table package based on at least two
consecutive calendar years of state program participation administrative
records linked to annual responses to the American Community Survey
(ACS). A table package shall include estimated rates of program eligibility
and access/participation for the state overall and by various demographic,
economic, and household characteristics and by county when the data
allow. It also will include distributions across the same characteristics both
for program particlpants and for those who are estimated to be eligible but-
do not participate. The table package will be delivered either within six (6)
months from the date that the state administrative records are processed
and provided to Census Bureau research staff, or from the date that
relevant years of the ACS become available, whichever is later.



ili. To the exteht permitted by law, allow the state program agency the
opportunity to review and provide comments of pre-publication copies of
any report or other document contalning inforration derived from the state
data pertaining to WIC and resulting from use under this agreement of the
state data. If no comments are received from the state program agency
within fourteen (14) days from delivery of pre-publication documents to the
state program agency, the Census Bureau shall send a reminder notice to
the state program agency, If no comments are received within three (3)
business days from delivery of the reminder notice, the state program
agency will be deemed to have no comment regarding the delivered
documents for publication and/or distribution to persons outside of the
Census Bureau staff authorlzed to use the state data under this agreement.

4, CONTACTS

The parties mutually agree that the Census Bureau will appoint a designated “Custodian”
of the files, who will in a representative capacity, comply with all of the designated
provisions of this agreement on behaif of the Census Bureau; including observance of all
conditions of use, and for the establishment and maintenance of security arrangements,
as specified iy the agreement to prevent unauthorized use.

Processing Sites: Bowie Computer Center
Suitland Federal Center
Census Bureau Research Data Centers

The parties mutually agree that the foliowing named individuals will be designhated as
points of contact for the agreement on behalf of the state program agency and the Census
Bureau, respectively:

State program agency POC:
Dr. Kobra Eghtedary
Director of Data, Research & Technology
Michigan WIC Program
320 S. Walnut St., Lansing, MI - 48913
{517) 335-9834
EghtedaryK@Michigan.Gov

Census Bureau POC: Dr. Amy O'Hara
' Center Chief
Center for Administrative Records Research and Applications
U.S, Census Bureau
4600 Silver Hill Rd
Washington, DC 20233
(301) 763-5757
amy.b.ohara@census.qgoy
The parties agree that if there is a change regarding the information in this section, the
party making the change will notify the other party in writing of such change.

5. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS



This agreement is effective on the date on which it is signed by both parties. The
agreement will terminate skx (6) years following the date on which it becomes effective,
If, at the end of six (6) years, the parties wish to continue the relationship, they must
execute a new agreement.

The parties will review this agreement at least once every three (3) vears, or
whenever a Federal statute is enacted that materially affects the substance of the
agreement, in order to determine whether it should be revised, renewed or
canceled. The review will be conducted by the Census Bureau's Associate Director for
Research and Methodology and the state program agency,

Notwithstanding all other provisions of this agreement, the Parties agree that;

a. This agreement may be amended at any time by written mutual consent of both
parties,

"b. Either party may terminate this agreement upon thirty (30) days written notice to
the other party.

The original state data received from the state program agency will be retained by the

Census Bureau after receipt for a maximum of two (2) years, unless the state program

agency establishes a different timetable as clarified, when necessary, in Section 3. Terms

and Conditions. Any revisions to the data retention timetable after the execution of this

agreement will be stated in writing [n an amendment to this agreement. The original state

data will be expunged from Census Bureau systems, so fong as such expungement is not
" inconsistent with federal records retention law.

The dissemination and use of publicly-released reports, articles, and other products
derived in whole or In part from the state data will not be discontinued due to the
expiration or termination of this agreement, Furthermore, the use of state records with
linkage identifiers and state data linked to other data as part of the projects described in
Attachment B will not be discontinued due to expiration or termination of this agreement.

« RESOLUTION OF DISAGREEMENTS

Should disagreement arise on the interpretation of the provisions of this agreement, or
amendments and/or revisions thereto, that cannot be resolved at the operating level, the
area(s) of disagreement shall be stated in writing by each party and presented to the
other party for consideration, If agreement on interpretation is not reached within thirty
(30) days, the parties shall forward the written presentation of the disagreement to
respective higher officials for appropriate resolution.

Under the Inspector General Act of 1978, as amended, 5. U.S.C. App. 3, a review of this
agreement may be conducted at any time. The Inspector General of the Department of
Commerce, or any of his or her duly authorized representatives, must be sworn in under
13 U.S.C. Section 23(c), and shall have access to any pertinent books, documents, papers
and records of the parties to this agreement, whether written, printed, recorded,
produced, or reproduced by any mechanical, magnetic or other process or medium, in
order to make audits, inspections, excerpts, transcripts, or other examinations as
authorized by law.



7. CONFIDENTIALITY

Michigan State HIPAA Privacy protects the confidentiality of the state data, as well as WIC
regulations at 7 CFR 246.26(e). The Census Bureau assumes an obligation to keep all data
received from other federal and state agencies and commercial entities in confidence, and
to use the data for statistical purposes only in accordance with the provisions of Title 13,
U.S.C. Section 9. Upon receipt, all data acquired as a result of this interagency agreement
will be treated as if they have, at a minimum, protection at the appropriate risk evel in
accordance with NIST FIPS 200 and Special Publication 800-60r1,

The Census Bureau complies with ail current NIST standards and publications in
accordance with Title III of the E-Government Act of 2002 (PL 107-347). All systems are
fully assessed against NIST Special Publication 800-53r4 “Recommended Security Controls
for Federal Information Systems and Organizations,” as well as Special Publication 800-
37r1 “Guide for Applying the Risk Management Framework to Federal Information
Systems:! A Security Life Cycle Approach.” The Census Bureau IT Securlty Program is
reviewed annuaily by the Department of Commerce Office of the CIO (Chief Information
Officer), as well as the Department of Commerce Office of Inspector General, as part of
the oversight responsibitities.

All information and information systems are categorized in accordance with NIST FIPS 199
“Standards for Security Categotization of Federal Information and Information Systems”
and NIST Special Publication 800-60rl1 “Guide for Mapping Types of Information and
Information Systems to Security Categories: (2 Violumes) - Volume 1: Guide Violume 2:
Appendices.” Security controls and subsequent assessments are to be completed based
on the final categorization.

The Census Bureau maintains a policy regarding the reporting of, and response to losses
of protected data in accordance with OMB Memorandum 6-19 and M-07-16. Known or
suspected losses of protected data are to be reported within one (1) hour to the United
States Computer Emergency Readiness Team (US CERT). Once the Census Bureau
becomes aware of a known breach of the state data, the Census Bureau will contact the
ldentified state program agency contacts to discuss the actions and potential remedies
regarding the incident.



8. APPROVALS

%(W Yt S Y)Y
Dr. Joffi Eltinge ' (Date)

Assistant Director
Research and Methodology Directorate of the U,S, Census Bureau

Dr. b ZYU 5 /1207

Dr. Kobra Eghtedary T (Date)

Director of Data, Research and Technology
MDHHS / Michigan WIC Program



Attachment A: Data Elements

1. Data Requirements

Monthly data from the administration of WIC for the years 2010—2021 will include, when

available:

@mooooyw

Case unit Identifiers,
Complete monthily case unit address history (residence, mailing),
Benefit Start and End Dates
Income reporting requirement (simplified reporting, change reporiting, etc.),
Gross income (monthly)
Identiflers for individuals in case units, and
The following Information on individuals in a case unit:
i
i
it
iv.
V.
vi.
vil.
vili,
ix.

Name

Case unit/main contact phone number

Recipient or Caretaker phone number

Race

Hispanic origin/Ethnicity

Sex

Date of birth

Education

Monthly income source (earnings, TANF, SSI, SSA, U, general assistance,
other) ’



Attachment B: Description of Approved Research Projects

1. Evaluation and Improvement of Demographic Surveys Using State and Federal
Administrative Records

The U.S, Census Bureau administers multiple household and business surveys that are
designed to characterize the program participation characteristics of the U.S. popuiation.
This project will evaluate the accuracy of such survey data, explore the determinants of
misreporting and the impact of misreporting on estimates of population characteristics.
This project will also evaluate and improve current procedures for editing and/or imputing
survey data related to program participation. The project will also use the state data to
investigate survey frame coverage, survey effects and survey non-response,

This project will focus on evaluating and improving the measurement of state programs
in the Amertcan Community Survey (ACS}, the Current Population Survey {CPS) and the
Survey of Income and Program Participation (SIPP}, In the case of SIPP, this evaluation
wili also inform the redesign of the SIPP survey instrument that is currently underway.

This project will Include additional studies that use administrative records from state and
federal programs {Including the state data) and/or Census Bureau syrvey data, and that
can inform the Census Bureau about the quality of its data products and the feasibility of
using administrative records to improve Census Bureau data products. These additional
studies could Include linkages to surveys conducted by the National Center for Health
Statistics (NCHS), and linkages to datasels created from joint statistical projects between
the Census Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice
Statistics, the Department of Health and Human Services and the Department of Veterans
Affairs.

2. Characterizing WIC participants and likely eligible non-participants of WIC

WIC data linked to ACS data can provide characteristic information for women, Infants,
and children participating in the WIC program. Additionally, infants and children with a
high probability of being eligible for WIC can be estimated using ACS information on
family structure, reported income, and public assistance.! The estimated eligible infants
and children can be matched to the administrative WIC data to determine who is
estimated to be eligible but not participating in the program, helping agencies determine
unmet need. The project resuits can heip state agencies improve outreach efforts. This
research helps the Census Bureau better understand their survey and census data.

3. Improve Census Bureau Record Linkage Methods

The Census Bureau's Person Identification Validation System (PVS) uses administrative
records from a varlety of sources to assign, where possible, unique person identifiers to
each record In its surveys, Censuses and administrative records. However, coverage for

1 Eligtble pregnant and breastfeeding women cannot be identified In ACS data. _



some populations may be Incomplete in the PVS. Incomplete coverage in the PVS would
have important impiications for the Census Bureau's ability to evaluate and improve its
data products using administrative records. The use of the state program administrative
records will permit an assessment of the coverage completeness in PVS while improving
upon coverage in the PVS of the populations particlpating in state programs.

4. Research, Testing and Operations for the 2020 Census

The Census Bureau intends to test and use data from many sources, including public and
private sources, to design and conduct the 2020 Census., The Census Bureau Is using
state program information, along with data from federal, state, and private sources to
pursue the foliowing four research initiatives leading to the integration of these data to
augment or replace Census operations:

A, validating and enhancing the Master Address File (MAF);?

B. designing and assigning resources to carry out the 2020 Census;?
C. unduplicating public, private, and census lists; and

D. imputing missing data.?

To determine the feasibility of incorporating the administrative records data into Census
operations, the data will be explored using 2010 decenniai census data and intercensal
test data to assess the quality and utility of household roster, location, and demographic
characteristics data. Disagreement observed In content across sources will be analyzed
to develop approaches such as modeling or business rules to resolve conflicting
information. Administrative records will be assessed to tabulate data at various levels of
geography including the housing unit, block, tract, and state levels. These tabulations
wiil be compared to the 2010 Census and intercensal test data {o assess accuracy based
on the level of aggregation. Research and testing includes simulations with 2010
Census data as well as using these data in in operational site tests with the end goal of
eventually incorporating the data into decennial census operations.

5. Leveraging Adminisirative Data to Brive Program Evaluation and Enhance Policy
Outcomes

The U.5. Census Bureau Is expanding its Data Linkage Infrastructure to increase the
opportunity for cross-organizational research and program evaluation across the Federal
Statistical Research Data Center network and/or via Remote Network Access. The
acquisition and use of Administrative Data is becoming increasingly central to the U.S.
Census Bureau’s mission. Like many agencies in the Federal Statistical System, the
Census Bureau uses Administrative Data to reduce Ihguiries on the public, to promote
the efficient use of federal funds, and to produce and improve statistics on the American
population and economy. As Census and other Federal Statistical Agencies successfully

2 Examples of possible Census Bureau uses include updating and evalyating the Master Address File,

3 Examples of possible data uses include simulating & targeted address canvassing, modeling to determine data
collection medes, modeling to predict self-response probabilities, simulating non-response follow-up designs,
directed advertising campaigns, and special enumeration operations planning.

4 Examples of possible Census Bureau uses include item imputation and count imputation using information from a
tomposite of public and private data sources,



integrate Administrative Data, they acquire and use the data within the context of
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