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INTERCONNECTION SECURITY AGREEMENT

1.
INTERCONNECTION STATEMENT OF REQUIREMENTS.

a. The requirements for interconnection between The U. S. Customs Service (Customs) and YOUR COMPANY NAME located at COMPANY ADDRESS, CITY, STATE, ZIP, is for the express purpose of transmitting Automated Broker Interface (ABI) declaration filings to the Customs Data Facility owned by Customs.  Information will be entered into either the Automated Commercial System (ACS) or the Automated Export System (AES) in accordance with the technical specifications and definitions agreed to by both parties. 

b. No other services are authorized under this agreement.  Other than the passing of data stated in paragraph 1a, only communication control signals typical of dial-up, Virtual Terminal Access Mode (VTAM) and the Job Entry System (JES) will be transmitted by either party.

c. The pertinent details of the interconnection are:

· Point-to-Point (PPP) direct dial-up Connection to a Customs Modem Bank.

· Connection to a Customs Front End Processor (FEP) and Communications Management Configuration CPU ‘Y’ housing VTAM.

· Only Remote Job Entry (RJE) send and Receive Session. 

d. The transmitter, without exception and any expectation of privacy, freely submits all Information.  Once the data has been accepted by Customs, Customs will protect YOUR COMPANY NAME data in accordance with the guidelines of the Privacy Act, Trade Secrets Act (18 U.S. Code 1905), and Unauthorized Access Act (18 U.S. Code 2701 & 2710) while in Customs possession.  Transaction data returned to YOUR COMPANY NAME system is open and unprotected once it has been output from the Customs computing environment.

2.
SYSTEM SECURITY CONSIDERATIONS.

e. The interconnection between YOUR COMPANY NAME and Customs is a two-way dial-up connection over unsecured public telephone lines.  Each session is initiated by YOUR COMPANY NAME.  Each VTAM session is controlled by a 10- minute “disconnect if idle” control and each JES session is controlled by a 192- second “disconnect if idle” control.  Access is further controlled and directed by a CA-Top Secret profile designed for  YOUR COMPANY NAME to direct data transactions. 

f. The security of the information being passed on this two-way connection is not protected with transmission security mechanisms such as encryption devices and is considered secured only while housed on the Customs mainframe.  Profiles are generated for YOUR COMPANY NAME based on information you have provided, and there are no other security controls in place for your dial-up connection.  Once the data has been stored on the Customs system, all access is controlled by authentication methods to validate the approved users.

g. The Customs system and users are expected to protect this data in accordance with the Privacy Act, Trade Secrets Act (18 U.S. Code 1905), and Unauthorized Access Act (18 U.S. Code 2701 & 2710). 
h. The sensitivity of all data filed is Sensitive. 
i. All Customs employees with access to the data are U. S. Citizens with a valid and current U. S. Customs Background Investigation. 
j. Policy documents that govern the protection of the data are Customs CIS HB 1400-05a and US Treasury TD P 71-10. 

k. Customs maintains an audit trail and employs intrusion detection to maintain security and system integrity. 
l. Security incidents discovered by YOUR COMPANY NAME shall be reported in accordance with your organization’s security procedures.  An incident discovered by Customs will be reported to the Computer Security Incident Response Capability operating within the Newington Data Center (NDC) complex.  The policy governing the reporting of Security Incidents is CIS HB 1400-05A. 




3.  TOPOLOGICAL DRAWING.  The two systems are joined by a PPP dial-up connection initiated and terminated by the transmitter.  The Customs data facility maintains a 24-hour physically secure facility where access is controlled using restricted access and all visitors are escorted.  The line of Demarcation, thus the line of responsibility, rests at the Customs Front-end processor.
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4.  SIGNATORY AUTHORITY.  This ISA is valid for three years after the last date on either signature below.  At that time, it will be updated, reviewed, and revalidated.  This agreement may be terminated upon 30-days advanced notice by either party or in the event of a security exception that would necessitate an immediate response.  














SIGNATURE AUTHORITY	Charles M. Mayer     


TITLE	Executive Director


YOUR COMPANY NAME	Infrastructure Services Division 


	Office of Information and Technology


	U.S. Customs Service








----------------------------------------------	---------------------------------------------


Signature                                Date	Signature                                Date
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